DR. BABASAHEB AMBEDKAR MARATHWADA UNIVERSITY,
CHHATRAPATI SAMBHAJINAGAR.

CIRCULAR NO.SU/PG/College./NEP/19/2024
[t is hereby inform to all concerned that, the syllabi prepared by the
Board of Studies/ Ad-hoc Boards & recommended by the Dean, Faculty of
Science & Technology, Academic Council at its meeting held on 08 April
2024 has accepted the following Syllabi under the Faculty of Science &
Technology as per Norms of National Education Policy -2020 run at the
Affiliated ~ Colleges, Dr.Babasaheb Ambedkar Marathwada University as

appended herewith.

Sr.No. Courses Semester

1. M.Sc.Microbiology IMIrd & IVth semester

2, M.Sc.Botany | Iird & IVth semester

3. M.Sc.Environmental Science IIrd & IVth semester

4, M.Sc.Industrial Chemistry IlIrd & IVth semester

5i M.Sc.Biochemistry IIIrd & IVth semester

6. M.Sc.Chemistry Specialization Analytical IIrd & IVth semester
Chemistry,Organic Chemistry, Inorganic |
Chemistry,Polymer Chemistry, Industrial
Chemistry.

7. MCA(Science) IIIrd & IVth semester
M.Sc (Forensic Science) Ist to IVth semester

9. M.Sc.Forensic Cyber Ist to IVth semester |

This is effective from the Academic Year 2024-25 and onwards.,
All concerned are requested to note the contents of this circular and
bring the notice to the students, teachers and staff for their_information

and necessary action. AN -
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2] The Director, University Network & Information Centre, UNIC, with a
request to upload this Circular on University Websitc.
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1] The Director, Board of Examinations & Evaluation, Dr.Babasaheb Ambedkar
Marathwada University, Chhatrapati Sambhajinagar.

2] The Section Officer,|M.Sc.Unit] Examination Branch, Dr.Babasaheb Ambedkar
Marathwada LUniversity, Chhatrapati Sambhajinagar.

3] The Programmer [Compuler Unil-1] Examinations, Dr.Babasaheb Ambedkar
Marathwada University, Chhatrapati Sambhajinagar.

4| The Programmer [Computer Unit-2] Examinations, Dr.Babasaheb Ambedkar
Marathwada University, Chhatrapati Sambhajinagar.
3] The In-charge [E-Suvidha Kendra|, Rajarshi Shahu Maharaj Pariksha Bhavan,

Dr.Babasaheb Ambedkar Marathwada University, Chhatrapati Sambhajinagar.

6] The Public Relation Officcr, Dr.Babasaheb Ambedkar Maralliwada Universilty,
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Preamble
Computer and computer-related crimes have increased tremendously in the last couple of

years. Criminals are using various modus operandi to commit such crimes. Master’s program
in Forensic Cyber (Cyber Forensics) has been aimed to generate quality human resources for
the field. Dr. Babasaheb Ambedkar Marathwada University, Aurangabad is committed to
providing a comprehensive syllabus for PG programs in Forensic Cyber in line with the

objectives and philosophies of National Education Policy 2020.

Course Structure
The Course Structure as per the Government Resolution of the Department of Higher and

Technical Education, Government of Maharashtra Dated 16/05/2023 is as follows:

Credits Distribution Structure for Two Years/One Year PG Program with Multiple
Entry & Exit Options

Faculty of Science & Technology

Year Sem. Major subject
/ level DSC Core DSE RM OJT/FP | RP Credits Degree
Mandatory (Elective)
I 3(4) +2=14 4 4 22
First 4 i P’G
year iploma
Complete After 3
6.0 | 3(4) +2=14 4 digFing 22 (After
years
summer
degree)
break
Cum. Cr. For 28 08 4 4 44
PG Diploma

Exit option with Post-graduate Diploma (44 credits) after the first year or two semesters with completion of
courses equivalent to 44 credits

Secon 3(4)
d Year 1 +2= 4 4 22
14
o PG Degree
v 3(4)=12 4 6 22
after 3
Cum. Cr. For 1 years UG or
year PG 26 8 10 44 PG Degree
Degree
after 4
Cum. Cr. For 2 years UG
years PG 54 16 4 4 10 38
Degree

2 Years -4 sem.PG Degree (88 credits) after three-year UG Degree or 1 Year

-2 sem. PG Degree (44 credits) after four-year UG degree




Abbreviations

Major: A course, which should compulsorily be studied by the student as a requirement of
core or major subject is termed as a core course.

DSE: Generally, a course that can be chosen from a pool of courses that may be very specific
or specialized or advanced, or supportive to the discipline/subject of study or which provides
an extended scope or which enables exposure to some other discipline/subject/domain or
nurtures the candidates’ proficiency/skill is called as an elective course.

OJT: On-Job Training: Internship/Apprenticeship
FP: Field Project

RP: Research Project

Vision
The vision of the curriculum is as follows:
e To produce graduates with the highest skill and professional ethics competitive to the

global cyber forensics demands.

Mission
The mission of the curriculum is as follows:
e To facilitate the updated domain knowledge and skills at par with the global forensic
scenario
e To inculcate professional ethics. teamwork. leadership, and value system among
students
e To provide research skills among students for further learning and finding innovative

solutions

Program Educational Objectives
The educational objective of the PG program in Forensic Cyber is as follows:

e PEOI1: To develop scientific and technical competency among graduates leading to a
successful career in digital forensics and allied disciplines

e PEO2: To develop analytical and problem-solving skills among students to solve
complex issues/problems related to forensic analysis in crime investigation

e PEO3: To inculcate professionalism, ethics, teamwork, communication, and

leadership quality in the students



e PEO4: To make the students responsive toward the environment and society
e PEOS: To inculcate the practices of lifelong learning in the direction to have a

successful career and responsive citizen of the globe

Program Outcomes and Program-Specific Outcomes
The university is committed to implementing a student-centric curriculum throughout its

programs. Program outcomes, program-specific outcomes. and course outcomes have been

defined as per Bloom’s taxonomy. These are as follows:

Program Outcomes (POs): Program outcomes describe what skills, knowledge, and
behaviors students acquire as they progress through the program. The program outcomes are

as follows:

PO1: Basic and Discipline-specific knowledge: Apply the knowledge of computer
science and related discipline to various forensic computer-related crimes.
PO2: Problem Analysis: Identify and analyze crime and crime investigation issues
using standard methods based on a scientific approach.
PO3: Modern tool usage: Understand, select, and apply appropriate techniques.
resources, and modern scientific techniques with an understanding of their merits and
limitations.
PO4: Design/ Develop research-based solutions: Design novel solutions for regular
or complex problems based on research outcomes.
POS: Ethies: Apply ethical principles and commit to professional ethics and
responsibilities and norms of forensic practices,
PO6: Effective Communication: Speak. read, write. and listen clearly in person and
through electronic media in English and in one [ndian language. and make meaning of
the world by connecting people, ideas, books, media. and technology.
PO7: Forensic practices for society and criminal Justice setup: Understand and
analyze the impact of forensic solutions on society and criminal justice setup.
POS8: Individual and team work: Function effectively as an individual, and as a
member or leader in diverse teams, and in a multidisciplinary setting.
PO9: lifelong learning: Recognize the need for, and have the preparation and ability
to engage in independent and lifelong learning in the broadest context of
Technological change.
Program-Specific Outcomes (PSOs): Program Specific Outcomes are statements that
describe what the graduates of a specific program should be able to do. The PSOs of the PG

Program in Forensic Cyber are as follows:



« PSOI1: Understand the basic and advanced techniques in various disciplines of
forensic cyber.

« PSO2: Analyze the forensic samples using basic and state-of-the-art techniques of
various disciplines of digital forensics.

« PSO03: Evaluate the results of various techniques and make decisions on simple or
complex forensic problems.

s PSO4: Design and develop research-based solutions to complex forensic problems.

Eligibility
A candidate who has passed B.Sc. (three years) in science as a major from a recognized
university with 45% marks will be eligible for getting admission to PG programs.

Reservation policy and relaxation of marks will be as per the norms of the university and

Government of Maharashtra.

Duration
As per the guidelines of the Government of Maharashtra and the university. the PG Program

will be of two-year duration. However, the students need to pass the minimum credits within
the four years from the date of admission. Re-entry to the program. if left in between, can be
made within five years. Lateral entry and exit will be as per the guidelines issued by the

university from time to time.

Medium of Instruction
Presently, the medium of instruction is English. However, any change in this will be as per

the guidelines of the university and the government of Maharashtra.

Attendance
Students must have minimum of 75 % attendance in each theory and practical courses for

appearing in the Semester End Examination (SEE), otherwise he / she will not be strictly
allowed for appearing for the SEE. However, students having 65 % attendance may request

Head of the concerned Institution for the condonation of attendance on medical ground.

Assessment Scheme/Scheme of Examination
The assessment scheme is as follows:

e Each course has been assigned marks equivalent to 25 marks/credit. Thus, each
theory course is 75/100 marks while the practical/Laboratory course is 25/50
marks. Moreover, research project shall be 100/150 while On-Job-Training shall

be 100 marks.



Continuous Internal assessment (CIA) will be for 40% while Semester End
Examination (SEE) will be for 60%.

It shall be mandatory for the students to pass individually for both SEE and CIA
for each course to complete the program successfully.

Passing percentage for both theory and practical shall be 40%.

The CIA may be in terms of class tests, group, and individual assignments, and
presentation. Two tests on completion of 40%, and 100% syllabus, each of 20
marks will be conducted and the average result will be reported. Presentation of
10 marks and assignments of 10 marks will also be conducted to get an aggregate
of 40% weightage.

Changes in examination scheme is possible as per the guidelines issued by the

university from time to time.



Curriculum and Structure as per NEP 2020
As per the Government Resolution of the Department of Higher and Technical Education.

Government of Maharashtra, the course structure of the PG program in Forensic Cyber is as
follows:
Credit distribution and structure of two years/one-year program in Forensic Science
with multiple entry and exit options

M.Sc. First Year (First Semester)

Teaching Credit Total
Scheme Assigned credits
(Hrs./week)
Course Type Course Code Course Name T Pr h Pr
Major FOC/MJ/500T Forensic Science 3 - 3 B
Mandatory
DSC
FOC/MJ/501T Criminal Law and 3 3 -
Information Risk
Management
FOC/MJ/502T Digital Forensics-1 3 - 3 -
FOC/MI/500P Practical based on - 2 - |
FOC/MJ/500T
FOC/MUI/501P Practical based on - 2 - |
FOC/MI/S01T 14
FOC/MJ/502P Practical based on - 2 - |
FOC/MI/502T
FOC/MJ/503 Skill/Practical - 4 - 2
based activity on
Cyber Forensics-1
DSE (Choose FOC/DSE/504T Machine Learning 3 - 3 -
anyone from
FOC/DSE/504P Practical based on - 2 - |
thermmes: FOC/DSE/504T
Theory and = ; 4
FOC/DSE/505T Cloud Security 3 - 3 -
Practical
together make FOC/DSE/505P Practical based on - 2 - 1
FOR/DSE/505T
a complete
course)
RM FOC/RM/549 Research 4 - 4 - 4
Methodology and
Statistics
16 12 16 06 22




M.Sc. First Year (Second Semester)

Teaching Credit Total
Scheme Assigned credits
(Hrs./week)
Course Type Course Code Course Name Th Pr Th Pr
Major FOC/MI/550T Forensic ) - 3 -
Mandatory Application
DsC Development and
Networking
FOC/MIJ/551T Threats to Web 3 - 3 -
Infrastructure, its
Defense and
Resilience
FOC/MIJ/552T Digital Forensics-I1 3 - 3 -
FOC/MI/550P Practical based on - 2 - 1
FOC/MI/550T 14
FOC/MJ/351P Practical based on - 2 - |
FOC/MI/SSIT
FOC/M1/552P Practical based on - 2 - |
FOC/MI/552T
FOC/MI/553 Skill/Practical - 4 - 2
based activity on
Cyber Forensics -I1
DSE (Choose FOC/DSE/354T Multimedia 3 - 3 -
. Forensics
anyone from
the courses: FOC/DSE/554P Practical based on - 2 - |
FOC/DSE/554T
Theory and
Practical FOC/DSE/555T Web Science 3 - 3 - 7
togsities FOC/DSE/355P Practical based on R 2 5 I
makes a FOC/DSE/355T
complete
course)
OIT/FP FOR/QJT/599 OIT/FP - 8 - 4 4
12 20 12 10 22




M.Sc. Second Year (Third Semester)

Teaching Credit Total
Scheme Assigned credits
(Hrs./week)
Course Type Course Code Course Name ™ Pr T Pr
Major FOC/MI/600T Malware Analysis 3 - 3 -
Mandatory -
DSC FOC/MJ/60IT Network Security 3 - 3 -
and Forensics
FOC/MJ/602T Mobile Security 3 B 3 -
and Forensics
FOC/MJ/600P Practical based on - 2 - |
FOC/MI/600T
FOC/MJ/60 1P Practical based on - 2 - |
FOC/MI/601T
FOC/MJ/602P Practical based on - 2 . 1 14
FOC/MI/602T
FOC/MI/603 Skill/Practical - 4 - 2
based activity on
Cyber Forensics-111
DSE (Choose FOC/DSE/604T Data Science 3 - 3 -
anyone from : =
FOC/DSE/604P Practical based on - 2 - |
thesonrst: FOC/DSE/604T
Theory and - - - 4
FOC/DSE/605T Ethical Hacking 3 - 3 -
Practical
together make FOC/DSE/60O5P Practical based on = 2 B |
FOC/DSE/605T
a complete
course
RP FOC/RP/649 Research Project-1 - 8 - 4 4
12 20 12 10 22




M.Se. Second Year (Fourth Semester)

Teaching Credit Total
Scheme Assigned credits
(Hrs./week)
Course Type Course Code Course Name Th Pr Th Pr
Major FOC/MJ/650T Cloud Security and 3 - 3 -
Mandatory Forensics
DSsC
FOC/MI/GSIT 10T Security and 3 - 3 -
Forensics
FOC/MI/652T Image Processing B - 3 -
and Biometrics
FOC/MI/650P Practical based on - 2 - 1
FOC/MI650T
FOC/MI/651P Practical based on - 2 - 1
FOC/MI/651T 12
FOC/MJ/652P Practical based on - 2 - 1
FOC/MJ/652T
DSE (Choose FOC/DSE/653T Artificial 3 - 3 -
anyone from Intelligence
the courses: FOC/DSE/653P Practical based on - 2 - 1
Theory and FOC/DSE/653T 4
Practical FOC/DSE/654T Social Media 3 - 3 -
Analysis
together makes
a complete FOC/DSE/654P Practical based on - 2 - |
FOC/DSE/634T
course)
RP FOC/RP/699 Research Project-I1 - 12 - 6 6
12 20 12 10 22




Semester-I



Detailed Curriculum of Semester-I

Discipline-Specific Core Courses

FOC/MJ/500T

Forensic Science Credit:03 | Contact Marks:75

Hours:45

Course Objectives

|. To understand what is forensics.

. To know the organization and function of forensic laboratory in India.

2
3. To analyze evidence and chain of custody.
4

. To understand the role of medical examiners

h

. To learn the concept of cyber forensics.

Course Qutcomes

CO1: To understand basics of forensic.

CO02: To understand various types of forensic examination.

CO3: To understand cyber forensic.

CO4: To gain knowledge in details about forensics.

Unit Content Contact
Hours
Unit-1 Basics of Forensic Science 09 hours
e Basic of Forensic Science: Introduction, Definition,
need, signification and scope of Forensic Science.
Principles of Forensic Science, multi professional and
multi personal aspects of forensic science. Domains in
Forensic ~ Science: Forensic Biology. Forensic
Medicine, Forensic Toxicology, Forensic Osteology
and  Odontology. Forensic  Physics, Forensic
Photography.  Ballistics, ~ Fingerprint, Questioned
Documents, Forensic Psychology, Forensic
Anthropology, Wildlife Forensic, DNA profiling,
Computer Forensics etc.,
Unit-Il | Forensic Scientists and other related Personnel

Functions of Forensic Scientist. Police officers.
Prosecution, Judicial Officers and Medico-legal experts
etc. Problem of proof in Forensic Science. corpus




delicti, modus operandi. Ethical issue in Forensic
Science: Definition of ethics, professional standards for
the practice of Criminalistics, sanction against expert
for unethical conduct.

Unit-111 | Crime scene investigation 09 hours

e Definition of crime scene, crimes without scene.
Classification of crime scene: indoor & outdoor,
primary & secondary, macroscopic & microscopic
crime scene. Significance of crime scene, argument and
ethics of crime scene.

Unit-IV | Physical Evidence 09 hours

e Definition of physical evidence, classification of
physical evidence, types of physical evidences, sources
of physical evidence, signification and value of
physical evidence. linkage between crime scene, victim
and criminal. study of some special crime scene such as
mass disaster, terror attack. geological scene and
explosive etc.

Unit-V | Introduction to Cyber Forensics 09 hours

e Concept of cyber forensics, computer forensics and
cyber-crime, cyber forensics and why it is important.
the 5 steps in cyber forensics. objective of cyber
forensics. benefits of cyber forensics. the different
tvpes of cyber forensics, difference between cyber-
crime and cyber forensic. cyber-crime and its types in
detail. Cyber forensics used.

Suggested Readings
I. Henry Lee’s Crime Scene Handbook: Henry C Lee

2. Computer Crime and Computer Forensic: Dr. R.K. Tiwari

3. Forensic Science in Criminal Investigation and Trial. 4th edn.: B.R. Sharma

4. Forensic Science: An Introduction to Scientific and Investigative Techniques 3rd ed. :
Stuart H. James

5. Criminalistics: An Introduction to Forensic Science, 9th edn.: Richard Saferstein

6. Computer Crime and Computer Forensic:Dr. R.K. Tiwari

7. Criminal Profiling: An Introduction to a Behavioral Evidence Analysis. 3rd edn. :
Brent E. Turvey

8. Forensic Science in Criminal Investigation and Trial, 4th edn.: B.R. Sharma

9. Handbook of Forensic Psychology: Dr. Veerraghavan




. Cyber Crime Impact in the New Millennium, by R. C Mishra . Auther Press. Edition

2010.

. Cyber Security Understanding Cyber Crimes. Computer Forensics and Legal

. Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. (First

Edition. 2011)

. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by
. Henry A. Oliver, Create Space Independent Publishing Platform. (Pearson , 13"

November, 2001)

. Electronic Commerce by Elias M. Awad, Prentice Hall of India Pvt Ltd.

. Cyber Laws: Intellectual Property & E-Commerce Security by Kumar K, Dominant

Publishers.

. Network Security Bible, Eric Cole, Ronald Krutz, James W. Conley, 2nd Edition,

Wiley India Pvt. Ltd.

. Fundamentals of Network Security by E. Maiwald, McGraw Hill



FOC/MJ/500P | Practical based on FOC/M.J/500T Credit:01 | Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Introduction to Forensic Science (FOC/MIJ/500T). The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practical has to be covered in the semester for successful

completion of the course.

List of Practical (Students have to perform at least 10 practical)

o

To compare physical evidence (Cloth, Thread)
Examination of Bomb Blast Scene

To compare and calculate diameter of given bangle piece

RIS

Collection and Handling of arson scene Samples
Packaging and forwarding of physical evidences.

Collection of special evidences.

2o AP

Setting and configuring two factor authentication in the Maobile phone.
10. Security patch management and updates in Computer and Mobiles.

I . Managing Application permissions in Mobile phone.

12. Installation and configuration of computer Anti-virus.

1 3. Installation and configuration of Computer Host Firewall.

14. 7. Wi-Fi security management in computer and mobile.

sk

Collection, preservation, handling, physical evidence method of different Crime

To collect and compare physical evidence of Hit and run crime scene Samples.




FOC/MJ/501T

Management Hours:45

Cyber Law and Information Risk | Credit:03 | Contact | Marks:75

Course Objectives

|. To learn Basics of Cyber Law.

2. To understand the Concept of Jurisdiction.

3. To understand the Copyrights

4. To understand the Legal Issues in Cyber Contracts

5. To understand the Trademarks in Internet

Course Outcomes

e COIl: To understand Cyber law (IT ACT 2000)

e (CO2: To gain knowledge for intellectual property Law

e CO03: To gain knowledge for various types of IPR-Copyrights. Patent and trademark.

e (CO4: To study overall cyber law, intellectual property law in this subject

Unit Content Contact
Hour

Unit-! Introduction 09 hours

Basics of Law, Understanding Cyber Space, Defining Cyber Laws,
Scope and Jurisprudence, Concept of Jurisdiction. Cyber
Jurisdiction, Overview of Indian Legal System, Introduction into IT
Act 2000, Amendments in IT Act, Cyber Laws of EU- USA-
Australia-Britain, other specific Cyber laws.

Unit-I1 IPR& Copyrights-I 09 hours
Copyrights, Jurisdiction Issues and Copyright Infringement,
Multimedia and Copyright issues, WIPO, Intellectual Property
Rights, Understanding Patents, Understanding Trademarks,

Unit-Ill | TPR& Copyrights-I1 09 hours

Trademarks in Internet, Domain name registration, Software Piracy,
Legal Issues in Cyber Contracts. Authorship, Document Forgery.
Copyrights. Jurisdiction Issues and Copyright Infringement,
Multimedia and Copyright issues, WIPO,

Unit-1V 09 hours

IPR& Copyrights-ITI

Copyrights, Jurisdiction Issues and Copyright Infringement,
Multimedia and Copyright issues. WIPO, Intellectual Property




Rights. Understanding Patents. Understanding  Trademarks.
Trademarks in Internet, Domain name registration, Software Piracy,
Legal Issues in Cyber Contracts, Authorship, Document Forgery.

Unit-V

. 09 hours
Cyber security Plan

cyber security policy, cyber crises management plan., Business
continuity, Risk assessment, Types of security controls and their
goals, Cyber security audit and compliance, National cyber security

policy and strategy.

Suggested Readings

:mwm—

10.
L I::

12.
13.
14.

13.

l6.
17.
18.

[nformation Security and Cyber Laws by Saurabh Sharma

Cyber frauds. cybercrimes & law in india by pavan duggal

The Internet Law of India : Indian Law Series by Shubham Sinha

CyberLaws-
IndianandInternationalPerspectivesonKeytopicsincludingDataSecurity, E-commerce,
Cloud Computing and Cyber Crimes by Aparna VIswanathan

NIST-Computer Security Incident Handling Guide by Paul Cichonski, TomMillar,
Tim, Grance, Karen Scarfone,

Good Practice Guide for Incident Management, ENISA

Handbook for Computer Security Incident Response Teams (CSIRTs) by Moira J.
West-Brown, Don Stikvoort,Klaus-
Peter.Kossakowski,GeorgiaKillcrece.RobinRuefle,MarkZajicek

Computer Incident Response and Forensics Team Management: Conducting a
Successful Incident Response by Leighton Johnson

[ncident Response & Computer Forensics, Third Edition by Jason T.Luttgens.
Matthew Pepe. Kevin Mandia.

Cyber Security Understanding Cyber Crimes. Computer Forensics and Legal

Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd.

Information Warfare and Security by Dorothy F. Denning, Addison Wesley.
Security in the Digital Age: Social Media Security Threats and Vulnerabilities by

Henry A. Oliver, Create Space Independent Publishing Platform.

Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin
Shriram.

[nformation Security Governance, Guidance for Information Security Managers by

W. KragBrothy, |st Edition, Wiley Publication.

Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon.
2nd Edition, Jones Bartlett Learning




FOC/MJ/501P | Practical based on FOC/MJ/501T Credit:01 | Contact Marks:50

Hours:30

Course Overview

This is a laboratory course based on Cyber Law and Information Risk Management
(FOC/MJ/501T). The course objectives and outcomes of this laboratory course have been
added to the theory course. A minimum of 10 practical has to be covered in the semester for
successful completion of the course.

List of Practical (Students have to perform at least 10 practical)

)

o v

3000 =3

10.

Prepare password policy for computer and mobile devices.

List out security controls for computers and implement technical security controls in
the personal computer.

List out security controls for mobile phones and implement technical security controls
in the personal mobile phone.

Log into the computer system as an administrator and check the security policies in

the system.

Perform a case study on the status of the Examiner of Electronic Records in India
Perform a case study on the admissibility of electronic records compiling the various
Supreme courts judgments

Perform a case study on e-governance policy in India

Perform a case study on the status of cyber infrastructure in India

Perform a comparative study of cyber laws of India and other countries

Perform a case study on the judgment on IT Act (Case can be taken from any of the
Civil/High/Supreme Courts) (minimum three different cyber offences). While
performing the study consider the following:

Nature of crime

Modus operandi

Mens rea

Factors that take the offender to commit the crime

Provisions of punishment under the law for that crime

The punishment given to the offender

o oo o




FOC/MJ/502T Digital Forensics-1 Credit:03 | Contact | Marks:75

Hours:45

Course Objectives

l. To study Locard's Principle of Exchange
2. To study Branches of Digital Forensics
3. To recover deleted data

4. To describe open-source analysis tools
5. To study EnCase

Course Outcomes

CO1: To understand hardware and software as well as operating system, Setting up
Digital Forensics Laboratory

CO2: To understand digital evidence and data recovery Introduction to storage media.
CO3: to gain knowledge, in File types and signature, Data Recovery and Carving
tools.

CO4: to Gain knowledge in Creating and managing cases using 7EnCase, FTK and

Autopsy, Working with Time line. Keywords, Book marks and Reports.

Unit Content Contact
Hours
Unit-1 ) 09 hours
Computer Forensics and Investigations
Understanding Computer Forensics, Preparing for Computer
[nvestigations, Taking A Systematic Approach, Procedure for
Corporate High-Tech Investigations, Understanding Data Recovery
Workstations and Software Office and Laboratory: Understanding
Forensics Lab Certification Requirements Determining the Physical
Requirements for a Computer, Forensics Lab Selecting a Basic
Forensic Workstation
Unit-I1 09 hours

Data Acquisition

Understanding Storage Formats for Digital Evidence, Determining
the Best Acquisition Method, Contingency Planning for [mage
Acquisitions, Using Acquisition Tools. Validating Data Acquisition,
Performing RAID Data Acquisition, Using Remote Network

Acquisition Tools, Using Other Forensics Acquisition Tools




Unit-
[

09 hours
Processing Crime and Incident Scenes

[dentifying Digital Evidence. Collecting the Evidence in Private-
Sector Incident Scenes, Processing law Enforcement Crime Scenes,
preparing for a Search, Securing a Computer Incident or Crime
Scene, Seizing Digital evidence at the crime Scene, Storing Digital
evidence, obtaining a Digital Hash. Current Computer Forensics
Tools. Evaluating Computer Forensics Tool Needs, Computer
Forensics Software Tools. Computer Forensics Hardware Tools.

Unit-

09 hours
Social Media Forensics:

Case Studies Open-Source tools or social media analytics, Safety on
social media. Legal Issues in world social media, Information

Technology (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021

Unit-V

Validating and Testing Forensics Software 09 hours

Computer Forensics Analysis and Validation, Determining What
Data to Collect and Analyze. Validating Forensic Data. Addressing
Data-Hiding Techniques, Performing Remote Acquisition, data
carving. Recovering Graphics and Network Forensics, Recognizing a
Graphics File. Understanding Data Compression. Locating and
Recovering  Graphics  Files, live Memory forensics (RAM),
Understanding Copyright Issues with Graphics, Network Forensic,
social media forensics.

Suggested Readings/Reference Books

L

Guide to computer forensics and Investigation: 3rd or 4th edition by Amelia
Philips. Bill Nelson and Christopher Steuart.

The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics
by John Sammons

Digital Forensics Workbook: Hands-on Activities in Digital Forensics by Michael K
Robinson

Computer Forensics and Cyber Crime: An Introduction by MarjieT. Britz
Digital Forensics with Open-Source Tools by Cory Altheide, HarlanCarvey

ForensicComputing-A Practitioner's Guide by Tony Sammes, Brian Jenkinson




17,
18.
19.
20.

Guide to Computer Forensics and Investigations by Bill Nelson, Amelia Phillips,
Christopher Steuart.

Handbook of Digital Forensics and Investigation by Eoghan Casey

Digital Forensics Explained by Greg Gogolin

. File System Forensic Analysis by Brian Carrier

. EnCase Computer Forensics—The Official EnCE: EnCase Certified Examiner

Study Guide by Steve Bunting

. ComputerForensicsandDigitallnvestigationwithEnCaseForensicv7bySuzanne Widup
. Computer Forensics with FTK by Fern and oCarbone
. Digital Forensics with the Access Data Forensic Toolkit(FTK) by John Sammons

. Logging and Log Management: The Authoritative Guide to Understanding the

Concepts Surrounding Logging and Log Management by Anton A. Chuvakin and
Kevin J. Schmidt

. Social Media Analytics: Effective Tools for Building, [nterpreting, and Using

Metrics

Social Network Analysis: Methods and Application by Katherine Faust and Stanley
Wasserman.

Understanding Social Networks: Theories, Concepts by Charles Kadushin

Social Media Data Extraction and Content Analysis by Shalin Hai-Jew



FOC/MJ/502P | Practical based on FOC/M.J/502T Credit:01 | Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Digital Forensics-1 (FOC/MJ/502T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

course.

List of Practical (Students have to perform at least 10 practical)

I. Create a forensic copy of the given device

2. Create disk image using FTK Imager
Create disk image using Encase Imager
Create disk image using Forensic Imager

Mining of Social Media Information using OSINT

3
4
5
6. Verify original and forensic copy using various hash algorithms
7. Cyber check suite and other forensic tools from CDAC

8. Forensic Imaging of Virtual Machines

9. Live Acquisition of system

10. Live Incident Response

I'1. Live Memory Forensics (Volatility framework)

12. Working with Scalpel. Autopsy

I3. Working with Encase and FTK




FOC/MJ/503

Skill/Practical-Based Activity on
Cyber Forensics-I

Credit:02

Contact
Hours:60

Marks:50

Course Overview

The course has been designed to let the students acquire skills in his/her area of interest. As
the aim of the course is to develop skills. the students can choose any one of the activities,
which can be conducted under the guidance of a teacher.

List of activities

e Data recovery from various devices

Social media mining using OSINT
Validation and testing of forensic software
Any other skill-based activities chosen by the students as per their interests

*okk



Discipline-Specific elective Courses

FOC/DSE/504T Machine Learning Credit:03 | Contact | Marks:75
Hours:45

Course Objectives

1. To Motivate and role of machine learning in computer science and problem solving
2. To appreciate the probability distributions

3. To analyze statistical data.

4. To understand fundamentals of ML.

5. To validate and test the data.
Course Outcomes

e CO1: To gain knowledge role of machine learning in computer science and problem
solving.

e (CO02: To understand probability distributions in the context of data, Prior probabilities
and Bayes Rule.

e CO3: to study PCA and Dimensionality Reduction, KNN, Linear Regression.

e CO4: to obtain knowledge Kernels (with SVM), Bayesian Methods. Generative
Methods. HMM. EM. PAC learning.

Unit Content Direct-teaching

learning hours

Unit-1 Introduction to Machine Learning 09 hours
Motivation and role of Machine leaming in computer
Science and problem-solving

Representation  (features), linear  transformations,
Appreciate linear transformations and matrix-vector
operations in the context of data and representation.

Unit-[1 Problem formulations 09 hours
classification and regression, the probability distributions
in the context of data, Prior probabilities. and the Bayes
Rule.

Unit-T1T Fundamentals of ML-I 09 hours
PCA and other Dimensionality Reduction techniques
Nearest Neighbours and KNN,

Linear Regression

Decision Tree Classifiers




Unit-TV Fundamentals of ML-TI

Notion of Generalization and concern of Overfitting
Notion of Training, Validation and Testing
Connect to generalization and overfitting.

Unit-V Selected Algorithms 09 Hours
Ensembling and RF, Linear SVM, K Means, Logistic
Regression, Naive Bayes, Key Concepts from
ML:Kernels (with SVM), Bayesian Methods, Generative
Methods. HMM, EM, PAC learning

Suggested Readings

The Hundred-Page Machine Learning Book by Andriy Burkov

Machine Learning for Absolute Beginners by Oliver Theobald

Machine Learning for Hackers by Drew Conway and John Myles White
Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow by Geron
Aurelien

= L e
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FOC/DSE/504P | Practical based on FOC/DSE/504T | Credit:01

Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Machine Learning (FOC/DSE/504T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

course.

List of Practical (Students have to perform at least 10 practical)

I.  Perform KNN classification on the given data
Perform PCA on the given data
Perform K means on the given data

Perform Linear regression on the given data

2
3
4
5. Perform Logistic regression on the given data
6. Perform decision tree classification on the given data
7. Perform Naive Bayes classification on the given data
8. Perform SVM on the given data

9.  Perform HMM modeling on the given data

10. Perform Random Forest classification on the given data
I1. Apply the EM algorithm to the given data

12. Perform n-cross validation on the given data

ok




FOC/DSE/505T Cloud Security Credit:03 | Contact | Marks:75
Hours:45

Course Objectives

1. Understand what Cloud is computing
2. Architectural and Technological Influences of Cloud Computing
3. Cloud Computing Roles

4. Risks and Security Concerns
Course Outcomes

e CO1: To study Fundamentals of Cloud Computing.
e CO2: To understand Security Design and Architecture for Cloud Computing
e CO3: To learn Common attack vectors and threats.

o CO4: To gain knowledge Secure Isolation of Physical & Logical Infrastructure.

Unit Content Direct-teaching

learning hours

Unit-1 Fundamentals of Cloud Computing 09 hours
Fundamentals of Cloud Computing and Architectural
Characteristics: Understand what is Cloud computing
Architectural and Technological Influences of Cloud
Computing

Unit-I1 Cloud Deployment Model 09 hours
Understand the Cloud deployment models a. Public.
Private, Community and Hybrid models « Scope of Control
a. Software as a Service (SaaS) b. Platform as a Service
(PaaS) c. Infrastructure as a Service (IaaS)

Unit-111 Security Design and Architecture for Cloud Computing | 09 hours
Guiding Security design principles for Cloud Computing
Secure Isolation

Comprehensive data protection

End-to-end access control

Unit-1V Monitoring and auditing 09 hours
Quick look at CSA, NIST and ENISA guidelines for Cloud
Security « Common attack vectors and threats

Unit-V Secure Isolation of Physical & Logical Infrastructure: 09 hours
+ Isolation o Compute. Network and Storage « Common




attack vectors and threats  Secure Isolation Strategies

o Multi tenancy, Virtualization strategies

o Inter-tenant network segmentation strategies o Storage
isolation strategies

Suggested Readings

L.

CSA Guide to Cloud Computing: Implementing Cloud Privacy and Security st Edition by

Raj Samani (Author), Brian Honan (Author)

2

- Ov b W

8.
9.

Enterprise Cloud Security and Governance: Efficiently set data protection and privacy
principles by Zeal Vora

. Mastering AWS Security: Create and maintain a secure cloud ecosystem

. Pressman R.S. Software Engineering: A Practitioner’s Approach. MGH.

. John Musa D, “Software Reliability Engineering”, 2nd Edition, Tata McGraw-Hill, 2005

. Jan Jiirjens, “Secure Systems Development with UML”, Springer: 2004

. [an Sommerville, “Software Engineering”, Fifth Editon, Pearson Education Asia. by Albert

Anthony
Microsoft Azure Security Center (I'T Best Practices - Microsoft Press) 2nd Edition
by Yuri Diogenes (Author), Tom Shinder (Author)

10. Practical Cloud Security: A Guide for Secure Design and Deployment Ist Edition by

Chris Dotson (Author) Multi-Cloud Architecture and Governance, by Jeroen Mulder.



FOC/DSE/S05P | Practical based on FOC/DSE/S05T | Credit:01 | Contact | Marks:50
Hours:30

Course Overview

This is a laboratory course based on Cloud Security (FOC/DSE/505T). The course objectives
and outcomes of this laboratory course have been added to the theory course. A minimum of
10 practical has to be covered in the semester for successful completion of the course.

List of Practical (Students have to perform at least 10 practical

1. Study NIST model of cloud computing

&)

study different types of virtualizations, Host and bare metal hypervisors and
implement horizontal scalability

Implement TaaS using your resources

Simulate identity management in a private cloud

Explore Storage as a Service for remote file access using web interface

Understand security of web server and data directory

b B L

create and access VM instances and demonstrate various components such as
EC2, S3, Simple DB, DynamoDB

8. Deploy web applications on commercial cloud

9. Understand on demand application delivery and Virtual desktop infrastructure

10. To have a basic understanding of implementation/applications of fog computing

I 1. Create their private cloud for the institute using the available resources.

12. Apply security concepts to secure a private cloud.

[3. Implement efficient load balancing.

[4. Compare various virtualization technologies with given resource.

[5. Create cloud applications such as messenger, photo editing website, your own

social media etc.




Research Methodology

FOC/RM/549 Research Methodology and Credit:04 | Contact | Marks:100

Statistics Hours:60

Course Overview

Research is an important aspect for academic growth of an individual. Research means
contributing something new in the existing stock of knowledge. In addition to the general
component of research, what is important is validation of data and its analysis. Statistics helps
to collect. present, analyse and interpret the data collected during the research. Combing both
the components, the course has been designed to give the complete idea of a scientific
research and its statistical analysis.

Course Objectives

The course has the following objectives:

To make the students aware the concepts of research

To facilitate the students to make research plan

To enable the students to do scientific writings

To enable students to apply statistical methods in their research
To enable students to design their research methods

Course Qutcomes

After the completion of the course, the students will be able to do the following:

COl: Explain the concepts of research process. writing of research. basics on
descriptive statistics. basics of inferential statistics and probability.

CO2: Execute literature review, select research problem, formulate hypothesis, collect
data. analyze the data and test the hypothesis.

CO3: Draw connections between various ideas presented in a research article/journal
and book.

CO4: Author master dissertation, research paper and present the findings in a
conference.

CO5: Apply statistical tools to calculate central tendency. dispersion and higher
statistics.

CO6: Test the hypothesis for both small and large samples.

Unit

Course Content Contact Hours

Unit-I | Fundamentals of Research 12

e Introduction to research methodology. definition and
basic concepts of research, objectives of research,
motivation behind a research, types of research.
research process: defining research problem, review
the literature, formulation of hypothesis. research

design, collection and analysis of data. interpretation

and writing a report. Criteria for good research,




measuring research impact and quality: JCR report,
impact factor and citation index, ethics and scientific

conduct, Ethics in human and animal studies.

Unit-I1

Writing and Presenting Research

e Components of research paper: the IMRAD system,
title, authors and addresses, abstract,
acknowledgements, references.  tables  and
illustration; preparation for publication. submission
of manuscript, publication processes; presentation of
research: oral and poster presentations, presentation
and submission of research proposals to the funding
agencies.

o A brief idea about funding agencies for research and
development: UGC, CSIR, DFSS, DST, ICMR,
BPR&D, DBT, BARTI.

e Plagiarism: definition, types, consequences, UGC

regulations.

12

Unit-TIT

Basic Concepts of Statistics and Data Analysis

e Basic definitions and applications of statistics.
sampling: Representative sample. sample size.
sampling bias and sampling techniques. Data
collection and presentation: Types of data, methods
of collection of primary and secondary data,
Methods of data presentation-graphical
representation by histogram, polygon. ogive curves
and pie diagram. Measures of central tendency:
mean, median and mode: measures of dispersion:
range, mean deviation. standard deviation, variance,
quartile, standard error and coefficient of variation;
correlation and regression: positive and negative
correlation and calculation of Karl-Pearson’s

coetficient of correlation, skewness and kurtosis.

12

Unit-I'V

Probability

e [ntroduction to  probability theory. various

12




definitions of probability, Basic terms: random
experiments, event. trial, sample space, independent
and mutually exclusive events. exhaustive events;
conditional probability. addition and multiplication
theorem. Bayes’ theorem, likelihood ratio and
discriminating power. Distribution of data: normal,

binomial and Poisson distribution.

Unit-V Test of Hypothesis 12

e Introduction and concepts; test for small and large
sample: Z-test, t-test, chi-square test, F-test and
ANOVA.

e Software related to statistical analysis

Suggested Readings/Reference Books:

1, Fundamentals of Statistics (2018), S C Gupta, Himalaya Publishing House

2. Statistics in Biology, (1967) Vol. 1: Bliss, C.I.LK. McGraw Hill, New York.

3. Practical Statistics for experimental biologist (1985): Wardlaw, A.C.

4. Statistical Methods in Biology (2000): Bailey, N.T. J. English Univ. Press.

5. Biostatistics - 7th Edition: Daniel

6. Fundamental of Biostatistics: Khan

7. Bio-statistical Methods: Lachin

8. Statistics for Biologist (1974): Campbell R.C. Cambridge

9, Research Methodology Tools and Techniques: H.C Purohit

10. Research Methodology: An Introduction: Wayne Dean Goddard. Stuart Melville
I'1. Research Methodology For Biological Science : Gurumani N Gurumani

[2. Research Methodology- G.R. Basotia and K.K. Sharma.

3. Research Methodology- C.H. Chaudhary, RBSA Publication

14. Research Methodology: An Introduction - Wayne Goddard & Stuart Melville
15. Research Methodology - Ranjit Kumar

1 6. Research Methodology: Methods & Techniques - Kothari, C.R.

EE
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Detailed Curriculum of Semester-IIL

Discipline-Specific Core Courses

FOC/MJ/550T | Forensic Application Development | Credit:03 | Contact | Marks:75

and Networking Concepts Hours:45

Course Objectives

I. To understand Python Basics
2. To understand Basics of Networking
3. To understand Link Layer Devices and Protocols

4. Introduction to Perl programming and Bash Scripting

Course Qutcomes

CO1: To Gain Knowledge in Python Basics, Perl programming and Bash Scripting
CO02: To Study Basics of Networking- Protocols, Packets

CO3:To Understand Subnet .Calculators, Routing. Routing Table

CO04: To Obtain Knowledge in Link Layer Devices and Protocols.

Unit Content Contact
Hours
Unit-1 | UNIT-1 09 hours
Python Basics- Python Setup, debugging. Variables. Strings. Lists.
Dictionaries, Networking, Selection. Exception Handling. Function.
[teration. File I/O. Sys Module, OS Module, Comments And Pound
Characters, Numbers And Math, Variables And Names, Conditional
Statements, Classes and Objects (OOP) Is-A, Has-A, Inheritance
and Composition.
Unit- Introduction to Perl programming and Bash Scripting- | 09 hours
I Introduction, Data types, Conditional and iteration statements,
Array and Lists, Subroutines. Regular Expressions, File Handling,
Introduction to Bash Scripting.
Unit- Basics of Networking- I 09 hours
1 Protocols, Packets: The [P Header, Protocol Layers, [SO/OSI,
Encapsulation. [P: [Pv4 Addresses., Reserved [P Addresses.
IP/Mask and CIDR. IP/Mask CIDR Example, IP/MASK Host
Example.
Unit- Basics of Networking- 1 09 hours
v Network and Broadcast Addresses, [P Examples, Subnet

Calculators. Routing. Routing Table, Routing Table Example,
Default Route Example. Routing Metrics. Routing Metrics
Example. Checking the Routing Table




Unit-
v

Link Layer Devices and Protocols

Link Layer Devices, MAC Addresses, [P and MAC Addresses,
Broadcast MAC Addresses, Switches: Multi-switch Networks
Segmentation, Multi-switch Example. Multi- switch and Router
Example, Forwarding Tables, CAM Table Population, ARP, Hubs.
TCP and UDP: Ports. Ports Examples, Well-known Ports, TCP and
UDP Headers, TCP Header, UDP Header. Netstat Command, TCP
Three-way Handshake

09 hours

Suggested Readings

= B B SR R S

Violent Python: A Cook book for Hackers, Forensic Analysts, Penetration Testers

and Security Engineers Import by TJ O'Connor
Learning Perl by Randal L. Schwartz, O'Reilly Media

PenetrationTesting: A Hands-OnlntroductiontoHacking | stEditionbyGeorgiaWeidman

Computer Security Principles and Practice by William Stallings Pearson

Forouzan, B. A., &Fegan, S. C. New York: “*Data communications and networking™,

McGraw-Hill Higher Education, 2007,




FOC/MJ/550P | Practical based on FOC/MJ/550T Credit:01 | Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Forensic Application Development and Networking
Concepts (FOC/MJ/550T). The course objectives and outcomes of this laboratory course
have been added to the theory course. A minimum of 10 practicals has to be covered in the

semester for successful completion of the course.

List of Practical

l. Troubleshooting Computer Network
Working with Nessus and NMAP tools

Network packet analysis through Wireshark,

S B N

Configuration of intrusion detection system through Snort (Linux)

Ln

Experiments on Open Source SIEM tools
Experiments on assessing network vulnerabilities
Experiments on Detection of DoS/DDoS attacks

Study of different types of Network cables

© ® N o

Study of Network Devices in Detail.
10. Study of network [P.

['l. Connect the computers in Local Area Network.

[2. Study of basic network command and Network configuration commands.

13. Configure a Network topology using packet tracer software.
14. Configure a Network using Distance Vector Routing protocol.

I5. Configure Network using Link State Vector Routing protocol.

16. Program to implement connection oriented client server communication

I 7. Program to implement connectionless client server communication
1 8. Implement the data link layer farming methods such as Bit Stuffing.

19. Implement on a data set of characters the CRC polynomials




FOC/MJ/551T | Threats to Web Infrastructure, its | Credit:03 | Contact Marks:75

Defense and Resilience Hours:45

Course Objectives

|

2

3
4

. To study Vulnerability Assessments
. To study Footprinting and Scanning
. To Map a Network

. To study Fingerprinting with Nmap Port Scanning

Course Outcomes

CO1: Gained knowledge about vulnerabilities.

CO2: Learned about Footprinting and Scanning.

CO3: to study Metasploit.

Unit

Content

Contact

Hours

Unit-1

Vulnerability Assessments

Introduction to Vulnerability Assessment. Life cycle of
Vulnerability Assessment. Vulnerability Scanners, Manual Testing,

Vulnerability usingW3af and Nikto. Nessus. Architecture.

Introduction to Unknown Vulnerability Assessment.

09 hours

Unit-

Footprinting and Scanning

Footprinting: Mapping a Network: Why Map a (Remote)
Network, Ping Sweeping : Fping, Nmap Ping Scan, OS
Fingerprinting: Fingerprinting with Nmap Port Scanning : Under
the Hood of a Port Scanner : TCP Three Way Handshake,
Scanning with Nmap : Nmap Scan Types , TCP Connect Scan
with Nmap, TCP SYN Scan with Nmap. Version Detection with
Nmap, Specifying the Targets :By DNS Name , With an [P
Addresses List , By Using CIDR Notation ,By Using Wildcards .
Specifying Ranges , Octets Lists , Combining the Previous
Methods ,Choosing the Ports to Scan , Nmap Examples. Port
Scanning, Service Detection, Vulnerabilities Database Lookup.

09 hours

Unit-
[l

Scanning with Nmap :

Nmap Scan Types , TCP Connect Scan with Nmap, TCP SYN
Scan with Nmap, Version Detection with Nmap, Specifying the
Targets :By DNS Name , With an [P Addresses List , By Using

09 hours




CIDR Notation ,By Using Wildcards , Specifying Ranges .
Octets Lists , Combining the Previous Methods ,Choosing the
Ports to Scan , Nmap Examples, Port Scanning, Service
Detection, Vulnerabilities Database Lookup.

Unit-
v

Metasploit: 09 hours

Introduction, MSFConsole, Identifying a Vulnerable Service,
Searching. Configuring an Exploit, Configuring a Payload,
Running an Exploit, Meterpreter: Bindand Reverse, Launching
Meterpreter, Session, Information Gathering with Meterpreter,
System  Information, Network Configuration, Routing
[nformation, Current User, Privilege Escalation, Bypassing UAC,
Dumping the Password Database, Exploring the Victim System,
Uploading and Downloading files, Running an OS Shell.

Unit-

System  Information, Network  Configuration, Routing 09 hiours

Information, Current User, Privilege Escalation, Bypassing UAC,
Dumping the Password Database, Exploring the Victim System,
Uploading and Downloading files. Running an OS Shell.

Suggested Readings

2

Lad

Social Engineering: The Art of Human Hacking Kindle Edition by Christopher
Hadnagy(Author),Paul Wilson(Foreword)

The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws
(byDafyddStuttard, MarcusPinto)

Metasploit - The Penetration Tester's Guide Paperback — Import, 15 Jul 2011 by
DavidKennedy(Author), Jim O'gorman (Author), Devon Kearns(Author),
MatiAharoni(Author)

Rafay Baloch, Ethical Hacking and Penetration Testing Guide, CRC Press. 2015.
[SBN : 78-1-4822-3161-8.

Dr. Patrick Engebretson, The Basics of Hacking and Penetration Testing Ethical
Hacking and Penetration Testing made easy . Syngress publications, Elsevier, 2013.
[SBN :978-0-12-411644-3.

Andrew Whitaker and Daniel P. Newman, Penetration Testing and Network
Defence The practical guide to simulating, detecting an responding to network
attacks, Cisco Press, 2010. ISBN: [-58705-208-3.

Vivek Ramachandran, BackTrack 5 Wireless Penetration Testing, Beginners guide
Master bleeding edge wireless testing techniques with BackTrack 5. PACKT
Publishing, 2011. ISBN 978-1-849515-58-0.

Mayor. K.K.Mookey, Jacopo Cervini. Fairuzan Roslan. Kevin Beaver, Metasploit
Toolkit for Penetration Testing, Exploit Development and Vulnerability Research,
Syngress publications, Elsevier, 2007. ISBN : 978-1-59749-074-0




FOC/MJ/551P | Practical based on FOC/MJ/351T Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on Threats to Web Infrastructure, its Defense and
Resilience (FOC/MJ/551T). The course objectives and outcomes of this laboratory course
have been added to the theory course. A minimum of 10 practicals has to be covered in the
semester for successful completion of the course.

List of Practical

[. To learn about hacking tools and skills.

&)

To study about Footprinting and Reconnaissance.
3. To study about Fingerprinting.

4. To study about system Hacking.

5. To study about Wireless Hacking.

6. To learn & study about Sniffing & their tools

7. Study various methods for Taping into the wire.

8. Study the steps for installing Wireshark. the packet-sniffing tool for performing

Network analysis.

9. Study of working with captured packets.
10. Study of advanced Wireshark features.

11. Study of security packet analysis.

12, Study of Operating System Fingerprinting.

I3. Practical based on Vulnerability Assessments.




FOC/M.J/552T | Digital Forensics-II Credit:03 | Contact | Marks:75
Hours:45
Course Objectives
1. To understand Live Memory Acquisition
2. To understand Live Memory Analysis
3. To understand Advanced Encase and FTK
4. To study Cryptography and Steganography
5. To understand Manual Techniques
Course OQutcomes
e (CO1: To understand Live Memory Acquisition and live memory analysis.
e (CO2: To study EnCase and FTK.
e CO3: To learn Cryptography and Steganography
Unit Content Contact
Hours
Unit- 09 hours
Live Memory Acquisition
[
[mportance of live memory in Digital Forensics, Acquisition of
volatile memory using various tools, environment setup for memory
acquisition, acquiring RAM dump from Window and Linux
Machines. Working with LIME.
Unit- 09 hours
Live Memory Analysis
11
Introduction to memory analysis tools like Volatility, Rekall, FTK,
EnCase and others. Exploring Volatility commands to analyze
memory dumps from various versions of Windows OS. Analysing
Linux Memory Dumps using various tools.
Unit- 09 hours
Advanced Encase and FTK
v
Working with filters and conditions, exploring built in EnScripts,
writing custom enscripts, remote acquisition using EnCase, designing
custom Reports, export options, working with advanced options of
FTK, remote acquisition using FTK.
Unit- | Cryptography and Steganography 09 hours
v Introduction to  Cryptography. Symmetric and Asymmetric

Cryptography, Hash functions, Digital Certificates and Digital
Signatures, Handling encrypted evidences, Introduction to




cryptanalysis, Introduction to steganography and steganalysis.
Introduction to various Cryptography and Steganography tools.

Manual Techniques- Manual techniques wused in forensic
investigation of a computer, automating manual steps, writing python
{/ powershell / bash / batch scripts to assist manual investigation.
Handling basic Anti-forensics using manual techniques.

Suggested Readings

= L

6.

TheBasicsofDigitalForensics: ThePrimerforGettingStartedinDigitalForensicsbylohn
Sammons

DigitalForensics Workbook:Hands-
onActivitiesinDigitalForensicsbyMichaelKRobinson

Computer Forensics and Cyber Crime : An Introduction by Marjie T. Britz
Digital with Open Source Tools by Cory Altheide, Harlan Carvey
Forensic Computing-APractitioner'sGuidebyTonySammes,BrianJenkinson

Guide to Computer Forensics and Investigations by Bill Nelson,Amelia Phillips.
Christopher Steuart.

Handbook of Digital Forensics and Investigation by Eoghan Casey
DigitalForensicsExplainedbyGregGogolin

WindowsForensicAnalysisbyHarlanCarvey

. LinuxForensicsbyPhilipPolstra

. EnCaseComputerForensics--

TheOfficial EnCE:EnCaseCertifiedExaminerStudyGuidebySteveBunting

. ComputerForensicsandDigitalInvestigationwithEnCaseForensicv7bySuzanne Widup
. ComputerForensicswithF TKbyFernandoCarbone
. Digital Forensics with the AccessDataForensicToolkit(FTK)byJohn Sammons

. LoggingandLogManagement:TheAuthoritativeGuidetoUnderstandingtheConceptsS

urroundingLoggingandLogManagementby AntonA.Chuvakin andKevinl.Schmidt

. HandbookofDigitalForensicsofMultimediaDataand DevicesEditedby AnthonyT.S.Ho

andShujunLi

. DigitallmageForensics: ThereisMoretoaPicturethanMeetstheEyeEditedbyHusrevTah

aSencaradn Nasir Memon

. SteganographyinDigitalMedia:Principles, Algorithms,and ApplicationsbyJessicaFridri

ch

. The Basics of Digital Forensics: The Primer for getting started in Digital Forensics

by

20. Sammons

. Digital Forensics Workbook: Hands-on Activities in Digital Forensics by Michael K

. Robinson




27.
28.
29.

30.

3L

. Computer Forensics and Cyber Crime: An Introduction by Marjie T. Britz
. Digital Forensics with Open Source Tools by Cory Altheide, Harlan Carvey
. Forensic Computing -A Practitioner's Guide by Tony Sammes, Brian Jenkinson

. Guide to Computer Forensics and Investigations by Bill Nelson. Amelia Phillips,

Christopher Steuart
Handbook of Digital Forensics and Investigation by Eoghan Casey
Digital Forensics Explained by Greg Gegolin

Windows Registry Forensics (WRF) with Volatility Framework: Quick Startup
Guide for Beginners by Kapil Soni

Windows Registry Forensics: Advanced Digital Forensic Analysis of the Windows
Registry by Windows Registry by Harlan Carvey File System Forensic Analysis by
Brian Carrier

EnCase Computer Forensics- The Official EnCE: EnCase Certified Examiner Study
Guide by Steve Bunting



FOC/MJ/552P | Practical based on FOC/MJ/552T Credit:01 | Contact M.arks:SO
2 Hours:30 i )

e T i il B T

Course Overview '- 2 Sl

This is a laboratory course based on Digital Forensics-I1 (FOC,’MJISS"TJ The course ;
objectives and outcomes of this laboratory course have been added to the thcory course. A
minimum of 10 practicals has to be covered in the semester for successful cembletleh of' the

course. _ - o A5 L e

¥ r - —‘ 2
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List of Practical I e, L, el W
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1. Live Case Studies o aos -.

Open Source Forensic Tools

4 e
[

|

&
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p.

Disk Forensics and Data Recovery

L " oy
Ly
by

-

Steganography

2

3

4

5. Key loggers
6. Network monitors

7. Flowchart management .

8. UML diagrams

9. E Commerce on websites

10. Practical based on Cryptography and Steganogrqpﬁy
I 1. Practical based on EnCase

12. Practical based on data recovery 2
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FOC/MJ/553

Skill/Practical-Based Activity on
Cyber Forensics-I1

Credit:02

Contact
Hours:60

Marks:50

Course Overview

The course has been designed to let the students acquire skills in his/her area of interest. As
the aim of the course is to develop skills, the students can choose any one group of activities,
which can be conducted under the guidance of a teacher.

List of activities

e Acquisition of data from the live system

e Analysis of RAM dump from various systems
e Perform steganalysis

e Any other problem identified by the students



Discipline-Specific Elective Courses

FOC/DSE/554T Multimedia Forensics Credit:03 | Contact Marks:75

Hours:45

Course Objectives

. To study Foundation to Multimedia Forensics

ra

. To study the Digitization process

3. Introduction to Multimedia Forensics

4. Image and Vifdeo Forensics Introduction and scope
5

. Forensic Apﬁ]ication in the Field of Security. DVR Examination.

Course Outcomes

ie

COI: To understand [ntroduction to digital signals: audio, image and video.

CO02: To learn introduction to Multimedia Forensics.

CO3: To learn admissibility of multimedia evidence to the court of law along with
5

ﬁvarious‘ acts, \
CO4: To study Scope & it’s Forensic Application in the Field of Security. DVR

Examination. 3
i !
# . é
Unit | Content . Direct-teaching
learning hours
Unit-I Foundation to Multimedia Forensics 09 hours
Introduction to digital signals: audio. image and video,
Digitization process: sampling and quantization, Image
Enhancement Techniques: Spatial and frequency domain,
Unit-11 Image Compression, description, and representation | 09 hours .
Introduction  to  compression  techniques. Image
*| description and rcpresentatio?l techniques, Pattern
clustering and classification.
Unit-111 Introduction to Multimedia Forensics 09 hours
Introduction and scope of Multimedia Forensics, Basics
of Multimedia Devices for capturing image and video.
audio, Standard and best practices in Multimedia
Forensics. Admissibility of multimedia evidence to the
court of law along with various acts.
Unit-1V Image and Video Forensics 09 hours
Introduction and scope, Standards for video transmission.




Active and passive image/video forensics, Blind and
non-blind image/video forensics, Methods of source
camera identification, Methods for tampering of digital
image/video.

Unit-V

Authentication Process 09 hours
Forensic  authentication of digital image/video,
Enhancement of digital image/video, Specific Frame
Analysis, Scope & it’s Forensic Application in the Field
of Security. DVR Examination.

Suggested Readings

(@]

Handbook of Digital Forensics of Multimedia Data and Devices by Anthony T
S Ho, Shujun Li

Multimedia Forensics and Security Foundations, [nnovations, and
Applications by Aboul Ella Hassanien, Mohamed Mostafa Fouad
Fundamentals of Speaker Recognition by Homayoon Beigi

Fundamentals of Speaker Recognition Law Enforcement and Counter-
Terrorism by Amy Neistein, Hemant A. Patil

Forensic Comparison of Voice, Speech and Speakers by Jonas Lindh



FOC/DSE/554P | Practical based on FOC/DSE/354T | Credit:01 | Contact

Hours:30

Marks:50

Course Overview

This is a laboratory course based on Multimedia Forensics (FOC/DSE/554T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

course.

S

(8]
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List of Practical

. Enhancement of distorted/noisy images
. Enhancement of distorted/noisy video

. Enhancement of distorted/noisy audio

. Authentication of image

. Authentication of video

. Authentication of audio

. Source device recognition from image
. Source device recognition from video

. Source device recognition from audio

. Apply various compression techniques to the given image

. Apply various compression techniques to the given video

. Apply various compression techniques to the given audio

. Describe an abject in the image using various shape descriptors

. Describe an object in the image using various texture descriptors

. Describe an object in the image using various color descriptors

. Classify various objects in the images




FOC/DSE/555T Web Science Credit:03

Contact Marks:75
Hours:45

Course Objectives

1. Web science in forensics and its importance

2. Introduction to XML

3. Introduction to Ajax

Course Outcomes

e CO1: understand web science in forensics and its application.

e (CO2: Understand XML and Ajax.

e  CO3: Apply web science for forensic applications

Unit

Content

Contact Hours

Unit-1

Define web science, importance. role, scope. functions.
Web science in forensics and its importance.

09 hours

Unit-11

XML- Introduction to XML, Comparing XML with
HTML Describing the Structure of XML - Declaration.
Elements. Attributes, Comments. CDATA. XML Entity
References, Parsers .Describing Document  Type
Definitions. Using XSLT with XML :xsl:template
Element .

09 hours

Unit-ITI

xsl:apply-templates Element. xsl:import . xslinclude
Element , Element, xsl:element Element, xsl:attribute
Element, xsl:value-of Element, using Conditional
Statements, Sorting Elements, XSLT functions, Creating
Well-formed and Valid Documents.

09 hours

Unit-1V

Introduction to Ajax — AJAX Web Application Model,
Working of AJAX Asynchronous Data Transfer with
XMLHttpRequest-Creating the XMLHttpRequest
Object, XMLHttpRequest Propetties, XMLHttpRequest
Methods, Using the XMLHttpRequest Object in
Difterent Browsers,

09 hours

Unit-1V

Reading a File Synchronously, Reading a File
Asynchronously,  Performing  Tasks  Using  the
XMLHttpRequest Object, Integrating PHP and AJAX-
Sending Data from a Web Application to a Server,
Validating a Field Using AJAX and PHP

09 hours




Suggested Readings

1) XML: A Beginner's Guide by Steven Holzner

2) AJAX for Beginners, Ivan Bayross and Sharanam Shah, SPD

3) Web Development with jQuery (WROX) by Richard York

4) Learning PHP, MySQL & JavaScript with j Query, CSS & HTMLS5 — by Robin

Nixon, SPD



FOC/DSE/555P | Practical based on FOC/DSE/355T | Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on Web Science (FOC/DSE/S55T). The course objectives
and outcomes of this laboratory course have been added to the theory course. A minimum of
10 practical has to be covered in the semester for successful completion of the course.

List of Practical

|. Representing Data using XML with XSL and Internal DTD (three)
2. Retrieving data from server & Sending data to server using AJAX

3. Retrieving data from HTML using PHP a
4. Retrieving Employee Details/ Registration Details from the‘databqse using Ajax
and PHP 5 '
5. Adding ,Modifying and Deleting data from Client side to into table in-MySql Ajax
and PHP
6. Representing Data Using jQuery Selectors/ jQuery Methcds‘ to Access HTML -
Attributes (Two) .' A __' _ !
7. Representing Data using jQuery Manipulators, jQuery Events. jQuery Effects
(Three) ris :‘ = 'i y t
.?
; a
5 ‘ 5 ':.g PI' 5



On Job Training/ Field Project

FOC/OJT/599 | On Job Training/Field Project Credit:04 | Contact Marks:100
Hours:120

Course Overview

As per NEP 2020, the student has to carry out on job training (internship/apprenticeship) and
field project at least for four weeks during the summer vacations. The student can work in the
industry/ academic institutions/ research institutions/ laboratories specified by the
university/Institute/colleges. On completion, the student needs to produce the certificate of
completion, Detailed guidelines will be issued by the university in due course of time.

*k ok




Semester-111



Detailed Curriculum of Semester-III

Discipline-Specific Core Courses

FOC/MJ/600T | Malware Analysis Credit:03 | Contact | Marks:75
Hours:45

Course Objectives

[ntroduction to Malware Analysis

Static and Dynamic Analysis

Malware Forensics

Android Malware Analysis

Discovering and extracting malware and associated artifacts from Windows and Linux

R

Course Outcomes

e COLl: To learn Malware Analysis

e CO2: To Understand Static and Dynamic Analysis

e CO3: To Obtain Knowledge about Malware Forensics
s  CO4: To Study Android Malware Analysis

Unit Content Contact
Hours
Unit-1 Introduction to Malware Analysis: Malware Definition and 09 hours

Types., Malware Analysis, Forensic Importance of Malware
Analysis, Introduction to different analysis techniques, Malware
Behaviour, setting up malware analysis laboratory.

Unit-I1 Static and Dynamic Analysis: Static Analysis: Hashing, Finding 09 hours
Strings, PE Files and Headers. Linked Libraries and Functions,
Malware analysis in Virtual Machines. Dynamic Analysis:
Sandboxes, Running and Monitoring a Malware, Process Monitor,
Process Explorer, RegShot, Using Wireshark for Packet Analysis.

Unit-Il1 | Malware: Process Injection, Process Replacement. Hook 09 hours
Injections, Data Encoding, Packers and Unpacking, Malware-
Focused Network Signatures, Shell Code Analysis, 64-
BitMalware

Unit-IV | Malware Forensics: Volatile Data examination from Windows 09 hours
and Linux Systems: Understanding processes. threads. ports.
handles etc. Identifying services and drivers, determining
scheduled tasks. Discovering and extracting malware and
associated artifacts from Windows and Linux Systems.

Unit-V Android Malware Analysis: Android Architecture, Google Play 09 hours
Store, Android Permissions, Types of Android Malware,
Behavioral Analysis, Reverse Engineering.




Suggested Readings

I. Violent Python: A Cook book for Hackers, Forensic Analysts, Penetration Testers
and Security Engineers Import by TJ O'Connor

Learning Perl by Randal L. Schwartz, O'Reilly Media

Penetration Testing: AHands-OnIntroductiontoHacking 1 stEditionbyGeorgiaWeidman
Computer Security Principles and Practice by William Stallings Pearson

Forouzan, B. A., &Fegan, S. C. New York: “Data communications and networking™,
McGraw-Hill Higher Education, 2007,

il L B



FOC/MJ/600P | Practical based on FOC/M.J/600T Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on Malware Analysis (FOC/MIJ/600T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practicals has to be covered in the semester for successful completion of the
course.

List of Practical

Set up a safe virtual environment to analyze malware

I

2. Quickly extract network signatures and host-based indicators

3. Use key analysis tools like IDA Pro, OllyDbg, and WinDbg

4. Overcome malware (ricks like obfuscation, anti-disassembly, anti-debugging, and
anti-virtual machine techniques

5. Use your newfound knowledge of Windows internals for malware analysis

6. Develop a methodology for unpacking malware and get practical experience with five
of the most popular packers [Five experiments]

7. Analyze special cases of malware with shellcode, C++, and 64-bit code

8. Install Reanimator in your Windows machine and scan the system for Malware and
prepare one report for the same.

9. Ransom ware Analysis

10. Any other practical designed by the faculty member based on recent advances/latest
trends



FOC/MJ/601T | Network Security and Forensics Credit:03 | Contact

Hours:45

Marks:75

Course Objectives

th B W D —

To study basics of networking

To learn penetration testing

To learn evidence acquisition

To study wireless network forensics
To learn network forensic tools

Course Outcomes

e (CO1: To Understand basics of networking

e CO2: To apply penetration testing

e CO3: To acquire evidence from a network

e (CO4: To analyze network for forensic purposes

Unit

Content

Contact

Hours

Unit-1

Basics of Networking: 1SO/OSI, TCP-IP, Networking devices:
Host, Hub, Bridge. Switch, Router and its functioning, Perimeter
devices: IDS. TPS. Firewall and its functioning. NOC. SOC, SIEM.
Servers: DNS. DHCP. Proxy, Mail and Application servers. Threat.
vulnerability, attack surface. attack vector. exploit. Common
attacks and countermeasures: Phishing attack, ARP poising. MAC
flooding. DoS and DDoS.

09 hours

Unit-11

Penetration testing: Penetration testing life cycle: Scope, SOW,
Reconnaissance, target enumeration, vulnerability identification,
assessment, exploitation. and reporting. [nformation gathering
starting at source scrutinizing key employees, Dumpster diving.
War driving, analyzing the web, exploring domain ownership-
whois, Regional internet registries, server location, Scanning:
active and passive, [CMP (Ping). OS and server fingerprinting,
scanning tools and port status, TCP and UDP scan. SNMP services
enumeration, and countermeasures. Routing devices enumeration
and countermeasures. Advanced enumeration: Password cracking,
sniffing password hashes and password protection. Vulnerability
exploitation. Buffer overflow. vulnerability assessment tools,
source code assessment tools. application assessment tools. system
assessment tools. exploit tools..

09 hours

Unit-IT1

Evidence Acquisition: Physical Interception, Cables, Radio
Frequency, Hubs. Switches. Traffic Acquisition Software. libpcap
and WinPcap, The Berkeley Packet Filter (BPF) Language,
tepdump. Wireshark, tshark, dumpcap. Active Acquisition,
Common Interfaces, Inspection Without Access. Strategy, Traffic

09 hours




Analysis Packet Analysis, Protocol Analysis .Where to Get
Information on Protocols, Protocol Analysis Tools. Protocol
Analysis Techniques, Packet Analysis, Packet Analysis Tools
.Packet Analysis Techniques . Flow Analysis .Flow Analysis
Tools, Flow Analysis Techniques, Higher-Layer Traffic Analysis,
A Few Common Higher-Layer Protocols, Higher-Layer Analysis
Tools. Higher-Layer Analysis Techniques , Case Study: Ann's
Rendezvous , Analysis: Protocol Summary, DHCP Traffic,
Keyword Search, SMTP Analysis— Wireshark. SMTP
Analysis—TCP Flow, SMTP Analysis—Attachment File Carving
. Viewing the Attachment. Finding Ann the Easy Way. Timeline,
Theory of the Case.

Unit-IV | Wireless Network Forensics: 802.11 Protocols, WAP and 09 hours

inherent security issues, promiscuous and monitor mode, Sniffing
wireless packets, management, control, and data frames, WLAN
authentication and encryption, WEP, WPA and WPA 2. WLAN
authentication and security flaws. WLAN based attacks and
countermeasures. WLAN Pen testing tools.

Unit-V

Network Forensics: Digital evidence, Network based digital 09 hours
evidence, Network Forensic investigation methodology. Sources
of network-based evidence. Evidence acquisition, Network traffic
capture and analysis, Traffic capture and analysis tools, Event log
aggregation. correlation. and analysis. Data in  motion
investigation

Suggested Readings

£ oW

o

Stallings. W., Network Security Essentials: applications and standards. 3rd ed.
Pearson Education India, 2007.

Stallings, W.. Cryptography and Network Security: Principles and Practice. 6th

ed. Pearson, 2004,

Forouzan, B.A.. Cryptography & Network Security. Tata McGraw-Hill Education,
2010

Kahate. A. Cryptography and Network Security. McGraw-Hill Higher Ed.. 2009.
Michael Gregg, Build Your Own Security Lab: A Field Guide for Networking Testing.
Sherri Davidoff and Jonathan Ham, Network Forensics Tracking Hackers through
Cyberspace.

Mastering Wireless Penetration Testing for Highly Secured Environments by Aaron
Johns

Chris McNab, Network Security Assessment: Know Your Network 9. Cameron
Buchanan and Vivek Ramachandran, Kali Linux Wireless Penetration Testing
Beginner's Guide




FOC/MJ/601P | Practical based on FOC/MJ/601T Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on Network Security and Forensics (FOC/MJ/601T). The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practical has to be covered in the semester for successful
completion of the course.

List of Practical

Investigate Switches, Routers (minimum two)

Investigate Firewalls, Web Proxies (minimum two)

To study phishing attack

To study DoS and DDoS attack

Perform the Web Proxy Log Analysis using different tools. (minimum five)
Implement the Comprehensive Packet Logging.

Install an IDS and use the Snort Rule Language on the host system.
Investigate data in motion

Perform event log aggregation

0. Any other practical designed by the faculty member based on recent advances/latest
trends
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FOC/MJ/602T | Mobile Security and Forensics Credit:03 | Contact

Hours:45

Marks:75

Course Objectives

2

S i

To setting up the development environment

To reverse and audit Android Apps

To perform Traffic Analysis for Android Devices
To learn iOS Application Security.

To Intercept traffic of iOS Simulator.

Course Outcomes

s (CO1: To Understand basics of android security

CO2: To apply traffic analysis techniques

e (CO3: To analyze android devices

CO4: To analyze iOS devices

Unit

Content

Contact

Hours

Unit-1

Introduction to Android Security: Introduction to Android.
Digging deeper into Android. Sandboxing and the permission
model. Application signing, Android startup process. Setting up the
development environment. Creating an Android virtual device,
Useful wtilities for Android Pentest, Android Debug Bridge, Burp
Suite, APKTool, Reversing and Auditing Android Apps: Android
application teardown, Reversing an Android application, Using
APK Tool to reverse an Android application, Auditing Android
applications. Content provider leakage, Insecure file storage. Path
traversal vulnerability or local file inclusion, Client-side injection
attacks. OWASP top 10 vulnerabilities for mobiles.

09 hours

Unit-I1

Traffic analysis: Traffic Analysis: Traffic Analysis for Android
Devices, Android traffic interception. Ways to analyze Android
traffic, Passive analysis, Active analysis, HTTPS Proxy
interception, other ways to intercept SSL traffic, Extracting
sensitive files with packet capture. Basics of a penetration testing
report, Writing the pentest report, Executive summary,
Vulnerabilities, Scope of the work, Tools used. Testing
methodologies followed. Recommendations.

09 hours

Unit-111

Android Forensics: Types of forensics, Filesystems. Android
filesystem partitions, Using dd to extract data, Using a custom

09 hours




recovery image, Using Andriller to extract an application's data.
Using AFLogical to extract contacts, calls, and text messages.
Dumping application databases manually, Logging the logcat,
Using backup to extract an application's data.

Unit-1V

iOS Forensics-1: Introducing iOS Application Security, Basics of
iOS and application development, Developing your first iOS app.
Running apps on iDevice. i0S MVC design. iOS security model,
i0S secure boot chain, iOS application signing, iOS application
sandboxing, OWASP Top 10 Mobile Risks, Weak server-side
controls, Insecure data storage; Insufficient transport layer
protection, Side channel data leakage, Poor authorization and
authentication, Broken cryptography, Client-side injection,
Security decisions via untrusted input, Improper session handling.
Lack of binary protections, Setting up Lab for iOS App
Pentesting: Need for jailbreaking. What is jailbreak? Types of
jailbreaks, Hardware, and software requirements, Jailbreaking
iDevice. Adding sources to Cydia, Connecting and Transferring
files to iDevice

09 hours

Unit-V

iOS Forensics-IT: Connecting to Device using VNC. Installing
utilities on Device, Installing idb tool. Installing apps on iDevice.
Pentesting using i0OS Simulator. Identifying the Flaws in Local
Storage, Introduction to insecure data storage, Installing third
party applications, Insecure data in the plist files, Insecure storage
in the NSUser Defaults class. Insecure storage in SQLite database,
SQL injection in iOS applications, Insecure storage in Core Data,
Insecure storage in keychain, Traffic Analysis for iOS Application:
Intercepting traffic over HTTP, Intercepting traftic over HTTPS,
Intercepting traffic of 10S Simulator, Web API attack demo,
Bypassing SSL pinning. Sealing up Side Channel Data Leakage:
Data leakage via application screenshot. Pasteboard leaking
sensitive information. Device logs leaking application sensitive
data. Keyboard cache capturing sensitive data.

Introducing i0OS Forensics. Basics of iOS forensics, The iPhone
hardware. The iOS filesystem, Physical acquisition, Data backup
acquisition, iOS forensics tools walkthrough, Elcomsoft iOS
Forensic Toolkit (EIFT). Open source and free tools.

09 hours

Suggested Readings

I. Learning Pentesting for Android Devices by Aditya Gupta
2. Learning iOS Penetration Testing Paperback by Swaroop Yermalkar




FOC/MJ/602P | Practical based on FOC/MJ/602T Credit:01 | Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Mobile Security and Forensics (FOC/MJ/602T). The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practical has to be covered in the semester for successful

completion of the course.

List of Practical

I. Perform the following on different Android Image files: (Minimum four)

a. Using a custom recovery android image.
b. Using AFLogical to extract contacts, calls, and text messages.
¢. Dumping application databases manually.

d. Logging the logcat and using backup to extract an application's data.

2. Developing your first iOS app and running apps on iDevice.
Pentest using iOS Simulator and identifying the Flaws in Local Storage.

ol

4. Perform traffic analysis for iOS Applications by: Intercepting traffic over HTTP,

HTTPS, iOS Simulator (minimum three)

5. Perform physical acquisition of iOS devices physical and Data backup acquisition
using Elcomsoft iOS Forensic Toolkit (EIFT), Open source and free tools. (minimum

three)

6. Any other practical designed by the faculty member based on recent advances/latest

trends




FOC/MJ/603

Skill/Practical-Based Activity on
Cyber Forensics -ITI

Credit:02

Contact
Hours:60

Marks:50

Course Overview

The course has been designed to let the students acquire skills in his/her area of interest. As
the aim of the course is to develop skills, the students can choose any one of the activities,
which can be conducted under the guidance of a teacher.

List of activities

e Data recovery from mobile devices

e Analysis of network for forensic purposes
e Malware analysis

e Any other skill-based activities chosen by the students as per their interests

# ok ck
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Discipline-Specific elective Courses

FOC/DSE/604T Data Science Credit:03 | Contact | Marks:75
Hours:45
Course Objectives
|. Introduction to Data Science
2. Python Basics
3. Introduction to Python
4. Python Packages
5. Importing Data ! :
Course Outcomes
e COl; To understand basics of data scienges g ¥y
e C02: To apply basics of Python
o CO3: Analyze data in Python
e CO4: Implement various packages of Python .
x ' } wd ol ) ¥
- Unit 4 — - Content* = _ Direct- ieaclnng
r L - N ® - 4 - - E &
e L T9% e %, L T Iearnmg hovrs
Unit-l & _ | Introduction to Data Science: Data Science and its 09 hours
| scope. mathematics and statistical tools for data science,
selecting tows/ observations, rounding Number, selecting
y cdlumns/ fields, Merging data, Bat‘a aggregatmn data -
¥ [ 3
= "_nmhgingtechmques e __-5‘ 3. aF x
T RN e e : : .
Unit-IT - lntroductmg to- Python: ~What is_ Python?, Why 09 hours
o & | Python?, Installing Pythons Python IDEs. Jupytcr -
Notebook Overview 4
Unit=I11 Python Basics: Python Basic Data types, Lists, Slicing, | — 09 hours
[F statements, Loops, Dictionaries, Tuples, Functions,
Array, Selection by position & Labels
Unit-IV Python Packages: Pandas. NumPy, Sci-kit Learn, Mat- 09 hours
plot library
Unit-V Importing Data: Reading CSV files, Saving in Python 09 Hours
data. Loading Python data objects. Writing data to CSV
file

W

-



Suggested Readings

1. A Hands-on Introduction to Data Science by Chirag Shah

2. Introduction to Data Science: A Python Approach to Concepts, Techniques and
Applications by Laura [gual and Santi Segui

Learning Python by Mark Lutz and David Ascber

4. Python Crash Course by Eric Matthes

*
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FOC/DSE/604P | Practical based on FOC/DSE/604T | Credit:01 | Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Machine Learning (FOC/DSE/604T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

course.

List of Practical (Students have to perform at least 10 practical)

|.  Perform installation of python on a system

2. Write a Python program using If statement

3. Write a Python program using loops

4. Write a Python program using tuples

5. Write a function in Python

6.  Write a Python program calling panda library

7. Write a Python program calling numpy library

8. Write a Python program calling Scikit learn library
9.  Write a Python program calling Matplot library

10. Importa CSV file in python
1. Save a data run though Python as CSV file
12. Any other practical designed by the faculty member based

advances/latest trends

ok k

on recent




FOC/DSE/605T Ethical Hacking Credit:03 | Contact | Marks:75

Hours:45

Course Objectives

|. To understand Ethical Hacking Overview

12

e e

To study Network and Computer Attacks

To study Programming for Security Professionals

over the Internet.

5. To study Anonymity and Email Hacking

Course Outcomes

¢ (COI
e (CO2
s (CO3
o (CO4

: To understand network and computer Attacks
: To analyze Programming for Security Professionals

: To understand Ethical Hacking Overview

anonymous over the Internet.

To learn Methods of Password Encryption and Decryption learn to remain anonymous

: To apply methods of Password Encryption and Decryption learn to remain

Unit

Content

Direct-teaching

learning hours

Unit-[

Ethical Hacking Overview: Ethical Hacking Overview.
Hacking Life Cycle. Legal Issues in Ethical Hacking,
Hacking Terminology, Gathering Facts, CP/IP Concepts
Review. Network and Computer Attacks

09 hours

Unit-T1

Network Enumeration and Foot Printing: DNS Query,
WHOIS Query, OS Finger Printing, Banner Grabbing,
CERT-In Guidelines: CERT-In Guideline for Securing
Wireless Access Points/Routers, Credit Card, Email, Web
Server Security, Auditing and Logging, Securing Home
Computers, SQL Server Security. Linux and Windows
Server security, IDS - Intrusion Detection System. Anti-
Virus Policy

09 hours

Unit-I11

Programming for Security Professionals: Web
Application Vulnerabilities, Buffer Overflow Attack.
Session Hijacking, Code Injection Attacks-Cross Site
Scripting (CSS) Attack. SQL injection Attack.

09 hours

Unit-1V

Required Lab goals: Basics of Ethical Hacking, Gathering

09 hours




Information Required in Order to Attack Target. Finding
Critical Bugs in Servers.

Unit-V

Password and Window Hacking: Password Hacking. 09 hours
Windows Hacking, Logging by Pass, Network Hacking,
and Anonymity and Email Hacking. Web Servers Hacking,
Session Hijacking, Surveillance, Desktop, Server and OS
Vulnerabilities, Required Lab. Goals: Methods of Password
Encryption and Decryption learn to remain anonymous
over the Internet.

Suggested Readings

Michael T. Simpson, Kent Backman, James Corley-Ethical Hacking and Network Defence.
Stuart McClure Joel Scambray, Solutions, George Kurtz -Hacking Exposed—Network ecurity
Secrets & Solutions,

Rafay Baloch, “Ethical Hacking and Penetration Testing Guide™, CRC Press, 2014.

Jon Erickson, “Hacking: The Art of Exploitation™, Second Edition, Rogunix, 2007,

Certified Ethical Hacker, Version 9, Second Edition, Michael Gregg, Pearson IT Certification
Hacking the Hacker, Roger Grimes, Wiley

The Unofficial Guide to Ethical Hacking, Ankit Fadia, Premier Press



FOC/DSE/605P | Practical based on FOC/DSE/605T | Credit:01 Contact | Marks:50
Hours 30

Course Overview

This is a laboratory course based on Ethical Hacking (EOCfD’SEfﬁbST") The E:'c')urée
objectives and outcomes of this laboratory course have been added to the theory course. A -
minimum of [0 practical has to be covered in the semester for succ‘e?;sflﬂ éompléﬁoﬁ of‘ the
course. . _.\:—,__; -

DNS Tools and Network Solution Whois. (mmlmum two} ' “ ;: -

3. Implement Network Scanning using tools Advanced Poﬂ ScaJner Colaso -Ping 'U(').[; . _" 1
s i_t = i_\—ﬁ! WTa 1 W 5

Hide Your IP Address, Nessus and Nmap. (mmlmum ton "f R N s . T
3w ¥:0 5 ?‘ o ¥
4, Implement Enumeration using tools Delault Password LlsﬁDﬁ'erPamn&Lﬁ_b e -

two) :
5. Implement system hacking using tools Actual spy. Alcht
Tool and FSecure BlackLight. (minimum two) =

6. [mplement Trojan and Backdoors using tools Absolulc S|

£ s L e L }f.s.imm
Startup Manager, Netwirx Services Monitor and. StartEd HW%

Imp[ement Viruses and Worms using tools Anubis Anaiyzmmﬁma

trends



Research Project

FOC/RP/649 Research Project-1 Credit:04 | Contact Marks: 100
Hours:120

Course Overview

This student needs to select a research topic in the domain. At the start of each semester, the
student will work under a mentor and prepare a research proposal. The proposal will be
approved by the affiliated college. At the end of the semester, the student will submit a
research project report. The report should follow the same structure and formatting rules as of
thesis.

*okk
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Semester-1V



Detailed Curriculum of Semester-1V

Discipline-Specific Core Courses

FOC/MJ/650T | Cloud Security and Forensics Credit:03 | Contact | Marks:75

Hours:45

Course Objectives

I. To learn basics of cloud computing

2. To get Overview of computer security

3. To learn Classification and counter measures
4. To learn Open Stack Security Challenges

5. To learn ssecuring Open Stack networking

Course Outcomes

CO1: To understand key terms and concepts in cloud security and forensics

C02: To Understand the underlying principles in how a cloud is built and operated
CO3: To analyze and remediate cloud security breaches by learning and
implementing the real-world scenarios

CO04: To Develop policies to strengthen the security of cloud and carry out forensic
analysis

[ Unit

Content Contact

Hours

Unit-1

Introduction to cloud computing: Characteristic of cloud 09 hours
computing, cloud computing models: Service model and
deployment model, cloud services and technologies, research
challenges. cloud computing reference architecture, network
recruitment for cloud computing. Cloud Computing Security
Baseline: Overview of computer security, vulnerabilities and
attacks, privacy and security in cloud storage services, privacy and
security in multi clouds, cloud accountability, Understanding the
Threats, Classification and countermeasures: Infrastructure and
host threats, service provider threats, generic threats. threat
assessment.

Unit-1T

Security Challenges in Cloud Computing: Creating a Safe 09 hours
Environment, Access control, The CIA model : Confidentiality,
Integrity, Availability, A real-world example, The principles of
security: The Principle of Insecurity. The Principle of Least
Privilege, The Principle of Separation of Duties, The Principle of
Internal Security, Data centre security: Select a good place,
Implement a castle-like structure. Secure your authorization




points, Defend your employees, Defend all your support systems,
Keep a low profile, Server security: The importance of logs,
Where to store the logs?, Evaluate what to log, Evaluate the
number of logs, The people aspect of security: Simple
forgetfulness, Shortcuts, Human error, Lack of information, Social
engineering, Evil actions under threats, Evil actions for personal
advantage.

Unit-I11

Securing Network in Cloud: The Open Systems
Interconnection model: Layer | — the Physical layer. Layer 2 —
the Data link layer, Address Resolution Protocol (ARP) spoofing,
MAC flooding and Content Addressable Memory table overflow
attack, Dynamic Host Configuration Protocol (DHCP) starvation
attack, Cisco Discovery Pratocol (CDP) attacks, Spanning Tree
Protocol (STP) attacks, Virtual LAN (VLAN) attacks, Layer 3 —
the Network layer, Layer 4 — the Transport layer. Layer 5 — the
Session layer, Layer 6 — the Presentation layer, Layer 7 — the
Application layer, TCP/IP. Architecting secure networks,
Different uses means different network, The importance of
firewall, IDS, and IPS. Firewall, Intrusion detection system
(IDS). Intrusion prevention system (IPS).

09 hours

Unit-1V

Securing Cloud Communications and APL: Encryption security.
Symmetric encryption, Stream cipher, Block cipher, Asymmetric
encryption, Diffie-Hellman, RSA algorithm, Elliptic Curve
Cryptography. Symmetric/asymmetric comparison and synergies.
Hashing. MD3. SHA. Public key. infrastructure, signed certificates
versus self-signed certificates. cipher security. Designing a
redundant environment for your APIs. [dentification and
Authentication System and [ts Dashboard dentification versus
authentication versus authorization, Identification. Authentication:
Something you know, something you have, something you are,

Control. Discretionary Access Control, Role-based Access
Control, Lattice-based Access Control., Session management,
Federated identity.

09 hours

Unit-V

Securing Cloud Storage: Different storage types.: Object storage,
Block storage, File storage, Securing the Hypervisor :Various
types of virtualization, Full virtualization, Paravirtualization,
Partial  virtualization, Comparison of virtualization levels,
Hypervisors: Kernel-based Virtual Machine, Xen, VMware ESXI,
Hyper-V. BareMetal, Containers, Docker, Linux Containers,
Criteria for choosing a hypervisor : Team expertise, Product or
project maturity, Certifications and attestations, Features and
performance, Hardware concerns,  Hypervisor — memory
optimization, Additional security features, Hardening the hardware
management: Physical hardware PCI passthrough. Virtual
hardware with Quick Emulator, virtualization. Hardening the host
operating system. Cloud Forensics, Cloud Forensic Frameworks,
Digital Forensic Investigation and Cloud Computing. Dimensions
of cloud forensics. cloud crime, challenges in cloud forensics.
usages of cloud forensics, Cloud forensics tools.

09 hours




Suggested Readings

I. Practical Cloud Security: A Guide for Secure Design and Deployment by Chris

Doston

CCSP (ISC)2 Certified Cloud Security Professional Official Study Guide by Brian T

O’Hara

3. OpenStack Cloud Security Paperback by Alessandro Locati Fabio, PacktPub

4. Cloud Computing Security: Foundations and Challenges edited by John R. Vacca.
CRC Press

5. Cloud Security: A Comprehensive Guide to Secure Cloud Computing, Ronald L.
Krutz, Russell Dean Vines, John Wiley & Sons.

o]



FOC/MJ/650P | Practical based on FOC/M.J/650T Credit:01 | Contact Marks:50

Hours:30

Course Overview

This is a laboratory course based on Cloud Security and Forensics (FOC/MJ/650T). The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practicals has to be covered in the semester for successful
completion of the course.

List of Practical

Design a secure network for your OpenStack deployment.

Designing a redundant environment for your APIs and securing your OpenStack API
with TLS.

Configuring OpenStack Keystone to use Apache HTTPd: Setting up Keystone as an
Identity Provider.

Configuring Apache HTTPd,

Configuring Shibboleth

Configuring OpenStack Keystone.

Perform the following operations: Physical hardware PCI passthrough and Virtual
hardware with Quick Emulator, SVirt — SELinux. (three)

Perform forensic analysis of cloud using various tools (three)

Any other practical designed by the faculty member based on recent advances/latest
trends




FOC/MJ/651T | IoT Security and Forensics Credit:03 | Contact

Hours:45

Marks:75

Course Objectives

I. To understand the basic concept and architecture of [oT.

2

3

. To understand the [oT communication and messaging protocols.

. To understand the [oT enabling technologies.

4. To understand the [oT security aspects.

5

. To understand the basics of loT security

Course Outcomes

CO1: To understand Networks and Communication

CO2: To understand [oT Platform and creation of gateway
CO3: To understand [oT & Web Technology

CO4: To understand Security and Interoperability

Unit

Content

Contact

Hours

Unit-1

Introduction to IoT: Definition & Characteristics of ToT;
Evolution of [oT: Physical Design of [oT — ToT Components:
Logical Design of [oT: ToT Levels and Deployment Techniques:
loT Applications & Domains; loT Enabling Technologies:
Challenges in [oT

09 hours

Unit-11

M2M & System Management: M2M; Difference between loT
and M2M; Software Defined Networking (SDN); Network
Function Virtualization (NFV); Simple Network Management
Pratocol (SNMP): Limitation of SNMP. Network Operator
Requirements; H/W and S/W Communications in ToT (UART,
SPL, 12C, ITAG)

09 hours

Unit-IT1

IoT Communication and Messaging Protocols: [oT Protocol
Design — Protocol Stack for [oT; [oT Communication Protocol —
HTTP Basics, HTTP Architecture; MQTT Basics, MQTT
Architecture; XMPP Basics, XMPP Architecture; COAP Basics.
COAP Architecture

09 hours

Unit-IV

ToT Security: [oT I[nteroperability: Need for loT Security; Privacy
& Threat to Data in [oT, loT Attack Vectors & loT Attack
Surfaces: 10T Pen testing Approaches; Understanding OWASP
Top 10 for 1oT: Threat Modelling in loT; loT Cloud Security
Architecture: Case Study

09 hours




Unit-V

IoT Forensics, Standards & Guidelines: Introduction to loT 09 hours
Forensics; Forensic Investigation of loT Devices & Components;
loT Forensic Tools & Techniques; [oT Standards and Guidelines;
Case Study

Suggested Readings

2

Internet of Things A Hands-On Approach by Arshdeep Bahga, Vijay Madisetti
Universities Press (India) Private Limited (2015)

A Beginner’s Guide to Internet of Things Security-Attacks, Applications,
Authentication, and Fundamentals - by B. B. Gupta (Author) Aakanksha Tewari
(Author) - CRC Press (2020).

[oT Penetration Testing Cookbook Identify vulnerabilities and secure your smart
devices — by Aaron Guzman, Aditya Gupta - Packt Publishing (2017)

Practical ToT Hacking_ The Definitive Guide to Attacking the Internet of Things by
Fotios Chantzis. lToannis Stais. Paulino Calderon, Evangelos Deirmentzoglou, Beau
Woods - No Starch Press (2021)

Practical Internet of Things Security. by Brian Russell and Drew Van Duren, 2016.
From Machine-to-Machine to the Internet of Things: Introduction to a New Age of
Intelligence. by Jan Holler, Vlasios Tsiatsis, Catherine Mulligan, Stefan Avesand,
Stamatis Karnouskos, David Boyle, 1st Edition. Academic Press, 2014,

Securing the Internet of Things, by Shancang Li and Li Da Xu. Elsevier. 2017

[oT Fundamentals: Networking Technologies, Protocols and Use Cases for Internet of
Things. by David Hanes, Gonzalo Salgueiro, Patrick Grossetete, Rob Barton and
Jerome Henry, Cisco Press, 2017.

Digital Forensic Investigation of Internet of Thing Devices, Reza Montasari. Hamid
Jahankhani. Richard Hill, Simon Parkinson. Springer: st ed. 2021 edition




FOC/MJ/651P | Practical based on FOC/MJ/651T Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on 10T Security and Forensics (FOC/MJ/651T). The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practicals has to be covered in the semester for successful
completion of the course.

List of Practical

Perform Physical design of [OT

Perform [OT Pen testing (minimum two)

Perform forensic investigation of [OT devices (minimum three).

Analyze 10T attacks (Minimum three)

Analyze 1OT devices using forensic tools (minimum three)

Any other practical designed by the faculty member based on recent advances/latest
trends

Dy [0 el




FOC/MJ/652T | Image Processing and Biometrics Credit:03 | Contact | Marks:75
Hours:45

Course Objectives

|. To understand the basic concepts of image processing.
2. To learn features, learning and recognition process

3. To learn basics of biometrics

4. To learn concepts of face and iris biometrics.

5

. To understand concepts of fingerprint biometric system
Course Qutcomes

. CO1: To understand concepts of image processing and biometrics
. CO2: To apply method to identify face image

. CO03: Analyze iris images

. CO4: implement method for fingerprint recognition

Unit Content Contact

Hours

Unit-1 Fundamentals of Image Processing: definition of image, 09 hours
digitization process, image enhancement: spatial and frequency
domain processing. Image segmentation: Pixel Classification by
Thresholding, Histogram Techniques. Smoothing and Thresholding-
Gradient Based Segmentation: Gradient Image, Boundary Tracking,
Laplacian Edge Detection.

Unit-Il | Features, Learning, and Recognition: Basic concepts of features: 09 hours
shape. color. and texture: introduction to machine learning:
supervised, unsupervised, and reinforced learning. classification
techniques: Bayesian, linear, and non-linear. clustering methods: K-
means clustering, Dimensionality reduction technique: PCA, LDA

Unit-IT1 | Introduction to biometrics: Introduction, characteristics. 09 hours
importance of other biometric traits in conjunction with fingerprint,
steps involved in a generic biometric recognition system,
physiological biometric traits: iris. hand geometry. face, retina scan,
thermogram, behavioral biometrics: voice. signature, gait,
keystroke dynamics




Unit-1V

Face and Iris biometric: Face Biometric system: Detection
algorithm for facial images. Acquisition process for face biometric,
features and feature extraction process for facial images, models for
face recognition. Iris Biometric system: structure and anatomy of
iris, acquisition of iris images, segmentation of iris images, feature
extraction process for iris biometric, [ris encoding and matching

09 hours

Unit-V

Fingerprint biometric system: fingerprint biometric: Fingerprint
Patterns, Fingerprint Features, Fingerprint Image. width between
two ridges - Fingerprint Image Processing - Minutiae
Determination - Fingerprint Matching: Fingerprint Classification,
Matching policies.

09 hours

Suggested Readings

I. Rafael C. Gonzalez and Richard E. Woods, Digital Image Processing, Prentice-Hall,
Inc. Upper Saddle River, NJ, USA, 2006
2. Alan Bovik, Handbook of Image and Video Processing, Academic Press, USA, 2000

3. Biometrics by Anil Jain and Salil Prabhakar

ok




FOC/MJ/652P | Practical based on FOC/MJ/652T Credit:01

Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Image Processing and Biometrics (FOC/MJ/652T).
The course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practical has to be covered in the semester for successful

completion of the course.

List of Practical

To convert a color image to gray-scale and binary image
To perform histogram equalization for image enhancement
To apply mean filter on the given image

To apply frequency domain filter for image enhancement
To extract edges from the given images

To perform PCA on the given database

To perform KNN classifier on the given database

To perform SVM classifier on the given database

l{} To apply automatic technique to identify iris

I'l. To apply automatic technique to identify face

12. To apply automatic technique to identify fingerprint

DN LW~

To apply median filter to enhance image with salt-and-pepper noise

I3. Any other practical designed by the faculty member based on recent advances/latest

trends

#kok




Discipline-Specific elective Courses

FOC/DSE/653T Artificial Intelligence Credit:03 | Contact | Marks:75

Hours:45

Course Objectives

. To Study Neural Networks

W

To study Deep Learning

3. To Study Computer Vision

4. To Study Natural Language Processing

Course Outcomes

e CO1: To understand basics of artificial intelligence techniques

e CO2: To apply various algorithm for learning from data

e CO3: Analyze various data and classify them

o CO4: Implement Al based techniques for forensic problems

Unit

Content

Direct-teaching

learning hours

Unit-1

Mathematics for artificial intelligence: Vectors,
Matrices. Linear Equations. Mean, Median, Mod,
Standard  Deviation and  Variance.  Probability.
Correlation, Regression, Handling and Representing
Data.

09 hours

Unit-11

Introduction to AI and ML: Definition and History of
artificial intelligence (AI), Defining Machine Learning
(ML). Applications of ML, Issues and Challenges in ML.
Types of' ML. Basics of Supervised Learning. Prediction,
Classification,  Understanding  Datasets,  Feature
Selection. Feature Normalization, Data Cleaning,
Training, Testing & Validation Sets, Different Models of
Supervised Learning, Hyperparameters, Measuring
Performance, Accuracy and Loss Underfitting &
Overfitting, Basics of Unsupervised Learning. Different
Madels of Unsupervised Learning

09 hours

Unit-I11

Neural Networks: Understanding Biological Brain.
Defining Artificial Neural Network (ANN). Applications
of ANN & DL. Defining & Building a Perceptron, Feed
Forward, Back propagation, Single-layer & Multi-layer

09 hours




ANNs, building an ANN Model, Activation & Loss
Functions, Compiling & Evaluating a Model.
Convolutional Neural Networks (CNN): Understanding
Convolutions, Pooling, Building & Fitting CNN Models,
Evaluating Model Performance. Recurrent WNeural
Networks (RNN): Basic RNN Architecture, Applications
of RNN. Building & Fitting RNN Models, Evaluating
Model Performance. Long Short-Term Memory
Networks (LSTM): LSTM Network Architecture,
Understanding LSTM. Building LSTMs

Unit-IV

Computer Vision and Natural Language Processing: 09 hours
Computer Vision: Introduction, Object Detection and
Image Segmentation. Detecting and Recognizing Faces,
Tracking Objects, Pattern Recognition. Natural Language
Processing (NLP): Introduction, Language as Data,
Building Custom Corpus, Text Vectorization &
Transformation, Classification for Text Analysis,
Clustering for text Similarity, Context Aware Text
Analysis, Text Visualization.

Unit-V

Role of AT and ML in Cyber Security and digital 09 Hours
forensics: Introduction to Role of ML in Cyber Security,
Malware Detection & Classification. Anomaly Detection,
Pen Testing using ML, Social Engineering, ML based
Intrusion Detection and other Applications of ML in
Cyber Security

Suggested Readings

)

Mathematics for Machine Learning st Edition by Marc Peter Deisenroth
Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow:
Concepts. Tools, and Techniques to Build Intelligent Systems 2nd Edition by
AurélienGéron

Python Machine Learning: Machine Learning and Deep Learning with Python.
scikit- learn, and TensorFlow 2. 3rd Edition by Sebastian Raschka and Vahid
Mirjalili

Hands-On Neural Networks with Keras: Design and create neural networks using
deep learning and artificial intelligence principles Ist Edition by Niloy Purkait
Deep Learning with Keras: Implementing deep learning models and neural
networks with the power of Python by Antonio Gulli, Sujit Pal

Practical ~ Machine Leamning for Computer Vision Ist Edition by Valliappa
Lakshmanan, Martin Gérner and Ryan Gillard

[earning OpenCV for Computer Vision with Python 3: Get to grips with tools.
techniques. and algorithms for computer vision and machine learning, 3rd Edition
by Joseph Howseand Joe Minichino



8. Natural Language Processing in Action: Understanding. analyzing, and generating
text with Python st Editionby Hobson Lane, Hannes Hapke and Cole Howard.

9. Machine Learning for Cybersecurity Cookbook: Over 80 recipes on how to
implement machine learning algorithms for building security systems using
Pythonby Emmanuel Tsukerman.

10. Hands-On Machine Learning for Cybersecurity: Safeguard your system by
making your machines intelligent using the Python ecosystem by Soma Halder

(Author), Sinan Ozdemir



FOC/DSE/653P | Practical based on FOC/DSE/653T | Credit:01

Contact
Hours:30

Marks:50

Course Overview

This is a laboratory course based on Artificial Intelligence (FOC/DSE/653T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

course.

List of Practical (Students have to perform at least 10 practical)

. To apply feature selection on the given database

2. To divide the data into training, validation and test set
To apply a supervised learning algorithm to classify the data
To apply an unsupervised algorithm to cluster the given data

. To apply MLP for classification of a given dataset

3
4
5
6. To apply CNN for classification of a given dataset
7. To apply RNN for classification of a given dataset

8. To detect face from the given image

9. To segment an object in the given image

10. To perform text vectorization

I 1. To perform malware detection using AI/ML algorithm

12. To perform intrusion detection using AI/ML algorithm

trends

3. Any other practical designed by the faculty member based on recent advances/latest




FOC/DSE/654T Social Media Analysis Credit:03

Contact Marks:75
Hours:45

Course Objectives

8%

Ay B uu

To learn basics of online social networks
To learn information privacy disclosure
To learn how to track social footprints
To learn social media forensics

To learn legal issues concerned with social media

Course Outcomes

COl: To understand terms related to social media networks
CO2: To analyze information privacy disclosure
CO3: To apply various tools for tracking social footprints

CO4: To analyze social media using forensic tools

Unit Content

Direct-teaching

learning hours

Unit-1

social media API’s.

Online Social Networks: Online Social Networks. data 09 hours
collection from social networks. challenges, opportunities,
and pitfalls in online social network, Cybercrimes related
to social media and its awareness, scrapping of data from

Unit-I1

services on OSM

Information privacy disclosure: Information privacy 09 hours
disclosure. revelation and its effects in OSM and online
social networks, Privacy issues related to location-based

Unit-T1T

OSM.

Tracking Social Footprints: Tracking social footprint / 09 hours
identities across different social network, Identifying
fraudulent entities in online social networks, Effective and
usable privacy setting and policies on OSM, Policing &

Unit-IV

media

Social Media Forensics: Case Studies Open-Source tools 09 hours
or social media analytics, Safety on social media. Detection
and characterization of spam, phishing, frauds, hate crime,
abuse and extremism via online social media, Data
Collection & Analysis, Fake News & content on social




Unit-V Legal issues: Legal Issues in world social media, 09 hours

Information Technology (Intermediary Guidelines and
Digital Media Ethics Code) Rules, 2021

Suggested Readings
1. Social Media Analytics: Effective Tools for Building, Interpreting, and Using Metrics
2. Social Network Analysis: Methods and Application by Katherine Faust and Stanley

Wasserman.
Understanding Social Networks: Theories, Concepts by Charles Kadushin

4. Social Media Data Extraction and Content Analysis by Shalin Hai-Jew

e



FOC/DSE/654P | Practical based on FOC/DSE/654T | Credit:01 | Contact Marks:50
Hours:30

Course Overview

This is a laboratory course based on Social Media Analysis (FOC/DSE/654T). The course
objectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the
course.

List of Practical (Students have to perform at least 10 practical)

I. Scrapping of data from social media

2. Tracking social footprints across social media platforms
3. Detection of phishing

4. Detection of source of hate crime

5. Detection of source of fake news

6. Detection and analysis of frauds

7. Detection and characterization of spam

8. Collection of evidence from social media network

9. Identifying fraudulent entities in online social networks

10. To apply open source tools for social media analysis (minimum three)
1. Any other practical designed by the faculty member based on recent advances/latest

trends




Research Project

FOC/RP/699 Research Project-I1 Credit:06 | Contact Marks:100
Hours: 180

Course Overview

This student needs to select a research topic in the domain. At the start of each semester, the
student will work under a mentor and prepare a research proposal. The proposal will be
approved by the affiliated college. At the end of the semester, the student will submit a
research project report. The report should follow the same structure and formatting rules as of
thesis.
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