DR. BABASAHEEB AMBEDKAR MARATHWADA UNIVERSITY,
CHHATRAPATI SAMBHAJINAGAR.

CIRCULAR NO.SU/PG/College./NEP/ 19/ 2024

{t 15 hereby inform to all concerned that, the syllabi prepared by the
Board of Studies/ Ad-hoc Boards & recommended by the Dean, Faculty of
Science & Technology, Academic Council at its meeting held on 08 April
2024 has accepted the following Syllabt under the Faculty of Science &
Technelogy as per Norms of National Education Polley -2020 run at the
Affiliated Colleges, Dr.Babasaheb Ambedkar Marnthwaca University as
~appended herewith,

&r.Mo. | Courses |  Bemester '

1 M.Sc.Microblology Mird & [Vth semester

2. M.Sc.Bolany [ird & TVth semester

3 M.Sc.Environmental Sclence Mird & IVth semestor |
s M.Se. Industrial Chemistry IMrd & TVth semester

5. M.Sc.Biochemistry Mird & IVth semester
& M.Sec.Chomistry Specialization Analytical Ilird & IVth semester
| Chemlstry,Organic Chemistry, Inorganic

Chemistry, Polymer Chemistry, Industrial

7. MCA[Science| Mlrd & IVth semester

8. M.Sc [Forensic Sclence) Ist to IVth semester
[ ' M.Se.Forensic Cyber | Ist to TVth semester |

This is effective frow the Academic Year 2024-25 and onwards
All coneerned are requested to note the contents of this circular and
aring the notoe to the students, teachers and staff for theicdafarmation
and necessary action, ]
LUiniversity Campus, =
Chhatrapati Sambhajinagar,
431 004, : R
REFNOSU/2021/ A bilyG e, o ynw.  Academic Section
Date:- 21.06.2024 "rt\
Copy forwarded with compliments to :-
| The Principal of all concerned Colleges,
Dr. Babasaheb Ambedkar Marathwada University,
2] The Director, University Network & Information Centre, UNIC, with a
reqn 0 is Clre Unive Website.
Capy to :-
1] The Director, Board of Examinations & Ewaluation, Dr. Babsssheb Ambediar
Marmthwada University, Chhatrapati Sambhajinagar,
3} The Section Olficer,|M.3¢.Unit| Examination Hranch, Dr.Babasaheb Ambediar
Marathwadla Uiniversity, Chhatrapati Sambhajinagar.
d] The Programmer [Commpubes Unit-1] Examinatlons, UrHabasaheh Ambedkar
Marathwada University, Chhatrapati Sam bhajinagar,
4 The Programmer [Compuater Unit-2] Examinations. DrRabasshelb Armbedior
Miutliwada Untversily, Chhatrapat Sambhajinagar.
J] The In-charge !E-Suvidha Kendra]. Rajfarshi Shahu Mahara, Parllesha Bhavan,
Lir,Babasahel Ambedkar Marathwada University, Chitatrapati Sambhajmagar.
& The Public Relation iMficer, Lr.Hahasaheb Ambedkar Masthwils Universily
Chhatrapat! Sambhajlnagai,
7l The Record Keeper, Dr Babusaheb Ambedkar Marathwads U niveraity, CHhatrapat
cambhajinagar
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Preamble
Forensic Science is in a true sense a multidisciplinary science, wherein various disciplines of

selence. humanities. health sciences. engineering. and commerce are applied 10 the
nvestigation of erime. Dr. Babasaheh Ambedkor Marathwads University, Aurangabad is
committed to providing o comprehensive syllabas for PG programs in Forenske Science in line
with the objectives and philosophies of National Education Pelicy 2020, However, as Forensic
Science is a diverse field, specialization is the need of hour to excel the students in their area
ol interest. Thus, like most Indian Universities, the provision of specialization has been
explored and accommaodated as per the requirements of WNEP 2020,

Course Structure
The Course Strugture as per the Govemment Resolution of the Department of Higher and

Technical Education, Government of Mabarashtra Duted 16032023 s a5 fullows:

Credits Distribution Structure for Two Years'One Year PG Program with Multiple
Entry & Exit Options

: Faculty of Science & Technology
Year S, Major sabjeci
flevel D& Core DSE RM | OJT/FF | RP Ciwliis Degree
Manduiory {Elestive}
i B 2=14 4 'l 11
| Fia
First 4 Hploma
yenr Complets Afeer 3
il [ Afd) = 2=] 4 4 ::I.:::r 23 ‘.!':““
B R B Iﬁgﬂl]
Cum. ¢, Far kL] Y 4 4 44
M =i
Fovte epsricon wink Pest-graduste Dfpfoin (44 credity after the flrst year o beo seanexiers wirh completion of
ciliries eguiimlend fe 44 oredivs
Secan 34 |
il Yesr | 0100 3= + 4 i
b5 id
) S4p=12 4 fi 2 P Degree
Cwm, Cr. Far | wier 1
PG yenrs UG or
your I6 | 1 H P Degree
..... wliler 4
Cume. O For 2 years Uiy
vears PG
Degree E4 In 4 4 i ]

-2 sewi, PG Degree (44 erediisg after four-year UG degree

I Years =4 sem, P IJt.l:E.r'u (BB credits) nfter three-yvenr 110G Dugree or | Year
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Abbreviatio

Major: A course, which should compulsorily be studied by the student a5 a requinement of core
or major subject is ienmed a5 a8 Core course,

DSE: Generally, a course that can be chosen from a peol of counes thal may be very specific
or specialized or advanced, or supportive to the discipline‘subject of study or which provides
an extended scope or which enables exposure Lo some other discipling/subjectdomain or
nuriures the candidates’ proficiency/skill 1= calked as an elective course.

OFT: On-Job Training: Internship/ Apprenticeship

FI*: Field Project

RP: Research Project

Vision
The vision of the curmisulum is os follows:

= To produce graduates with the highest skill and profiessional ethics competitive 1o the
elebal forensic demiands,

Mission

The mission of the coriculom s as Tolbows:

= To facilitate the npdated domain knowledge and skills ag par with the global forensic
ECCTFD

o To inculcie professtonal ethics, weamwork, lendership, and vilue syslem among
students

#  To provide research skills among studenis for funber leaming and finding imnovative

solulions

Program Educational Objectives
The educational ohjective of the PG program in Forensic Science is as follows:

* PEDI: To develop scientific and technical competeney among graduates leading to a
secoessiul canser in forensic seiences and allied disciplines
= PEO2: To develop onalytical and problem-solhving skills among students @ solve

complex izsues/problems related o forensic analysic in crime investigation
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o PEO3: Tovinculcate professionnlism, ethics, teamwork, communication, and leadership
guality in the students

o  PEU: To make the students responsive towand the environment and society

» PEOS: To incolcate the practices of lifelong leaming in the direction o have a

successiul varser and responsive cilizen of the globe

Program Outcomes and Program-Specific Outcomes
The university is committed o implementing a student-centne comiculiom throwghoul its

programs, Progmam cutcomes, program-specific outcomes, and course utcomes have been

defined ps per Blooim™s faxonemy. These are as follows:

Program Outeomes (POs): Program outcomes describe what skills. knowledge, and
Behaviors sudents acguire as they progress throogh the program, The program omcomes are

as follews:

Pl Basic and Discipline-specifie knowledge: Apply the knowledge of basic and
applied sciences, engineering, socinl sciences, ond orts o varkous forensic problems.
PO2: Problem Analysis: Kdennify and analvie focensic problems wsing standard
methods based on a scientilic approach.

O3 Moedern tool usage: Understand, select. and apply appropriate technigues.
resources, and modem scientific echnigues with an understanding of their mers and
limigations,

PO Designd Develop research-based solutions: Desien novel solutions for regular
or eamplex problems based on research csleomes,

P05 Ethies: Apply ethical principles ond commit w professional ethies and
responsibilities and norms of Forensic practices,

P Effective Communicalion: Speak, read, write, and listen clearly in person and
through electronic media in English and in one Indion language, and make meaning of
the world by connecting people. ideas, books, medin, mnd eehnology,

POT: Forensic practices for society and criminal Justice setup: Undersiand and
annlyse the impact of forensic solutions on society el eriminal justice sep,

POS: Individual and feam work: Function effectively as an individual, and as a
member or leader in diverse teams, and in a muludisaplmary setting.

POFE: lifelong learning: Recognize the need for, and have the preparadion and abifity
to engege in independent and lifelong leaming im the broadest comtext of Techndlogical

changs,
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Frogram-Specific Outeomes (FSOs) Progrm Specific Outcomes are statements  that
describe whist the wraduntes of a specific program should be able 1o do. The PSOs of the PG
Progrm in Forensic Science are as folkows:
s PSON: Understand the basic and advanced techniques in various disciplines of forensic
science,
s PSO2: Analvee the forensic samples using basic ond stute-of-the-art technigues of
various disciplines of forensic science,
« PS03 Evaluate the results of various techniques and make decisions on simple ar
complex forensic problems,

v PS04 Design anid develop reseanche-based solutions to complex forensic problems.

Eligibility

A candidate who has passed B.Sc. (three=yvear program | i Fosensic Science as 9 major froam o
recegnized university with 43% marks will beeligible fr getting admission o the first year of
PG progmms, Moreover, students who have completed ar least 80 credits in Forensic Science
will iwlses be eligible o get admission t the First vear of the PG progran, Reservation palicy
and relaxation of marks will be as per (he nomns of the university and Government of

Miulnrnshicn,

Duration
As per the guil;]:iin;-a. al the Goverinment ol Mahacashiira and the I.Il1i'|-'|:l".‘|il'_'.'. the Pt Fr-:lgram

will be of pvo=year disration. However, the students need 0 pass the minimum credits within
four vears from the date of admission. Re-entry Lo the program, iF left in between, can be made
within five years. Lateral entry and exit will be as per the guidelines Issued by the university

from time to time.

Medium of Instruction
Presenily, the medium of instruction is English, However, any change In this will be as per the

puidelines of the university and the government of Maharashira,

Attendance
Sisdemts st have a minimum of 75 % atendance In cach theory und practical course o

appear in the Semester End Examination {SEE), otherwise hefshe will not be strictly allowed
to appear for the SEE, However. students having 63 % aftendance may request the Head af the

concerned Instiition for the condonation of anendance on medical grounds,
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Assessment Scheme /Scheme of Examination
The assessment scheme i as Follows:

o Continuous Intermal pssessment (014 will be Tar -iﬁl'}ﬁ.ﬂ#hih.““ Semester End
Exmmimation (SEE) will be for 0%, : ol
» Ttshall be mandatory for the swudents 1o pass individually for bpth SEE and CIA fr

cach course 10 complete the program successfully. o« o - u

# Passing percentage for both theory and proctical ahall:hl:':l-lj?i 3 _;I' -

s The CIA may be in terms of clasy tesis, gruurl.,and'alﬁd‘ﬁni'ﬁal aasignments, and. .
preseniation, T _-l- I .:

*  Changes in the examination scheme are possible as [:‘il-al&h!.nd:'lmeflﬂm:l by the g _ ;.

university from lime b time, i F -J'?__ll;‘ ,_ .= i .;
; -E' _E-.--‘é “ d"n g’ -
Electives and Specialization y« A ia F, S
L-:u:-hmg imics the mulll:l'sclplm.nr} natare of forensic sclun:'-:. Ill'.nnlnsl' nfhﬁm unl'umhu.:. ;.

= .—..._-

Fingerprints, and Bivmetrics, Forensic Ohemistry and Tl:-mr:ulﬂ %

pnd DA Fingerprinting, Forensic Physics and Ballistics, Drgmmm i n

sectrity,  The number of specmlications  {special mmmz; .-.._:
T R '-_"_' o |

Instinte/college will be their sole right based on the mrqtl:lhle in kst
students of that institute/cellege. The specialization milhﬂ:uﬂ’: M e, if i _;.-_;_,.___ %=
semester] onwards! howewver, the studoits are nrhls:d to- n:h.ﬂ_'ﬂﬁ!‘ﬂ' ﬁmm ||+ = "'" - ==
T e

_:'I.‘H"*n- ==

tJ

HF

ii!

t"'l'“m

h.ur:pln' (1% lp-euqll.-!ttu.lh ||‘1|_"|-' wenighd like i Llﬂ. o LI‘I. :
Institute/Callege should run the specialization/DSE for at leas ! "'la.-.r 3

o ey
on the choice of stdent and importunce of elective, ]hﬁﬁmw-ﬁr ': .

hl.l"-r?:""-‘.:. = W ™ -

'u
Y

& wow w § R -
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Curriculum and Structure as per NEF Z020
As per the Government Resolution of the Depurtment of Higher and Technical Education,

Government of Mabarashira, the course structure of the PO peogram in Forensic Science is as

follows:

Structure and Curriculum for Semester-1
Credit distribation and structure of two years/one-yvear program in Forensic Science

with multiple entry and exit options
W.Se. Firsi Year (Firat Sementer)
Tenching Credit Tatal
Schivime Masipmeil eredits
Course Tvpe Course Cogde Caourse Mame {HrsSweek}
Th e Th Pr
helajuir PO S0 sdvaneed Forengic | ]
Mandatiory Sedence-l
[¥sc FOMR SIS0 T Advanced Forensic 3 1
SRl Science=il
FER M1 E02T Advanced Forensss i 3
Science«|1]
FORMALL S0 Pracrical based an - 2 ]
FORMLSO0T
FORMLISIP Pracrical based on - e | . i
FORMLS)IT 14
FOR/&I 5038 Practical bassd o - 2 - i
FORBAL 02T
FOEMALSOT kil Pracical - 4 - 1
baased autivity- —|
DSE { Cheose FORTSE ST Melatfematical L | - L] -
anyang fimm = Fhysles — o
FOERTSES04F Practical based o - 2 - ]
Use five FOR ML A04T
P FORDISE/S05T Pythen 3 : 3
' | Programming
Theoryond | FORDAEFO5R Practical based o . 2 - I
FORMUSIET
T FORDSESMT Ricchemisiry 3 - 3
gy FOMLDSE S06F Practical bsed on - 2 - 1
ks i FLIR M 6T .
nplete FORDSE SOTT Inorgaic 1 > i B
- Chamistry
cateseh FrsuTasESOTR Practical basesd oo 2 - 1
FORMLETT
FORESESOET lsumnce 1 - 1 .
Faorengics-|
FOMLTISE SRR Practical bussd o - 2 - i
FORM AT
BM& FORR NS Reszarch il - 4 - 4
wethodology and
| Saslfatics
; I& ] T] i bF]
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Structure and Courriculum for Semester-11
M.Se, First Year (Second Semester)

Tenching redit Tutal
Scheme Assipmed eredils
Canrse Type Cowpse Code Course Wame {Hradweek)
Th Fr Th IP'r
lnjor FORMYSET Advaneed Farengic 1 - k| .
Mandaiory T SeiencesIV
[ELN FORMANSHIT Advaesd Forensie i - i -
Science-V
FORMINSEIT Advaoed Farensic 3 a 1
Schence- V1
FORMLIFHP Practical hased an . 2 . I
FORMUSEIT
FORMBALSAIP Practcal based on 2 - |
FORSLIIT L]
PRl E2R Pracical based an 3 5 i
FOSLMESSIT
FORMLIESS SkillFractical i = 3
grsedd aetivigy-11
DISE (Choase FORDSESST hlakerinl Science i . ]
amid Foreisic
nmyong from | Eniginiestine
ifae Five FORDSESST | Prociical hased an 2 = i
; FORMISTHT
bl FORDSESSST File Systems 3 : 3
s FOR/DSE/SSSD | Practical based oo : 3 : ]
Prasctical R N il UL . I —
o — FORMDSESIAT Genictics and ] . ]
EIM[HHHIJEL
u complete FOR/DISEAS6P Practicnl based on . 2 . 1 .
e FORMDISIET
FORASEAIT Cirgnnie Cleimistry i - i -
FOR/DSESETR Proclcal Based on H F] = i
FORMISSTT
FOMTISESSET Insrancs 3 . ] -
Farensizs-11
FOR/DSEESEP Practical based m ¥ i) = ]
FORMISSET
DITIFR FORADIT! 589 OITER i E i i
12 | 12 [ e
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Structure and Carriculum for Semester-111
Mase, Second Year (Third Semester)

Teachimg Credit Tal
Seheme Azsigned ¢realits
Cirse Tvps Comrse Code Course Same (s fweed)
Th *r Th PFr
hlajor FORMIGHT Sprcisl Paper-1 ] = k] E
Mieer™ [ FORMIGITT | Spocial Papertl | 3 -
FORMLGIET Apecial Paper-111 i 3
FORMAEIGIP Practicl based on - ] - |
FORMNGOOT =
FORMALIGD T Practical based on S 1 E i
FORMIGOIT
FORMEIGN 2R Proctical hased on - F ] - I
FORMIGEIT 14
FORMALIER SkillPractical s 4 . 2
baseg] metivicy=| 11
DSE {Choose FOR/DSEMSIT Plivsical Evidences k! ¥
any e frem F OB DA Bk Proctical hased on . 2 |
: FORMNGHT
S ik FORTISEGOAT Digical Image 3 T | =
Thﬂ'ﬂll"_l‘ wd F'm.u.umﬂn"g_
. FORTRSE pas P Practical hased on 2 i
dreicsl FORMBGIET
logether make FORDSEGIET fmmenedogy sl 1 a ) -
pcomplete .-".duqm.'zd.
Iminumotechrigues
eourse | FOR TISE Rl Prociical based on : . ] 4
FORMIGDST
FORTISESITT Analviieal 1 . i
Lhem 5ty -
FORDSE GOTP Pracical based on ] - I
FORMESITT - |
FORDSESGIET ilicroseopy il 3 - 3 -
Photapeaphy
FORTDSEGIRD Proctical hased on = 2 = 1
mmmmmmmmm FORMMEOET
FORDSEAIET Farensic 3 3
Prvcholbogy amd
——— | Criminclogy
FORDSERoar Fractical based on g = i
FORMINGIST
EF Filt R o Research Projes-| K o 4
] 1] F] 1] 21
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Structure and Curriculum for Semester-1V
M.5c, Second Year (Fourth Semester)

a

Teaching Credin Tl
Selseinie Assigned credity
Course Type Course Codle Course Mame i Hrs,fweek)
| ™ Pr Th Pr
hlajar FORMDGSOT Specinl Paper-1Y 3 . i .
Mandatory
n&sc
FDH.-'I'ﬁH"E.S__I_]' Epe:ini'l'-‘uger\-‘l." ] - k] -
FORMLGSIT Specinl Paper-Vl 3 - 3 -
FORMIGSOP Practical based an 2 |
FORRS L BS0T
FORMLESIR Mraciscal based on 2 - I
FORMIEGSIT 12
FORMIGEIR Procticol brsed oo 2 = |
FORMII6SIT
WS {Chisnge FORDSEMSSIT Appliances el k] 3 z
Fquipmeent Foilure
iroon M FORISE®S 19 Practical basod an = 3 i
e courses FORMAIGSIT
Ficcay s FORDSEGSAT Weh Applicatson 3 . 1 .
— Peneiratinn jesnng
Practicsl FORDSE®SS4P Practical bused an L ] 1
FOR MBS
gl ke | R DSEREET Ganigtic 3 3 :
W comglene Engineeting
A Fit SEGS 5P Practical based an . 2 . i 1
FORSI ST
OB DSERSST My srcal Chemisiry 3 1 N
FORDSEGTLP Fraciical based on a I
FOREMAIGSST
FORTSERITT Forensic Speaker 3 o k] =
ldentification
FORMGEMATR Practical based on = 3 1 I
FOREMALGITT
FORDSESSET Faorensic
Prychalogy amd
Legn! Framewark
FORMISE SR Practical based oo
. FORMIGRET
RF FIHRLE PR Rescarch Projec-1l - 12 - fi i
12 0 i 1] 2
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Semester-1

Fage 12 of 363



Detailed Curriculum of Semester-1
Discipline-Specific Core Courses

FORMISMT | Advanced Forensic Seience-1 | Credit:03 | Contact | Marks:75 |
Howrs:45 |

Course (hverview

The comse covers basie concepts of forensic science, various physicel evidence, ond the
crimingl justice system, I alse covers crime scene investigation and reconstruction,

Coarse Ohjectives
The course has the following objectives:

siudents wall gain an idea of forensic science and i1s applications

Students will learn and analvze the varmous erime scenes for their reconstriction
Students will have pn understanding of various physical evidence

Students will understand various bloodstain palterns

Students will learn the court pnd court procedures

" § ¥ # ®

Codbrse (hateames
Adter the completion of the course, the students will be able to do the following:

o OO Define and explain forensic science, the eriminal justice system, crime scene,
physical evidence, and related concepts,

e L0 Apply varkous selentilic wehnigues in grine scene investbgotion

0N Analyze various physical evidence and its involvement in erime

o COM: Compire properties of various physical evidence

e (06 Reconstruct he crime seene based on available evidence

=

Lmit Course Content Contact Howrs |
Unit-1 | Intrasluction to Forensic Science 09 '
= Forensic Science and its significance
s Criminal Justice svstemn and s component
o Courts and their power
= Exper and its provisions in Indian Law
s Court procedure for expert estlimony
Unit-11 | Crime Scene Investigation and Management i (1] :
s [ntroduction and fypes of ceime scene
s Steps for investigation of crime
s Crime Scene Management
o Preservation of crime scene
& Documientation ol Crime Scene
&  Collection, packing, and forwarding of evidence
Unit-I11 | Pliysical Evidence T
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= Physical evidence and iis types

# Cilass: ovpes and composition, frociere  pattem,
forensic examination of ploss

= Paint: iypes and composition, forensic examination of

paint
= Soil:  classification and composition, forensic
exaiminition of soil

¢ Restoration of erased number: principhe. echnigues
of alterntion, and nestoration

Unit=-1V | Impression evidence LLe)

e Footprint/Shoeprint:  Collection  and  lifting,
comparison, gail pattemn

= Tire marks: (vpes, collection, lifting and preservation,
forensic examination

o Tood marks: types.  coblection,  lifting.  ond
prescrvation snd forensic examination

Unit=% Blowrlatain Patiern and Crime Scene Reconstruction 11‘9

o Bloodstain Patterm; Historical perspective, physicil
ond biokogical  properties  of  humoan blood,
classification:  spater  and  non=spaiter,  droplet
directionality and angle of impact, determination of
Point of convergence amnd point of origin, altered
Bloodstain pottems

s Crine Sceme  reconstiiction (CSE ) nature  and
importanee of TR, basic principles and stages. Casc
study for CSR.

Suggested Readings/Reference Books:

{19 ]

e e T T ]
SR o L i bR

g,
1.

I,

Hichard Saferstien, Forensic Science: From the Crime Scene fo the Crime Lab, +th
edition, Pearson, LISA,

Suzane Bell, Forensic Science: An Introduction o Scientific and Investigative
Techniques. Fifih Edition, CRC Press,

Henry C Lee, Crime Scene Hondbook. Academic Press

Foss M. Gadner and Tom Bevel, Practical Crime Scene Analysis and Regonstrustion
Max M. Houck and Jav A, Siegel, Fundamental of Forensic Science

Jaqueline T fish. Larry 5. Miller, Crime Scene [nvestigation

Bamy A J Fisher, David B. Fisher, Techmigue of crime s¢ene investigation

Tom Bevel, Boss Gordner, Bloodstain pattern analysis with an imtrodustion o grime
seene reconsiruction, Third edition,

Richard Saferstein, Handhook of Forensic Sewence, Volume-1, 1 and 111

Brain Caddy, Forensic Exomination of Glass and Paink: Analysis and Interpretation,
CRC Press. 2000

kenneth Pye, Geological and Soil Evidence: Forensic Applications, CRC Press, 2007,

L b
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FORMESMP | Practical based on FORMISI0T | Credit=01 | Contact Marks:50
Howrs: b

Course Overview

This is o laborutory course based on Advanced Forensic Science-l (FORMYSITE The
course ohjectives snd vutcomes of this lnhorstory cousse have been odded 1o the theery course.
A minimam of 10 practicols has to be covered in the semester for successiul completion of the
o,

List of Practical

iMinimum of 10 practical has w be performed for successful completion of the course)

1. Toperform crime scene photographyivideopraphy

2, To perform crime scene sketching/note making

3 Toeollece various evidences from the scene of the erime:

4. To invesigate/reconsinuct the given mock crime scenes

5. Toexaming given glass picces Forits (diskimilanty (coloroppacitv/eefractive
indices/density ete. )

6. Toexamine given soil samples for (dis) simifarity (color, ignition, densily grsdient,
weight boss ete, )

7. Torestore erased numbers from different vehiclesfortieles fireanny

8. Phvsical and chemical examination of given puint samples

2. Study fostprints/iyre marks on various surfaces

10, Study ool marks on viariows surfices

1. Clussify variows blood stains

12, Determination of angle of mpact from blood droplets

I3 Determination of peint ol origin and area of convergence from the given blood
spatters

[4. Study the effect of dropping distancesurfuce texture on bleodstain pattern

I3, Any other practical designed by the faculty member based on recent advances/|aiest
tremds
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i FORMMISHT Advaneed Forensic Selence-11 Credit:13 | Contaei Marks:75
- Hours:43

Conrse Overview

The course covers basic concepts of document forensics, fingerprint forensics, and ballisties.

Course Ohjectives

The course has the following objectives:

Cowrse Oufcomes

Students will gain an idea of document forensics. fingerprints, and ballistics
Studenis will leam and annlyvze varous docomenis, Ongerprints
Students will have an understanding of fivearms and ammunition
Stdenis will develdop latent fingerprings fhom various surfaces
Studeats will lewrn o analyze fake'counterfein documents

After the completion of the course, the students will be able to do the Following:

COl: Define and explain concepts of document forensics; fingerprines, and ballistics
C02 Apply vardous methods for the examination of gquestioned docurments and
fingerprints

05 Analyee fraudulent documents

C04d: Compare propertics of fiecanms and ammuonitéon
C05: Develop Intent fingerprints from varous surfices

Umit

Course Contend

Contact Hours

Umic-1

Document Forensics-1

o Dogument forensics: [ntraduction and scope
Preliminery examination of documents
Handwriting/signature Identification: Principles and
charsciensiics

#  Methods for collection of stendunds of
handwrilinzg signature
Forgesies, their tvpes, and their detection
Laws related to document éxamination

R

Uniit-11

Document Forensies-11

o Altepdtion in documents amd fheir exdmimadie:
addition, erasure, obliteration, overwriling

o [ecipherment of sécnet writing, indented writing, and
charred docunsenis

¢ Exgmination of counterfeit currency, passport, visa,
credit, and debiy cands

o Fxamination of rubber stamps. senls. ond  other
mechanical impressions

¢ Examingtion of prinfers and  printed/photocopied
documenis
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»  Examination of ink and paper

Upit-11l | Fingerprint Forensics [

*  [pirgdduction and scientifie basiz for  finzerprint
examinpiinn

¢ Classifications of fingerpeints

*  Nouriows factors influencing the development of
fingerprint

#  Swesl glands, the composition of sweat, ond ils mole
in fingerprint development

¢ Development of latent prints; Physical and ehemical
methods
Frogerprint compartson and identifcation
Introduction oo Automated Fingerpeint Identification
Swstem

Uni-T% Forensie Ballisties=1 na

#® [Iniroduction lo ballistics und ils importance in erime
mvesligation
Types of hallistics
Firemrms: Briel history, wpes of weapons, and their
mechanism

*  Ammunition: Briel histery, Types of ammuonigion, |
nomencloure, percussion caps, und their types, |
Variows priming composition, propellants, types of |
cartrdge cases, their beads, vanous tvpes of bollets,
and their compositional aspects,

Unit-v

Forensic Ballistics-11 L[5

o Pstirmigtion of mange of firing: buming, blackening,
iatooing, the spread of pellets. Walkers test.

o Chemical tests of eopper and lead around gunshol
hiples,

w  CGun-Shot  Residue  Anatvsis;  Mechanism, lilting
techniques, dermal  nitrate,  and  imstrumental
techniques for analysis

Sugpested ReadingsReference Boolis:

o

L=

Haotgher, Jury and Weller, Firearm [nvestigation, Identification and Evidence,
Stackpole Books

Brain J Heard. Hondbook of Firearms and Ballistics, John Willey,

Hawthome, Mark 1, Fingerprinis: annlysis nnd understanding, CRC Press, 2004,
Henry C. Lee and RE. Goensslen, Advances in fingerprint iechnology, Second
Edition, CRC Preas, 2001,

blarecna Mulawka, Pestmortem Fingerpriniing, and Unidentified Human Remains,
Elsevier. 20014,

Christophe Champod. Chris Lemnard,  Pieree Margor, And  Milugin Stoilovic,
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Fingerprinis, and Other Ridge Skin Impressions, CRO Press, 2044,

7. Eric H. Holder, Ir. Lawrie €). Robinson. and John H. Laub, The Fingerprint
Sourcebook, US Department of Rustice, 2009,

8. Jon Senman Kelly ond Bran 5. Lindklom, Scientific examination of guestioned
documents, Tavlor and Francis, 2006

O, Hoy A, Huber snd A M, Headrick, Handwriting Identification: facis and fundamentals,
CRC Press, 19949,

10, A, 5 Osborn, Ouestioned Documents, oth Edinom, Law and Justice Publishing
Compiny, 2020

I Wilson B, Hareizon, Suspect Documents Their Scientific Examination, 3th Edition,
Universal Lavw Publishing, 2001,

12, Ellen, David, The scientific examination of documents: methods and techniques. 3nd
Edition, CRC Press, 2005

13 Jane AL Lewis, Forensic Document Exanmination, Elscyicr, 2004

L L
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FORMISOIP | Practical based on FORMUSDIT | Credit:01 | Contact :«"f.'?:f.'i-ﬁl
Hoars: 30

Conrse Ohverview

This is a laboratory course based on Advaneed Forensic Science-11 (FORMES01T)L The
course objectives and outcomes of this laboratory course have been added v the theory course.
A minimim of [0 practical has to be covered in the semester for successful completion of the
CIRErRE,

List of Practical
Minimum of 10 practical has w be performed for suecessful completion of the course)

I Becording of fingerprint

i

,Identification of Fingerprint patierms

A, Dewermination of Ridge counting/racing in o given fingerprint

-

. Comparison of fingerprings using variows methods

bl

- Cluszification of given fingerprints using Heonry-FRIE ¢lassifeaton
6, Classification of fingerprings vsing o smgle digi clossification

7o Development of fatent prints using powder method

B Development of latént prints using physical methods

9. Development of fingerprint uslag chemical meghods

1, Development of submerged lngerprinis

1. Study extent of natural variations in the hondwriting samples

1 2. Compare bwo sets of handweiting samples for their origin

I 3. Compare two sets of signature samples for their origin

I 4. Detection pnd decipherment of invisible writing/chamed documenis
I3, Detection and decipherment of alterations in documents/printed documents
| . Sludy the firing mechanism of various firearms

I 7. Sty bullets'pellets of the given fircarms

| &, Study firing range from the given ammunitonsfirearms

1. Annlysis of gunshod residue

24k, Any other praviical designed by the Beulty member based on recent advances/lotest
trends
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I'Funmu:sun| Advanced Forensic Sclenee-TIT | Crediz03 | Contact | Marks: 75

Hours:45

Course Overview

The course covers the instrumental methods used in forensic exammation, [t covers a wide
topic of spectroseupy, chromstography, microscopy, and bio-analytical technigues.

Course Dhjectives

The eourse has the following ohjectives:

Swidents will gain an idea of ingrumental methods and their spplications in Torensics
Siudents will leam and analyze various samples through mstruments

Swdents will have an understanding of various components of spectrephotometers
Students will understand varous componenls of microscopes

Siudents will keam various applications of the microscope in forensics

Corse Chatoomes
After the completion of the course, the stundents will beable 1w do the following:

COL: Define and explain basic concepts of spectroscopy, chromuography, and
MiCAESCOpY

s CO2: Apply instramental technigues in diverse forensie scenarios
e 03 Analyee sumples using viriows instrumental iechnigues
o COM: Compare priopertics of various samples using instrumental technigues
& (035 Develop o new methad [or unknown sample
Umit Course Confent Contict Hours
Unit-1 | Spectroscopy-1 09
#  Clectromagnetic radiation (EMR]
& Wave and quantum properties of EME
= Atomic and Molecular spectra
= UN-Visible Spectroscopy: Principle,
instrumentation, and forensic applications
o [R-Spectroscopy: Principle, instromentation, and
forensic applications
= Raman Spectroscopy: Principle, instromentation, and
forensic applications
Unit-11 | Spectroscopy=I1 L)
*  Mass Spectroscopy: Principle. instrumentation. and
forensic applications
= Awmic  Absorpiion  Spectroscopy:  Principle,
instrumentation and forensic applicoiions
¢ Awmic Emissivn  Spectroscopy:  Principle.
instrumeniation and forensic applications
= X-Ray: principle. instrumentation, and applications
of XRF ond XRD
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Unie=IIT | Chromategraphy 09

¢ [ntrosduction do chromatography and pringiple of
separation; adsorplion, partition, jon exchange. size-
exelusion

o TLC; pringiple, method, and forensic applications

e HFTLC, principle, instromentution, and  forensic

applications

e HPLC: principle. instrumentation, and forensic
applications

= GO prineiple,  instrumentation, and  forensic
applications

»  Hyphenated Technigues: LO-MS, GC-MS

Unit-1V | Bimmalyiical technigoes L)

#  pH and buffers. physiological solutions

s Centrifsgation technigues: the basic principle of
sedlimemation, varicus (ypes of centrifuges, density
gradient centrifugation, preparalive cenirifugation,
analysis of sub-cellular fractions, ulira=centrifiges
refrigerated centrifiges

# FElecirophoresis: principle, tvpes, instrumentation,
and applications

& Immunoossay lechnigues

[Tmit=Yv Microscopy 9

Basic concepts of microseapy

simple ond compound microscope

Comparison and Siereo microscope

Polarizing microscope, phase contrast micrmscope,
and Nuorescence microsgope

#  Scanning electron microscope, and  irensmession
electron microscope

Suggested Resdings/Reference Books:

I,

15

b

Douglas A, Skoog, F. Jumes Holler, Stanley R. Crouch, Principles of Instrumental
Analysiz, Cengage Lenrming

Hoban H, Willard, Lynne Lionel Merritt, John Aurie Dean, Frank A, Settde,
Instrumental Methods of Analvsis, CBS Publishers,

Suznnne Bell and Keith Moaris, An Intraduction 1o Microseopy, CRC Press
Abhilasha Shourie, Bicanalytical Techniques, The Energy and Resources Instituge

L]
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FORMIS0ZP | Practical based on FORMES02T | Credit0l | Contaet | Marks:50
Huours: M

Course Overview

This is a labortory course based on Advanced Forensic Science-11 { FORMESOZT). The
course objectives and outcomes of this faboratory course have boen added (o the theory course,
A minimum of 10 practical has 1o be covered in the semester for successful completon of the
COUrse,

List of Practical
(Mimimium of 10 pragtical hes o be performed for successful completion of the course)

1. Estimation of pH ol a given solvent/solution

2. Examination of chemicals/drugsfinkdpaint asing TLE

3, Examination of chemicals'drugs/mk/paint using L'V=vesible spectrophotometer
Examination of chemicals/drogs/ink/paint wsing FT-1R spectrophotometer
Exumination of chemicals'drogs using Gas Chromatography

Exumination of chemicals'drags/ink/paint using HPLC

Examination of chemicals/drugink/print using HPTLC

Examination of chemicals/drugs/pigments using AAS

9. Examination of chemicals/drugs/pigments using XRF

10, Microscopie examination of soil

1, Microsseopic examination of hair/fiber

12, Micrascopic examination of pami

DE = = LR
R S

13, Any other practical designed by the faculy member based on recent advinces/latest
frends
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FORMISS | SkillPractical-Based Activity-1 | Credit:02

Contact Marks:50
Hours: 60

Course Chverview

The course has been designed o let the students acquire skilks in histher area of interest. As the
im of the course is to develop skills, the students can choose any one group of pctivities, which
cin be conducted under the guidance of a teacher. At the end. the studem has (o prepare a report
on the skill acguired listing the practical work carried out throughout the semester.

Lisg 1]

Lise mathematical models in varous forensic problems
Any other problem identified by the students

OR

5N Code Mame af the course Credit | Contact | Marks
Hours
| 1 | FORMWISOIA Skill based on Forensic Physics -1 02 i 30
OR
2 | FORMUES03B | Skill based on Digial Forensics-l | 02 6l | 50
OR
i | FORMIS03C | Skill hased on Forensic Biology-l [ 02 6l | S0
(R
4 | FORMYS03D | Skill based an Forensic Chemistry-1 [ 02 60 | 50
R
5 | FORMISOIE | Skill based on Questioned Document, | 02 fll 50
Fingerprint, and Biometrics-1
FORMIS03A | Skill based on Forensic Physics-1 | Credit:02 | Contact | Marks:30

Hours:6d) |

FORMIS03E | Skill based on Digital Forensies-1 | Credie:i?

Contact Mlarbis: S0
oo rs: 60

List of activitics
Solving forensic problems using Python programming
Any other problem identified by the students
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Ol

FORMIS03C | Skill based on Forensic Biolmgy-1 Credit:02 | Contact | Marks:50
Hours:61)
List of activities
= Analysis ol biomelecules
o Any other problem identified by the students
R
FORMIS0ID | Skl based  on Forensic | Creditd? | Contact | Marks:50
Chemistry-1 Houmrs:60
List of getivith
#  [norganic anslysis of an unknown material
s Any other problem identified by the students
R
FOR/MISOIE | Skill  based on  Questioned | Creditz02 | Contaet | Marks:50
Dueuments, Fingerprings, and Hours: 60
Hinmetrics-1
List of sctivities

w  Aatharship ol wn inksowin document
= [Development of latent print on challenging surfaces
e Any other problem identified by the students
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Discipline Specific Elective Courses

FORDSESMT | Mathematical Physics Credit:03 | Contact | Marks:75
Hours:45

Cownrse Overview

The course covers the mothematical physics that can be used in forensic examination. It s
covering wide topics of mothematical physics and s applications in diverse fields of forensic
seignce,

Course (Mjectives

The course has the following objectives:

e Siudents will gain an ides of mathematical physics and their applications in forensics

#  Students will leam and apply mathematical models in forensic science

s Students will lave an understanding of concepls of differential equations, imegral
calculus, pnd graph theory

o Students will leam various applications of the mathematical [unctions in forensics

Course Duteomes
Adfter the completion of the course, the students will be able to do the following:

COH: Define and explain differentiol equations. caleulus and graph theory
& D02 .-’l.‘ppF_'r matliematecal El.]ila[im:u. and models in d'l'.-'l:rru: r-:'rl:m.:i.-;,: S hHE g TR
03 Correlote various forensic problems using mathematica! equations
C04: Compure various foensic seenario mathematically
C05: Develop wnew model For o forensic problem

Unit Course Content Contact Hours
Unit-1 | Mechanics (13
s Conditions of equilibdum of a panicle and of

coplienar Forces acting on 8 nghd Body

®  Laws of friction, Problems of equilibrivm under
lorees includimg Mction, Centre of gravity, Work, and
piential enemzy,

& Velpeity and acceleration of a panicle along a curve:
radial and  transverse components (plane curve),
tanpential and normal compongnts (space surve)

o Mewton's Laws of Maotion

o Bimple  harmonie motion,  Simple  Pendulum,

Projectile Motinn.
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| Unit-IT

4

Differential Equations and Mathematical models

Ceeneral, particular, explicil, dmplicit, ond singular
silutions of a differential equation. Exact ﬁjﬁcrcnﬁnl
equaticns and integrating factors, separable equations
and cquations reducible w this form; linear equations
and Bermoulli equations, special integrating fictors
and transformations. . '

Introduction 1o comparimental model, exponential
decay model, lake nullulinnlmudn:l [case shudy of
Lake Rurley Gri ffin, drug assimilation inte the blood

fense ol a single cold pill, case oFa course of cold

n = L L2
pills].  exponential grivwvih of pu;ulul:inrl, lirmited

growth-ol population, limited growth with harvesting,
The general solution of the homogeneous cquation of
second “order, the” principle  of Bupr:rpmmun fior
I]nmu:g-:nmuﬁiqlmmﬁ i

"i'n.,r'mrlluun ‘i15 pr‘pp-:ﬁnr:s i :q:plu:&lmm ]_m:ar
|1|:||"5in:__fu':’nmu5 and mmhm:}gtn-:umir qulﬁhljnla. of
Hl;hgr order with constant um?l'u:i-inu. Euler’s
:11r.rhudl of undetermined coefficients.

Equilibrivm

cquatinn.
method of varialion of parameters.

phainits, -Intc,rf:nrfminn ol the phise Jihﬂ:u.-, predaory- [
cpres meodel and it analysis, epidemic mudnl,l of
“influenza and. its nq‘él'_l,'s'ﬁ. battle  mbodel and i

analykis. .

Llaske-110

Calewlus .

Integral Caleulus- Integrafion by l'aﬂul Tractioms,
infegration of cafional and  irational  functions.
Properties of definite integrals. Reduction formulae
for integrals of rational, trigonometric. exponential
and logarithmic functions and ol their combinations,

Arens and lenpths of curves in the plane, volumes and
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surfaces of solids of revolution. Double and Teiple I

infegerls,

¢ Veetor Caleulus- Differcatiation  amd  partial
differantistion of o vector function. Derivative of
sum. dot product ond cross product of two vectors,
Cirndient, divergence and curl,

& Matrices- Topes of matrices, Fank of 0 malnx,
Invariamee of rank under elementary rransfasmations,
Reduction to normal form. Solutions of  linear
homogenenis and non-homogeneous eguations with
pumber of equmions end unknowns upio four
Matrices in dingomal Form. Reduction 1o diagonal
form wpto matrices of order 1. Compatation of mairix
inyerses using elementary row aperations, Rank of i
matfix. Selutions of 8 system of lineor éguotions

using matrices,

 Unit-1V | Mathematical Functions in Forensic Seience
= Mathematical Fumctions — Algebraic  Functions,
Polynomisl Functions, Cruadratic Functions
# Logarithmic Functions — COrigin and Definition,
Exponential Functions = Oaginand Definition
= Applicitions — pH Scale, Forensic Pharmacokinetics:
s Trigonometric Functions: Trigonomeiric functions
and rules in Forensic Science,
¢ Applications — Ricochet Analvsis, Suicide, accident
or murder, Bloodsisin pattern ond shape analysis.
Aspects of Rallistics
Unig-¥ Graph Theory in Forensics

e [Hwper Graph Theory: Representation of duta using o
graph, Lineariving eguations, Construction  and
Culibration of graphs. Application — Shotgun pellet

patterns i finearm meidents, Bloodstain formation,

L
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Dclrrmiﬁing Lime sinee death, thtﬂTllirlirlLl'_n,'l_ﬂ: from

bone or tooth matermal,

Sugpesied Readings/Meference Books:

e
X,

—

0.

1L

A S, Rumsay, Siatics, CRS Publishers and Distributors {Indian Repringg, 19938,

AP Roberts, Statics and Dynamics with Background in Mathematics. Cambridge
University Press, 2003,

G.B. Thomas and B.L. Finney, Calculus, 9th Ed.. Pearson Education, Delhi, 2005, 2,
H. Anton, 1. Bivens and 5. Davis, Calculus, John Wiley and Sons [Asia) P Lid., 2002
PO, Matthew's. Vector Caleulus, Springer Verlag London Limited, 15498,

A1, Kostrikin, Introduction 1o Algebrn, Springer Verlag, 1984,

5. W, Friedberg, A. L. Insel and L. E. Spence, Linear Algebro. Prentice Hall of India
Py Lad., Mew Delli. 2004,

Richard Bronson, Theory and Problems of Matrix Operations, Tuta MeGraw Hill,
1989,

Craig Adam; “Mathematics and Statistics for Forensle Sclence”, Wiley Blackwell,
2000,

0.0, Adtkens and D0 A, Stoney; “The Use of Statistics in Forensie Science”, Ellis
Harwood Limited. England 2011,

F. Toroai, 5. Bozza, A, Biedermann, P, Garbolino: “Data analysis in Forensic Science™,
Wikey, 20006,

David Lucy; “Iniroduction o Statistics for Forensic Scientista”™. fohn Wiley & Sons
L., London, 2005,

12, 0.0 Altkens and Franco Taroni; “Statistics and Evaluation of Evidence for Forensie

Scientists”, 2nd Editien, Jolin Wiley & Sons, 2004
LN ]
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!'ﬂRfDSiEFﬂ}lf' Practical hased on | Crediez®d] | Contact Mlarks:S0
FORMSESHT | Hours: 30

Course Overview

[his 15 a loboratory course based on Mathemuotical Physics (FORMSESMT), The courses
objeciives and outcomes of this abomiory course have been added o the theory course. A
menimwm of 10 praciical has o be covered in the semester for suceessful completion of the
COHITSE,

List of Practical
(Minimum-of 10 practical hos w be performed for successful completion of the course)

I. Ploting of second order solution family of differendinl equation.

2. Plonieg of thivd onder solution Gunily of dillerential equation,

Y. Growth model fexponential case only )

4, Decay model (exponential case only),

5. Lake pollution model (with constantseasennl flow and pollution concentration j,

i, Cnse of single cold pill and o course of cold pills.

T. Lamited growah of population {with and without harvesting)

B, Predatory-prey model (hasic volierm model, with density dependence, eTect of DT,
twi ey o predator),

%, Epidemic model of influenza ( basic epidemic model. contagious for life, disease with
Carriers).

[0, Bartle model (hasic batle model, jungle warfore, long range weapiis],

I, Pletting of recursive sequences

12, Study the eonvergence of sequences through plotting,

| 3. Verify Bolzano-Weierstrass theorem through plotting of sequences and hence identify
converzent subsequence from the ploc

14, Swdy the convergence'divergence of infinite series by plotting their sequences of
partial sum,

15, Cauchy’s root test by plaiting nth rools.

I, Any other practical designed by the faculty member based on recent advancesabesi
trendds

LLE
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FORMSESIST

Python Fragrnm;ing Credit03 | Contact | Marks: 75

Houwrs:45

Course Dverview

The course covers the various aspects of Pvihon programming, The course also covers direct
applications of Python programming in forensics.

Course Ohjectives

The course has the following objectives:

o Siudents will gain an idea of Python pregramming
o Smudents will learn and apply Python programming for many mathematical wnd logical
problems
o Students will have an understanding of concepts of object-oriented progremming using
Python
o Students will learn various applications of Python in forensics

Course Duteomes

A tter the completion of the course, the students wall be able to do the following:

Umii

C0: Deline and explain varioas concepts of Python programming
€02 Apply Python Progeamming on various mathematical and logical problems
C03; Nustrate Python Progmmming for forensic purposes
COd: Compare varions forensic scenario through Python programming
C03; Develop o Python framessork Tor & frensic problem

Course Content

Contact Hours

Unit-1

Tnfrodoctiom ts p}'th.m progrimiming

L

Python Features, History, Installstion Procedure,
variable, Kevwords, Comments, Literals Diata types,
Oiperators. Math Functions

Condifiona]  Staements: [ Statements.  [F-else
Staierments, Mested il-else Siatements

Looping: For Loop, While, Mested loops, Contral
Statement, Breok, Continue, Pass Exercises

09

Umit-11

Siring, List and Dictionuries

Sirings: Avcessing strings, Basic oporations, Siring
sliges, Functions and methods.

Lists: Basics. List indexing and splitting. Updating
List values, List Operations, iterating a List, adding
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elements o the list, Removing elements from the list,
Blaile-ise functions, and List methods.

Tuple: Creating a tuple. Tuple indexing and slicing,
Wegative Indexing, Deleting Tuple, Basic Tuple
aperations, Tuple mbuilt functions, List va, Tuphke
Set: Creating a ser. adding items w the se1, Removing
items firom the sot

Dictionories: Basics, working with  dictionaries,
accessng vialues m dictionaries. Coanting words
Functici: Writing functions in Python, Introduction,
defining & fanction, Calling function, Types of
functions,  Function - Argumenis,  Anonymous

functrons, Crladal and local variables,

Umit-1T1

File Handling

File Objects, File Built-in Functions, File Built-in
Methods, File Buili-in Auributes, Standard Files,
Command-Line  Arguments, File System, File

Exgoution, opening a file, Writing the fike. Read Lines
of the file, creating o new file, File Pointer positions, |
miodifving file pointer positions module, Creating the |
new  dirccwery, The dircewwy, The () method.
Changing the corrent working directory, Deleting
directory,

Unit-1'V

Dbject Oriented Programming

Introduetion, elass and obpect, Anribates, Inheritance,
Orverleading.: Cwerriding, Abstraction, Data hiding.

Processing files

Lmit-Y

Pylt_m;_ii'nrmﬂu

Why Python Forensics. Introduction. Cybercrime
Investipation Challenges, sefting up a0 Python
Forensics  Environment, Forensic Searching  and
Indexing  Using Pyihon, Forensic  Evidence
Extraction {(JPEG ard TIFF), Forensic Time, Using

Mol Lamguage Tools in Forensics,
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Suggested ReadingsReference Bouks;

1. Python Forensics A Worlcheneh for Inventing and Sharing Digital Forensic
Technulogy, Gary C, Kessler

2. Beginning Python Using Python 2,6 and Python 3.1, James Payne.

Beginning Python From Novice to Professional, 2 Edition, Magnus Lie Hetland

4. Core Python Progeamming (2nd Edition)

Lrd
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 FOR/DSE/S05P | Practical based “on | Creditziil | Contact | Marks:50
FORMSE/SO5T Hours:30

Course Overview

This is a lnboratory course based on Python Programming {FOR/DSE/S05T). The course
objectives and outcomes of this labosatory course have been added 1o the theory course, A

minimum of 10 practical has o be covered in the semester for successful completion of the
cilirse,

List aof Practical

(Minimum of [0 practical has e be performed for successful completion of the course)

[mstnlling pythion

Write o program in Python io display “Hello World"” siring on screen
Demonstrution of constant and variables in python

Dermonstration of operators in python

Demonztration of conditionnl statements in pythen

Dremonsiration oF ksoping in python {for, while, nested )

Function in python

Working with lists in python

4, Waorking with strings in pyvthon

14, Warking with dictionaries in python

Il Working with files in pythor

12, Python programming using object-orented concepts,

13, Any other practical desioned by the facalty member hased on recent advancesdstes
trerids

el T LA A= e Bl =
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FORDSESI6T Bivchemistry Credit:03 | Contaet | Marks:75
Hours:45

Course Overview

The course covers the basic concepts of Biochemistry, including the metabolic processes of
carbohydrates, proteins, [ipids. and nucleotides.

Course Dbjectives

The course his the following objectives:

o Sudems will gain the concepis of cataboliam and anabolism, and the mechanics
invedved in these neactions

o Stodents will learmn an overview of different pathwiys of carhohydrate metabolism

o Students will have an understanding of the formation and fate of amino acids, proteins,
andd nuclectides in the body

« Students will understand the biosynthesis and regulotion of lipid malecules in the body

Course Cluteomes
After the completion of the course; the students will be able to do the following:

s OO Define and exploin various concepts of Biochemistry
o COX Apply various technigues for the estimation of biomolecules

s C03; Analysis of biomolecules qualitatively and quantitatively
s U0 Comipare various biomobeciles
o CO5: Develop a forensic framewaork for metabolism
: llull T ] Course Conftenl | Contact Hours |
Unit-1 | Metabolism | o9 '
s Hasie concepls of  Metpbolem: Cﬂt‘ll..""l.'l‘.'l-i. of
cutabolism o anabolism: metabolic  strilegics,
organizition, clustering al ENZYImes,
Thermodynamics,  Repulation  of  Metabolic
Pratlwearyvs: energy change, phosphorylation potentiat,
cte, Vitamins: Types, deficiencies,
Unit=11 Carbelivdrate metabolism L1
o Dark reactions of Photesynthesis: CO2 fixation: C3,
C4 and CAM pathways, Cyvclic  overview and
peactions. Glyeolysis, pemtose phosphate pathway, |
Krehs evele, Electron transport chain,
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ghuconeopenesis, glucuronic ul:i:l_pm'lwn}'. Metnbolic

sources of acelyl Cod, Glvosylaie cyele,

Unit=IT1 | Protein Metabolism 09

®  Profein Structiure — Primary, Secondary and tertiary
structure. Reactions -Teansamingtion, deamination,
Fate of aming acid skeleton. ures eycle, precursors for

compounds other than proteins

Unit-IY | Mocleatide Metabolism 5]

= Salvage and de-povo pathways of purine amd
pyrimiding nuclestide hiosynthesis, Formation of
demoovribonucientides,  the  origin - of  thymine, [
Bicsynthesis of Mucleotide cocnzyimes, Mucleotide
degradation: cufabolism of purines und pyrimidines.
the fale of uric acid.

Umig-¥ Lipid Metabolism | (2]

s Lipid biosynthesis, foxidotion of saturated and
unsaturated fatty acid wnd its regulation, Significance
ol kietpne bedies, Biosynthesis of palmitate and its
regulation, Mitschondrinl and migrosomil pathwiys
of chain elongation, long-temm dietaey changes, and
emeyme  level. Metabolism of  cholesteral:

Biosynthesis of cholestersl ond its  repulation,

liptiprastenn metabolism

Suggested Readings/Reference Hoolks:

l.

i

Biophysical chemistry Principles and technigues: Avinash Upadhyay, Kakoli
Upadhyay and Mirmalendu Math,

Instrumental Methods of Analysistth Edition, (19863 H.H. Willard, 11, Merriti e,
andothers, CBS Publishers and Distributors,

Instrumental Methods of Chemical Analvsis. (1989 Chatwal G and Anond, 5,
HitalrvaPubkhahing Hoase, Mumbai,

A Biologists Guide to Principles amd Techniques of Practical Biochemisiry,

(1975 Williams. B.L and Wilson, K.

Page 15 of 262



5, Spectroscopy. (Vol. 1) Edited by BB, Straughan and 5. Walker. Chaprman and
HallLd.

., Gel Electrophoresis of Proteins- A Practical Approach: Hanes.

7. Chromatography: Concepts and Contrasts- 1988 by James Miller, John Wiley and
Sons, Ing. Mew York.,

B, Analytical Biochemisery: Helme.

4, Inroduction to High Performance Liguid Chromatography: R, 1 Hamilton and I A.
Sewell,

10, Spectroscopy: BP, Straughan and 5. Walker

|1, Practical aspects of Gas Chromatography and Mass Spectrometry {1984) by
Giordonbd Message, John Wiley and Sons, New York,

[ 2. Gel Chromatography by Tibor Kremmery.

13, Principles and Techniques of Biochemistey and Molecular Biclogy: Edl, Keith
Wilson, John Walker

I4, Understanding enzymes Ind ed, (1991 ) Trevor Palmer, Prentice Hall

15, Enzyme structure and mechanizin: Alan Fersht.

16 Methods in Eneymology: 5, Berger, A, Kimmel.

1 7. Fundomentals of Enzymology: M Price. L. Stevens,

ER. Immobilization of Enzvmes and cells, Gordon Bickerstnll

Page 36 of 262



FOR/DSESO6P | Practical hased om | Creditz 0]
FOR/DSE/SNET

Hours: 30

Comtact I Marks: _,
|

Course Uverview

This is o labortory course based on Biochemistry (FOR/DSESDAT ). The course objectives
and outcomnes of this labormtory course have been added to the theory course, A minimom of
10 practical has to be coverad in the semester for successful completion of the course,

Pructi
{Minimum of 10 practical has (o be performed for successful completion of the course)

pH. Buffers, Buffering capacity

To perform serum electrophonesia.

Estimation of Amino Acid { Tvrosine)

Estimation of Mitrogenous Base (Guanine)

Detection of pheny lketonuna

Study of UV absorption spectrnvcol macromolecules (protein, nuckeic acid.

hacterial pigmentss,

7. Separation of bacterial lipidsfamine acida/sugars/organic acids by TLC

8. Quantitative estimation of hydrocarbons/pesticides/organic Solvents imethane by
Cias chromalography,

Y. Separation of serum prodein by horieantal submerped gel electrophoresis,

10 Separation of heemoglehin by gef filirafion,

I 1. Specirophotometric analysis of dispersible tablets (Paracetamaol, dispirin, eic),

I 2, Effect of temperalure on enzyme aetivity

I3 Effect of Substnile concentmtion on enevme activity (alpha amylase. stanch
|1].ld.|‘1.'l|}-555. Sumners methed ) Profeases {Hny:n'; method)

L4. Effect of pH on Enzyvine activity

| 5. Effects of cofaclors on rate of enzyme activiey (Calcium fons with amylase)

|6, Dermonstration of catalase, papain.

I T, Chemical estimation of milk protein - Casein

| &, Microscopic detection of Fat globules for milk

|9, Detenmination of K and W mas,

2k Any other practical designed by the feeulty member based on recent

advances/Tatest trends

e L
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FORMSESETT

Inorganic Chemistry Creditz03 | Contaet | Marks:75
Hours:45

Course Dverview

The course covers the basic concepts of Inorganic Chemistry

Course (hjectives

The course has the following ohjectives:

Students will gain the conoepts of spectral methids of analysis

Swdents will lesm synthesis methods, properties. and applications of various metal

carbonyls

Swidents will have an undersianding reaction mechanism of transition metal compleses
s Students will understand the concepts of metal-ligand equilibria in solutions

Course Ootoomes

After the completion of the course, the students will be able 1o do the following:

CO: Define and explain various concepts of inorganic chemisiry
s (02 Apply chemistry and reaction pathway mechanism in metal carbonyls correlation

with biolegwal syslems

C03: [llustrate application of inoeganic chemisry in forensics

CO4: Compare varous race metals in biologionl systems

e (05 Develog o framewark for chemical analysis of forensic Sample

mit

Ceopirse Content

Contaet Hours |

Unit=1

General introduction of specival methods of analysis

Charnclerimiion of electiomagnetic mdintions, Kegions
of the specirum, Interaction of radintions with mattar-
phaorplion,  emission,  tmnsmission,  rellection.
dispersion, polarization and representation of spectra.
hosie ehemenis of practical spectroscopy, reacdving
posier, signal 1o noise ratio. Uncertainty refation and
ool line widtl, natural line broadenimg. infensity o
spectral  lines,  energy  levels,  sclection  rules,

components of spectrometer and their funet ions,

L3

Unit-11

“Chemistry of Metal Carbonyls

Classification,  Chemisiry  of  carbomyl  group
Prepuration, properies, straciures, and bonding in -iren
carbonyls,  WigCd,  ColiCoNE,  MeZ{COl0
CoCo6, MorCon asd WICO)0, CodtC)I2 aml

ik
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WICOHR EAN rule applied 1o these carbany s 5irschines
of mixed carbonvis of transiticn metals and EAN rule
npplicd to these carboiyls. Preparations of carbonyl
halides

Unit-I1l

Reaction mechanism of transition metal complexes
o Chassifeation of inorganic reactions, Higamd substintion
renction and the ir mechanisms of octohedral compleses,
Acid hydrolysis, factors affecting the acid hydrolysis,
Base hydrolysis. conjugate base mechaitisim, Eleciron
transter reacibon: mechonsm of paer ond outer sphere

electrom transfier reactions in octahedral complexes.

0%

Lrmin-1'V

arem——

Mletinl Hgand equilibrin in solution
e [efinition of stability comstant, step wise and overall
formation constant. factoss affecting the sabiliy of
mictnl complexes with reference to the natune of medal
o nnd Hgand. Detenmination of formation constanl for

binary consplexes using pH-meric technique.

1H

Uiy

Innrganic chemistry n bislogieal systenis
e Essentlal and troce ¢lements i binlogical systems and
thew  functions, strucirs  and  function  of
metslloporphyeins,  Haemoglobin,  cytochrome  and
hemaocyanime.  Eleciron  (runsfer, Respiration  and
photosynthiesis reaction, Metal deficient discases of Fe,

Zn, Cu pnd Mnoand their therapy.

Suggestod Rewdings/Reference Books:
I, Concise vorganee Chemsiry, 1, D, Lee,

pa

ook

Inorganle Chemistry, ). E. Hubey and Keiter B L
Symimetry and Specirascopy of Molecules, K. Veera Reddy,

Symmetry and Gooupr theory in Clhemisiry, B, Areia

Giroup Theory and symomerry i Cleemistey, Gurdeep Baj. Ajay Bhagi and Vinod Jain,
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f
1
8.
g

Mechaiism of Inorganic Reaction, 11 Edn, Fred Basoby and B4 Pearsaoans.

Selected Topie i Inorganic Clhemistry, Wabid U, Salik, GO Toli and B.DoMadan.
Advanced Inorganic Chemistry, FA.Cotton and Wilkinsen,

Advanced Inorganic Chemistry, Sagyaprakash, G0 Tuli. 5. K. Basu and R 1. Madan.

10, Advanced Inosganic Chemistry, Yohieme §and [T Gurdeep Raj,
11. A Textbook of bioinorgans: chemmistry, A K. Das

L
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FOR/DSESOTP | Practical Lsedld o | Credit:01 | Contact | Marks:50
FORDSESANTT i Hoars:

Course Overview

This is & laboratory course based on [norganic Chemistry (FOR/DSE/SOTT). The course
vhjectives and outcomes of this laboratory course have been added o the theory course. A
minirmum of 10 practical has to be covered in the semester for successful completion of the
WL,

Practical
(Minimum of 10 practical has to be performed for successful completion of the course)
L Preparation and estimation of percentage metal lon present in metal complexes,
I T Coll=MO I HO
2. MO weneh
3 Cis-K]Cr T HOhe]
4, [Mndacacis)
5, Ka[FeiCa0uy]
B Hae[(Cod SCN |
T CoilNHmCh
B [CofllIWNO: g NH ] Ol
9. [ NI (NHllC s
11, Separathon and estimuiion of amoeent of metal ions from ihe following mivioee
solutions
L. Copper- Nickel
. Michel- e

B

3. Troni- Magnesiiom

i, Any other practical designed by the faculty miember based on recent
advancesdatest (rends

L L]
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FORMSESKET Insurance Forensics-1 Credii:03 | Contact | Marks: 75 |
Hours:43 1

Counrse Ohverview

The course covers the basic concepts of insurance, insurgnce fraud. and its investigation.
Course Dbjectives

The course has the following objectives:

Students will gain the concepts of risk and risk assessment
Students will keam an overview of insurance and its types
Smdents will have an understanding of insurance regulatory authorities and legal
Tramework
s Spudents will understand the concepts of research in the insurance sector

Course Chaboomes
ATier the completion of the course. the students will be able to do the following

CO1: Define and explain varioes concepts of risk. insurance and insurance [rad
C02: Classify various insurance frauds

CO3: Analvze insurance feauds critically

s 0 Compare various imsurance claims

& OO0 Present jhe selentilie evidence in the courd of law

Unit Course Conteni Contact Wonis

Unit-I | Introduction to Insurance Sectar L

e Terms involved in the insurance scctor: insurer,
insured. investigalor, surveyoe premiwm, sum
psured,  Close  Proximity.  Floater  Palicy.
Endorsement, Covernge, CUlunses, e,

o Risk: types of Risk, managing risk, sources and

mensurement of Bisk, risk Evaluation and Predietion

s Meaning of Actuary, snd Actuarial Science.

#  Maure of Insurance Contract, Principle of Liimost
Good Faith, Inserable Interest, proximity couse, legal
Aspects of lnsurance Contract

o Copcept of  Insurange, ™eed for  Insuronce,
Endowment — Types of Insurance Life insurance —

Ciencral lisurance.
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*  Types of general insurance — |, Maotor Insurance (2
wheelers, 4 wheelers, excavators, JCBs and other
sich vehicles), 2. Mon-motor Insurance | Propeny
Insurance due to Tire, thell, nowral colomity etc),
Health Insurance, Marine Insurance (Ovnership of
stocks, customs policics eic),

“Unit-IT

Insurance Frawds-1
# Regulation of Insurance i India, Control of
Malpractices. Negligence, Computation of Insurance
Premium

= Background of the Frouds in Insurance seotor, tvpes

of People commit insurance frasd (onzinized |

eriminals, professionals and technicians, ordinary
peaple}

*  Classification of Insurance frawds. Tvpes of Insurance
Fraud { Application Froud, egitimate Denial Fraud,
False Claims Friud, Faked Desth Fraud, Inflation
Fraud. Forgery and Identiy Thefi Fraud, False Police
Reporsl.

Unde-111

Insurance Frawds -11

8 Frauds o General Iosurance  companies, Fraud
Seenorios, Key Statistics in Insurance Fraod, Anti-
Frovd Policies, Frawd Monitoring Function

#  Money Lavndering in [nsurance seclor companics,
Money Laundering Methods in the Insusinee Sector,
Anti Money Laundering in the Insurance Secior,
Duties and Responstbiliies for AML Compliance,
Due Diligence for [nsurance, Early waming signals
of Tnsurence sector frauds, Fraud Risk Management

in Inclia. Purchase of multiple policies

04

Unit-1V

Insurance Fraods-111
o Introduction o reseoarch in Insurance Frouds, types of

Rescarch methodology in Insurmance frouds, (cese

Lk

il
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l

study, data  collection, preparafion of research
imvestigation plon, preparstion of gueslioinaines,
personnl inberview amd interrogations. search of
phivsical and digital evidence, OSINT, Daty mining,
evber investigation, response collection, dat analysis
of survey response. Fraud reconstruction, setting up
the Special Investigation Lnit, Research on Insumnce
fraucis,  [ovesligation  techniques,  Prevention

technigues

LIFTTIER S

Introduction fo [nsarance Fraud Investigation

Overview  and  purpose  of  insurance  frawd
investigation

Rale of Insurnce Fraud Investigator
Importance of Insurance Fraud Investigation

e coue of ethics

Imsurnnce Frawd Prevention Model Act

Legal  framework  goveming  insurance  fraud

investigation

Suggested ReadingsHeference Books:

|
2

A

4,

Insurance Industey in Inde: Features, Reforms ond Outlook Ums Marang

. GEMERAL INSLRAMNCE WORKBOOR: Saragwari Sankar Madhor Shama A, M,

Kaikini

Insurmrce Fraud Cosebook: Poying a Premium for Crime by Laura Hymes Edited by
Joseph T, Wells

Inguranee Fraud Handbaok by JAMES E, WHITAKER, CFE, CPR PCL, CIFI

Wi
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FOR/DSESORP

Practical
FORMSESORT

based

Credit:(1

Contact
Huomrs: 50

Marks: 50

Cairse Dverview

This is o labaratory course based on Insurance Forensics-l (POR/DSE/S0RT) The course

objectives and cutcomes of (his labemtory course have been added 1o the theory course, &
mininium of [ proctical has o be covered in the semester for successful completion of the

COALTSE.

List of Practical

(Minimum of 10 pritical bas o be performed for successful completion of the course)

P e e

Experiment on Evalision amd Prediction risk of {insurmee|

Experiment with the Principle of Ultmost Good Faith

Compatatcon of [nsurance Premiam

Experiment (Estimation of Eorly warning sigaals of Insuranee froud) predictive
imetlyinds

Experiments on methods and fechnigues of Due Diligence,

Working on dilferent canses of lossin a fire case

Experiment on research methods ininsuronce froeds with cose dota
Experiment on insurance (raud dota amlysis,

Practical om OSINT Tools in Insursnce Investigation

Praciical on iools and iechnigues in insurance data mining

Recovery of evidence related 1o insurmnee frvuds {[Digitsl means)

Recowery of evidence related 1o insumince frsuds {physical means)
Examinlion of signatere of insurance baarer for genuineness

Examination of phoiographs of dead/ive client

Examinmtion ol vaice of the person claimed 1 be call Trom insurinee company
Examination of Handwriting of insurance bearer

Amy other practicnl designed by the faculty member based on recent advances/!
latest trends
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Research Methodology

TFOR/RM/S09 | Research Methodology and | Credit:id | Contact | Marks: 100

Statistics Huours:ll

Cowrse Overview

Research s an imporant aspect of the ocademic growth of an individual, Research means
contributing something new to the existing stock of knowledge. In addition 1o the general
somponent of research, what is important is a validation of data and iis anplysis, Stafistics helps
to collet, present, analyze, and interpret the data collected during the reseasch. Combining
hoth components, the course has been desigied 1o give the complete iden of scientific pesearch
arvd its statistical analysis,

Course Objectives

The course has the following ohjectives:

To make the students wwire of the concepts of research

To facilitate the students w0 make & rescarch plan

To enahie the students te do scientific wiitings

To enable students 1o apply statistical methods in their research
To enable students 1o design their research mehods

Course Chatoomes

After the completion of the course, the students will be able 10 de the following:

€01 Explain the concepts of resesrch process, writing of ressarch.  bosies on
deseriplive statistics, basics of inferentinl statistics and probabificy

02 Fxecuie literature review, select research problem. formulate hypothesis. colleet
dita. amalyze the data and test the hypothesis.

CO3: Draw connections between various idend presented in a resenrch articlejoamal
and buook.

CeM: Author maoster disseration, vesearch paper and present the findings in o
conlerence,

5 Apply siatistical tools o caleulate central tendency. dispersion and higher
stalistics.

CO6: Test the hypothesis for both small and large samples,

L it Course Confent Contact Hours |

" Unit-1 | Fundamentals of Rescarch 12 |

s Introduction o research methodology, definition and
hasic concepls of rescarch. objectives of research,
motivation behind o research, (ypes of research,
research process: defining reseurch problem, review
the literature, tormulation of hyvpothesis. resenrch
design, eollection and analysis of dofa, interpretation
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and writing a reporl. Criteria for pood resesrch,
measuring research impact and qualiy: JCR report,
impact factor and citation index, ethics and scientific

conduct, Ethics in human and animal studics,

Unit-11

Writing and Fresenting Research

Umit-101

Componenis of rescarch paper: the IMBAD system,
fitle. puthors  and  nddresses.  abstract.
scknowledgements,  refierences,  tables  and
iHystration; preparation for publication, submbssion
of manuseripl, publication processes; presentation of
research: oral and poster presentations, presentation
and submission of research proposals to the funding
fpEnies,

A beiel iden about funding agencies For research angd
development: UGC, CSIR, DFSS, DST. [CMR.
BPR&ED. DBT, BARTI

Plugiarism: Jdefinition, iypes, conseguences, G

regulalions,

12

Basic Concepts of Statistics and Data Analvsis

Basic definitions ond  applications  of  statistics,
sumpling: Representvive  sumple.  sample size,
sampling  bins  and  sampling  techniques.  Daln
collection and presentation: Types of data, methods
of collection of primary and secondary data. Methods
of datn  presentation-grophical  representotion by
histagram, polygon, ogive curves and pie diagram,
Measeres of cenral wndency: mean, median and
mode; measures of dispersion: range, mean deviation,
standard deviation, variance, quartile, standard esror
and  coeflicient  of wvariation; correlation  and
regression; positive and npegative comelation and
caleulation of  Karl-Peamon's  cocfMicient of

correlation. skewness and kurtosis.

12
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Unit-IV | Probability iz

s [ptodecsion w probabilivy theory, varous deflinitions
of probability. Basic terms: random  experiments.
event, trial, sample space, independent and mutuaily
exclusive events, exhaustive events: conditional
probahility, sddition and  muhiplication  theorem,
Bayves" theorem, likelihood ratio, and discriminating
power, Distribution of data; normal, binomial, and
Polsson disgribution,

Unit-¥ | Test of Hypothesis 12
o Introduction and concepts; test for small and Lirge

sumple: Z-test, t-test, chi-sguare test, F-test and
ANCVA,

o Software related 1o stanistical analysis

Sugzested ResdinpgsHelerence Books:

|, Fundwmentals of Statistics (2018}, 5 C Gupta, Himalaya Publishing Howse

1. Statistics in Binlogy, (1967 Vol, 12 Bliss. C.LK. MoGraw Hill, New York,

3. Practical Statistics for experimentsl biologist (19851 Wardlaw, A8,

4. Statistical Methods In Biology (2000): Bailey. N.T. I. English Univ. Mress.

5. Biostmistics « Tth Edition: Daniel

f. Fundamental of Biostatistics: Khan

7. Bio-statistical Methods: Lachin

&. Stutistics for Biclogist { 1974 ]: Campbell B.C. Cambridge

7, Research Methodology Tools and Technigues: H.C Purohit

14, Research Methodology: An Introduction: Wayne Dean Goddard, Stuan Melville
11. Research Methodalogy for Biological Science: Gurumani N Guramani

12, Research Meshodology- G.R. Basotia and KK, Slarma.

13, Research Methodolopy- C_H. Chaudhary, RBS A Publication

|4, Research Methodology: An Introduction - Wayne Goddard & Stuart Melville
1 5. Research Methedology - Ranjit Kumar

| 6. Research Methodology: Methods & Technigues - Kothari, ©. R

daw
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Semester-11
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Detailed Curriculum of Semester-I1
Discipline-Specific Core Courses

FORMNLSSNT | Advanced Forensic Science-IV | Credit:dd | Contact | Marks: 75
Hours:43

Course Overview
The course covers basic concepts of oxicology. noreotics, explosives. and arson cases,
Course Ohjectives

The course has the following objectives:

o Students will gain an idea of petroleun, petroleum product. and arson
»  Spucdents will leam and analyze the various drug of abuse
o Swdents will have i understanding of various paison and their loxicological analysis
o Students will learn types of explosive and their analysis
Course Dutoomes

After the completion of the course, the students will be able 1o do the following:

= C01: Define and explain various concepts of arson, explosive, poison, and drig of
abise

o 02 Apply various scientific techniques for arson, explosive, drug. and poison
amalysis

o C03: Annlvee virous biologicol matrices for oxicologienl analvsis

s 0 Compare chemicnl constiluents o drig

s CO5 Reconstruct the erime seeme of arson and explosion chses

Umit Course Content Caomtact Howrs

Unit-1 | Arson and Petroleam products investigation 09

»  Introduction and scope of Forensic Chemisiry

o Petrolaum: Origin, composition, fractionation

& Petroleum products: Introduction and propertics

e  Testing of petroleum products: Analysis of petrol,
kerosenc, ond diese! as per BIS'ASTM specifications

» Chemistry of fire: Light and flame. wriangle of fire,
combustion reaction, fire behayvior, fire teirahedren;
Stages of fire. Fire paiterns; determining origin and
cause of fine

= Firg/arson scene investization

»  Anmalysis of fire/arson debris

Unit-Il | Drags of Abuse &)
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S

adddiction

Classificasion of drug of abuse: depressant, stimulant,
and hallucinogens

Depressants; opium and opioids, barbiturntes. and
Bensodiseepines; Stimulants; cocaine, micoding, and
amphetamines; Hallucinogens, cannahis,
phencyelidine, and LS50

Methods of extraction of drug (acidic, basic, and
neutral} from biclogical matrices such as bloed,
urine, splivi, vomit, pnd viscent.

Preliminary and confirmatory analysis of drugs
Forensic examination of rap coses

Unie-111

Forensic Toxicology-1

Introcluction and scope oF Forensic Toxicology
Clussificution of poisons

Dhagnosis of poisoning in living and the dead
Collection,  hamdling  and  preservation of
toxicologicol samples, interpretation of wxicological
findings and preparafion of reports

Extraction; Introdustion snd Tundamental principles
of extraction

Imroduction 1 Solid-liguid extraction, Liguid-Ligquid
cxiraction (LLE), Solid Phase extraction |SPE), Solid
phise  micro=extruction  and  Supercritical  Fluid
Extraction

Metallic  podsons: Extraction and  solation of
metallic poisons from vorious biokogical matrices and
their subsequent identification.

a9

Unit-1V

Forvensic Toxieology-11

Ligoors: Intreduction, classification of commercial
liquisrsicountry madefilicit liquor, origin of liguors
Manufacturing  of  liquors:  Fermentation  and
distillntion methods {pot still and continuonos stillj
Liguor analysis: Analysis ol lquors according o BIS
specifications

Analvaiz of ethyl aleohol, methyl aleohol and
dennturonts in beverages, liguor, biological {luids
ihlood and wrine): Color tests, GO, Headspace-(3C,
and GC-MMS methods
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= Breath avalveer: Principle, mechonism, types of
bresth analyser, blood-aleohol sample collestzon and
preservation

# Plant pobons: [ntroduction. sctive  constitusnis,
signs  and svmploms,  fafal dose, fatal  period,
postmortem appearance of the Mewrodic, Cardiae and
[rrifant poisons

e Extrugtion and sieipping o planl poisons from
various modrices and their identification using color
tests and instrumental technigues

Unit-V | Explosives "

s Explosives: Introduction, classification, chemistry of
explosives; deflagration and detonation phenomenon

s Explosion process

s Charseteristics of low and high explosives

o [Improvised  Explosive  Devices  ([ED)  and
Pyraiechnics

s Counfry=made bombs

o Forensic  examination ol explosives:  Specific
approach 1o the scene of ciplosion and analysis of
exptnsive residues

Suggested Readings/Heference Books:

-y
=

i

e Bl

el

11,

12

Saterstien: Forensic Science, Handbook, el T 10 & [ Prentice Hall Ine, UisA Yinon
Jitrn [ 1993)

. Mathew E, Johll (2009) Investigating Chemistry: A Forensie Science Perspestive

Saferstein (1976 Criminalistics.

Modern Methods & Application in Analysis of Explosives, loln Wikey & Soas,
England

I A Seegel, T Saukko (20060 Eneyelopedia of Forensic Sciences Vol 1, 11 and 171,
A, Press,

bloftar, AC, (Edippr) : Clark’s Isolation and Identification of Drugs. 1990,

Suzanne Bell (2009} Drugs, Poisons, and Chemisiry.

DF5 Manuals of Forensic Chemistry and Norcolics,

Modi's Medical Jurisprodence and Toxicolagy-23rd Ed, Pubhisher-Lesis Mexis Buter
worths Wadhwa,

Parikh’s Textbook of Medical Jurisprudence, Forensic medicine and Toxicolsgy- €. K.
Parikh. CBS Publishers and Distributors.oth Ed.

CAnil Aporiwal, Esennals of forensic medicine and toxieslogy. Avichal publishing

COMpany.
Casarett & Doll Toxicology, The basic Science of Poisons,

. DFS Monual Forensic Toxicology
3.

Clork. EAG.C Bsolotion and [deat Gention ol Dirugs, Yol Dand Vol 1T Academic Press,
London { 1984),

Analysis of Plant Poisons, D, M P Gouam.
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FORMEESOF | Practical based on FORMESSNT | Credieill | Comtact | Marks: 50 i
Hours: 20 |

Course Overview

This is a laboratory course based on Advanced Forensic Science-IV (FORMIS30TY, The
course objectives and outcomes of this laboratory course have been added to the theory course.
A minimum of [0 procticals has to be covered in the semester for successful completion of the
COurse.

List o Praciical
(Ainimumeof 10 practical has to be performed for successful completion of the course)

I, Determinotion of methanal and ethienol in alcoholic lguors.

2. Amnalysis of dve in petrol by LIV-Visible speciroscopy.

3. Analysis of aleaholic Hguor as per BES specileatians.

4, Chemical analysis of liquors,

3, Exwaction and detection of petrol, kerosene, and diesel in e debris by TLC,

6. Systematic identification of narcotic drugs and psychotropic substances by color tesi.

7. identificotion of drugs of abuse by TLC,

%, Estraction and identilication of seidic and basic drugs from biglogical mafrices,

9, UWMNiaible specirometric analvais of NDPS,

0. Systemiatic analysis of viscer wnd blood in case ol polsoning.

I, Extraction of poisons from hair samples,

2, Extraction and identification of metallic porsons fiom viscern using dry ashing
method Followed by Reinsch test.

| 3. Detection of metallic poisans in foodstuff,

14, Preliminary analysis ol explosion residues,

|5, Analysis ol explosive residues by spot ress and FTIE,

|6, Analyses of hand wash in trap cases by TLC and spectroscapy,

| 7. Extraction and identification of plant poisons from biological motrices.

I8, Any other practical designed by the facolty member based on recent advances/litest
trends
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FORMMISSIT

Advanced Forensic Science-V | Creditz03 | Contuct | Marks:75

Course Overview

Hours:45

The course covers basic concepls of forensic binlogy, serology, and lorensic medicine

Course Objectives

The course has the following ohjectives:

Conrse Chinteames

Stadents will gain an idea of forensic biclogy

Students will learn and analyre the serological samples
Students will have an understanding of various concepts of medicalegal analysis
Students will understand the concepts of DNA analysis

After the completion of the course, the students will be able 10 de the following,

s U0 Deflne and explain various concepts of Terensic binfogical sclences incleding
forensic medicine

s 02 Apply various biological techniques for forensic analysis

s {03 Analyvze biological matrices of forensic releviance
CO4: Compare propertics of varicus biological evidences

s (0% Reconstruct the crime scenaris based on biological evidences

L' nir Course Content | Contact Hours |
Unit-1 | Forensic Serology 3]
o Blood: History, compuonents. physiology, groups,
Identification Techniques: species of origin, blood
grodping from blood stains (preliminary dand
conlinmatory
s Semen: History, compenents, physiology,
Identification Technigues
o Saliva and other body Muids: Hisory, components,
I physiology, Identificotion rechniques
= Forensic application of serum protein and red cells
enEyme
o Biochemistry and genetics of ABO, Bh, M~N.
svstems, blood specific
s ABH substances, Lectins, and their forensic
imporince
Unit=11 Forensic Bislogy L]
»  |lair and Fiber: Wature, Morphology Type, Stncture,
Location, Collection, Examination and its forensic
significance.
s Pollens and Diatoms: Mature, Morphology, Type,
Structure, Location. Collestion, Examination, and
their forensic significanse,
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*  Fungi and other botanical evidence (wond): Mature,
Maorphology, tyvpe, Strecture, Location. Colleetion,
Examination. and their forensic significance,

Llmie-1001

Forensie DMA Fingerprinting

s DPNAD History, Sniclure, Cene, DNA a5 genelic
Marker, Heredity, Alleles, Mulstions, sic.

s [DNA Phenotyping: DNA markers RELP. RAPD,
YINTRs, SMP Auosomal - STH, Y-5TE,
Mimchondrial [ A,

s DA Profiling: Histery, DN A Becombinotion, DMNA
Extraction, amnd Cuontification; PCR. Forensic
signiliconce of DNA Fingerprint,

Unit-Iv

Foremsic Medicine-]

s Forensic Medicing: Background, Definition, Scope,
Incdion and global scenario of forensic medicing,

8 Death: Background, Definition, Types. Stages, Mode,
Monmer. Signs

w ot Miorem f.“h.ungﬂ:: [rmmed e SLOpLe L'rrtriFu.ul
syseem of life, Eoely: eves changes, Pallor Moertis,
Algor Momtia, Livor Moris, Rigor Moy, Lige:
Decomposition &amp; Puirefaction, Medico-legal
signs. and importanee of decomposition. Adipocere
formation, Mummification eic

#® Forensic Entomology:  Infroduction,  Insects  of
forensic importance. life cvele of the insects, forensic
significance of Insecis.

Unit=¥

Forensic Medicine=11

#  [njury:  Imteoduction, Definition,  Classification.
Medico-Legal aspect of mechanical injury; Abrasion,
Bruises, Laceration, Incised, Chopped, Stab wound.
Medico-legal napect of firearm injury,

e  Sexunl offences: Introduction, types: Impotence,
Rape, Wirginity and its medico-legal examimabon and
disputed unnaturnl sexual offences

#  Forensic Anthmopology: Human skeleton, [ypes of
hone, sirecture of bone, Forensic detesmination of
specics. scx. age, stature and individual identification
from Skelton remains.

o Forensic  Drentisiey:  Humin dentition,  Teeth
Structure, Teeth types. Ajge estimation: erption of
teeth  &ampy  Gustafson method,  Bie  Mark:
introducrion amd its forensic signification,

Sugpested Readings/Reference Books;

Appheation areas of anthropolagy by Anil Mahajan & Surinder Nath, Eelinnee
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Publishing house,
Physical Anthropology™ by B.R.K. Shukla & Sudhn Rastogi, Palaka Mrakashan.

. Introduction o Forensic Anthropology, Steven M. Byers. PearsonfAllyvn and

Hacon 2001,

. Foreasic  Anthropology:  Current Methods  and  Practice,  Angi M,

Christensen, Michalis W, Passalacyun and Eric J. Bartelink, Academic Press, LISA,
2014,

. Textbook of Forensic Medicine and Toxicology, Al Aggrawal, Avichal

Publishing Company, 2014,
Textbook of Forensic Medicing and Toxicology, Mageshkumar G Rao, Jaypee
Publishers, | 999,

. The essentials of forensic medicine and ioxicology, Dr. K. K. Noravana reddy,

Published by B Suguna Devi, Hyderabad.

Textbook of Forensic Medicine and Toxicology, D, ¥V Pilloy

Modi's textbook of medical jurisprudence and toxicology,

Forensic recovery of humon remains: archagological approaches, Tosha L.
DuprasJohn 1. Schulte, Sandra M. Wheeler and Lana 1. Williams, CRC Press,
LSA 200

Forenzic Dentistry, second edition, David B Senn, Paul G, Stimson

Bitemark evidences:colonsd alay and text, Robert B, Doron

An Introduction to Forensic Genetics, (2007); Goodwin William, John Wiley &
Sons Lid

. Fundamentals of Genetics 20048) Singh, 8.0, Kalvani Publizshers
15.

Forensic DA Typing: Biology, Technology, and Genetics behind STR Markers
by John M, Butler,

Fundamentals of Forepsic Science (20005, Max M, Houck, Jay A Siegel,
Academic Press Publishers.

Forensic Biology, 2 nd edition, Richard L3 {20133, CRT Press.

Forensic DNA Evidence .Iﬂ‘l.i.'l'l',!l’l.ﬂi.ll.lﬂl'l (2005), John bueckleton, Christopher M.
Triggs, Simon I, Walsh, CRC Press.

A Torensic DN A Biology laboratory manual (2013). Kelly M. Elkins, Elsevier (AF)

. Forenzic Biologay (2015%, Max M. Houck. Elsevier (AF)

Y L]

Page 56 of 263



FORMISSIP | Mractical based on FORMESSIT | Credit:01 | Contact Mlardes; Sl
| Hours:30

Course Overview

This is a laboratory course based on Advanced Forensic Science-V (FORMISSIT) The
course ohjectives and outcomes of this laboratory course have been added w the theory course.
Acminimam of 10 practicals has o be covered in the semester for successful completion of the
COLrss,

List of Practical
(Minimum of 10 practical has to be performed for suecessful completion of the course)

I. To perform precipitin test for species of origin determination.

2. Idemification of Blood group from the suspected blood stains

3. To determine blood growp feom varions body Nuids with Absorptien inhibition. mixed
agglutmation and ahsorption-clution technigues.

4. Microscopic study of sperm using compound micriscope,

5. Forensic examinotion of semen from stains of various surfaces.

b, Forensic exanminativn of salivioand its stains of varfous surfaces.

7. Forensic examination of wrine, fecal and sweat stains from various surfices,

B, Determination of aze. sex. race and stabure from the skeleton remaing,

. Estimation of age on the basis of eruption of teeth and Gusiafson method.

0. Classificarion of dental numbenng system

1, Forensic examination and comparison of bite marks on different surlices,

12, Preparation of human DA identification: cell breakoge, Removal of protein,

13, Removal of BN A, Removal of DNA, Concentristion of DRA.

14, Determination of purity and quantity of DMNA,

15, Seporugion of m-DMA from different sources,

I8, Detection wnd identification of DN A by different methods: staining method ete,

17, Fowensic identification ond comparison of humen hair,

I8 Forensic identification and comparison of nptursl and man-made fibers,

1% Extruction, comparison and identification of poften from different soues,

20 Exrraction, comparison and identification of diatoms from Bones, water samples,
aher biological evidence.

21 Forensic examination of fungi

22, Any other practicyl designed by the faculty member based on recent pdvances/latest
trends
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FORMISSIT | Advanced Forensic Science-¥VT | Credit:03 | Contaet | Marks: 75

Hours:ds

Course Overvliew

The course covers basic concepts of forensic digital and multimedia sciences,

Course Ohjectives

The course bas the following ohjectives:

Studenis will gain an idea of the hasics of computers and compauler operalions
Students will leam about compater erime and handling crime seene related to computer
Crimes

Stedentz will have an understanding of tools and wohnigues used o analyses computer
crrmes

Students will understand various mullimedia evidences

Students will lenm the biometrics and its applicability

Course Oulenmes

After the completion of the course. the students will be able o do the Following,

w  CO0: Define and explain basics terms of digital and muliimedia sciences
w®  C02 Apply various tools and technigues o handle digital evidencies
w  C05: Analvze digital evidenoes
¢ CO4: Compare intrinsic and extrinsic tmees in various digital evidences
o 05 Heconstruct the erime scenario based on available evidence
Umit Course Content Contact Hours
Unit-l | Foundation ts Digital and Multimedia Sciences i)
+  Basics of computer operation, hardware, and
sofiware
*  Mumber svstems: binary and hexadecimal
¢ Types of memery ond storage of doia
s [lle syslems
#  File extensions and fle sipnatures
*  Pasics of computer retworks
Unmit-11 Baxics of Digital anil Multimedia Sciences o9

= [niroduction to Dhigital evidence and Digital
Forensics
& Computer erimes and their tvpes

#  History and terminology of compuler crime
imvestigation

=  Handling the scene of erime In computer-related
crimes! steps. evidence collection. 2nd
reconstruction
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A briel introdoction 1T Act and admssability of
electronic/digital evidences

Unit-ITT | Towels and Technigues LR
o Memory Forensics: iools and rechnigues
& Forensic. Examination of Window Systems

*  Forensic Examination of Linux and  Macintosh
System

¢ Forensic Examination of Computer Networks
*  Mobile Forensics: tools and techniques

Unit-IV | Multimedia Forensics ]
#  [ntroduction to mualtimedia forensics

¢ Basics of sudio, video, and image

o Manipulation techniques for asdio, video, and image

o [Detection wehnigues . for manipulation o audie,
video, and image

e [Dhevice recoznition from mirinsie tmees

o CCTVY footage and its analysis

U miit= HBinmotrics (13
= Intreduction to the biomeiric ond biometnic svstem

* A generl overview ol components and working of' a
Bionmetric system

s Physiological biometrics wnd svstem: (Tngerpring,
fuce, irs, palm print

o Belaviowrs] bomeincs and system! voice, signature,
pait

s Soft biometrics

s Multi-bioméiric system and security issues

Suggested ReadingsReference RBooks:

1. Eoghan Casey, Digieal Evidence and Compater Crime; Forensic Science, Computers

and the Intemet. Second Fdition, Academic Press, 200k

Eoghan Casey, Digital Evidence and Compaler Crime; Forensic Science, Computers

and the Intemet, Third Edition, Academic Press, 20010

John Semmons. The Basies of [Ngial Forensics, Syngress, Elsevier, 2012,

Marjie 'T. Britz. Computer Forensics and Cyber Crime, Pearson, 2013

Stephen Pearson and Richord Watson, Digital Triage Forensics: Processing the Digtal

Crime Scene, Syngress. Elsevier, 2000

Briun Carrier, File Systems Forensic Analvsis. Addizon-Wesley Professional, 2005

7. Gerard Johansen, [Ngial Forensics ond [ncident Response: A practical guide to
deploving digital forensic technigues in response i eyber security incidents. Packl,
2007,

fua

e

o
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8. Anil K. Jain, Arun A, Ross and karthik Mandakamar, Introduction Bimﬂe:ri-:a..
Springer, 2001,

9. Ruud M. Bolle, Jonathan H. Connell. Shoruth Pankanti, Malini K. E'.hthl.mtl mﬂt‘ﬂk .

W, Senior, Guide 1o Riometrics, Springer, 2004,
10. Antheay TS, Ho and Shajun Li, Handbook of Digital Forensics and Muhimedia Data
and Devices. John Wiley and Sons, 2015 i
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FORMLISSZE | Practical based on FORMSS2ZT | Credit:0l | Contact | Muarks: 50

| Hours:30

Course Overview

This is

i laboratory course based on Advanced Forensic Science-V1 (FORMIS32T), The

course ofjectives and outcomes of this laboratory course have been added to the theory course.
A minimum of 10 practicals has to be covered in the semester for successful completion of the

COUse,

List of Practical

(Minimum of 10 practical his 1o be performed for suecessful completion of the coarse)

LA e Lk bd =

R =

o,
i
1,

12

13,

Retrieval of deleted data from the various memoery devices
Calculating hash value of a given fileffolder/dise
Ketrieval of deleted data from mobile devices
Examination of seurce of email

Examinution of various logs of 8 window system
Exaimination of variods logs of & Lines system
Examination of various logs of @ Macinmosh system
Examination of o network 1o check its valnerability
Examination of o crime scene in case of a digital erime
Compaie facelivisTingerprintyoice for their orgin
Examine the puthenticity of an image'video/audio
Enhancement of COTY [botage

Any other practical designed by e faculty member based on recent advancesTutesi
trends
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FORMLSS3IP

SKIPractical-Bused Activity-11

Credit:02 | Contact | Marks: 50

Hours:ai

Course (Overview

T conirse has been designed ww let the students acquire skills in hisMer area of interest. As the
aim of the course is to develog skills, the students cun choose any cae group of activities, which
can be conducied under the guidance ofn teacher. Al the end, the student has 1o prepare @ report
on the skill acquired listing the practical work carried out throughout the semester

5N Cinli Mame of the course Credit | Contact | Marks
Huours
1 | FORMISS3A | Skill based on Forensic Physics -1 02 iyl 50
(]34
2 [ FORMI/SSIB | Skill hased on Digital Forensics-ll | 02 | 60 50
_ OR
3 | FORMIGSIC | Skill based on Forensic Biology 1| 02 [ 60 | 40
OR
3 | FORMIESID [ Skill based on Forensic Chemistry-Il | 02 | 60 50
L4114
5 | FORMISSIE | Skill based on Questioned Document, | 02 ] 'l 50
Fingarprint, and Bismetrics-11
TFORMI/SEE3A | Skill based on Forensic Physies-11

Credit:02 | Contact |murhs:5u
L

Hours:60

List of activitics

Forensic Physics and Ballistics

*  Ulse concepts of maleral sclence in various forensic problems
o Any other problem identified by the students

L]

FORMIAS3RE | Skill based on Digital Forensics-T1

Credii:02 Contact | Marks:50

Hirrs: il

ol villes

Study (thes systems of mobile devices
Any other problem identified by the students

OR
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FORMJ/S53C | Skill based on Forensic Blology-11 | Credit:02 | Contact | Marks:50
Homirs; 60

List of setivities
*  Anelysis of & genetic material

*  Any olher probiem identified by the students

O

mmmmmnjskm based on  Forensic | Credin:02 | Contaet | Marks:50
| Chemistry-11 Hours:60

List of activitics
#  Orrganic analysis of an unknown material
® Any olher problem identified by ihe studenis

OR
FORMISSIE | SKill  based on  Questioned | Credi02 | Contaet | Marks:Si)
Documents, Fingerprints  ani Hours:60
Biosmietrics-11
Lis iviti

»  Exploring methods For insurance fraud investigation
& Any sther problem identified by the students
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Discipline-5Specific Elective Courses

FORDSE/SST | Materdal Science and Forensie
l Engineering

Credit:0d | Contact | Muarks: 73
Hours:45

..... 2z

Course Chverview

The course covers a few topics of material science and their applications in forensics. |1 covers
topics on Forensic Engineering and its applications in solving real crime scenarios,

Course Ohjectives

The coirse has the following objectives:

®  Studenis will gain an idea of erystal geometry and the strucmral analysis
Stwdents will learn about engineering and taggant materinls
& Students will ave an understonding of concepts of nanomaterials and their applications

in forensics

s Stwdents will learn analysis of building and other engineering matesiols

Coarse Dutceomes

After the completion of the ¢ourse, the students will be able 1o do the following:

o OO Define and explain concepts of various engineering material

o OO Apply concepis of nanoscience for forensic applications

& C03; Corelete various variables for identification of forensic material

& COE: Commpcre constimenis of building magerial for their identilicstion

# U005 Create a framewaork for forensic analysis of mlerials

Uit Course Content | Contaet Hours |
Unit-1 | Crystal Geometry awd Structure Analyvsis 09 |

Dverdew of space lamtice, erysial structure, and unit
cell,  Bravals  laftices,  symrmetry  in crystals,
caleulations of parameters (unit cell volume, number
of atoms per unit cell. co-ordination number, atemic
radivs, packing froction, void space. density of
erystaly of SC, BOC, FCC and HCP structures.

Alom  positions  in cubic  celts.  indices of
crystallographic direction, latice planes and miller
indices, sketching o lottice plane (hkl), introduciory
ilea of reciprocal tattice. Unit cell volumes, plane

spacing and interplaner angles in cubie, tetragonil,
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hexpponal, rhombohedral, snthorhombic. monoclinic
and triclinic structures.

M-Ray diffraction, reflection of X-ray from differen
plones and Brage's low, Bragg's specirometer, X-ray
diffraction methods (Love method, powder erystal
method, miating orvsial methad),. XRD patiem
anulysis {Intensity onalysis. particle size estimation,
mdexing  of  pattern and  erystal | stricture
determinaiony,  [niroduction o varsous  crystal
defiects.

Unit-11

Engineering and taggant muterials

Engincering  Materials:  Classificstion  (metals,
ceramics,  polvmeric, composites,  electromnics,
bivmaterinls, advanced materials|; Alloy systems and
solid solutions, General Properies of Enginesring
Materials (density, melting temperature, electrical
conductivity,  thermal  conductivity,  corrosion
resistance, magnetic properties  etc, ) Mechanical
Properties (strength, stiffness, elasticity, plusticity,
disctiliny,  brittleness,  malleability,  toughness,
resilience, creep and hordness ele.)

Tagganl materials: Toggant maoterials  (physical,
chemical, speciroscopic, [DMA etc) and their
applications in forensic sclence (property marking,
anti-counterfeiting.  tracking.  monitoring  ele.).

Security labels and seals against product fraod.

Limin=011

Mano materials

MNanoscale  and its significance, Nano  muserial

production techniques; Bottom=up  and top=down

technigue, production of Nano layers, svathesis of

Mano paricles and carbon nano wbes; Applications
of Nane mnierials in forensic science: Fingerprint

identification, explosive residue detection, DNA
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ananlysis, Nano trackers, BETEERINg of drug-Tacilimted

crime, estimation of time since death, security, ete

Unit-IV | Building Materials "

e Introduction 1o the basic building materials  like
cerment, sand, brick, grit, stecl, quality of waler, cube
reset aingl eniretting etc . Sampling of the materials with
relevant information regquired lor the investigation
{ealumn, beam. slab, mocar, bricks. reinforcement
steel, soil and basie materials wsed in the construction,
I5Code of Building Construction,  Structural
failures, static loads. dynamic londs. couses of
structural colkapse.

Unit-Y Testing of materials na

s Malerinls Testing- Tensile test, compression Rest,
Ductility  testing.  Impact / foughness  festing,
Hardness jesting (Brinell hardness test, Rockwell
hitrdness test, Vickers hordness. Shore scleroscope).

s Methods of analysis of different constituents of
Building materisls, Steel bars and metal physics.

s Testing of Cement {Standard Consistency  Lest
Compressive Sirength Test. Setting Times),

= Analysiz of cement mortor ond cement concreie

Eamp: stones, Examination of brick, analysis of

o Bitumen amp; road materinls.

Sugpested Readings/Reference Bonlks:

L.-J!-J_—

Materigl Science, 2 nd Edition, 5.L. Kakant and Amit Kakunl, New Age Int. Publisher,
Working procedures Laboratory Manual (Physics Division), 1FSL, Mumbai.
Intrextuction o Manoscience and Nenotechnology, K.K. Chattopadhyvay and A N, Banerjee,
PHI Learning Pyt Lid.. New Télhi,
Alok Pandva. Ritesh K Shukla, New peripective of nanotechnology: mole in preventive
forensic, review. Egyptian Jownal of forensic seiences {201 8) B:57
Arshod A, Farrukh M, All S, Khaleeg-ur-Ralman & Tahie M (20155 Development of Latent
fingermarks on various surfaces using Za0-5i02 nano powder. 1 Fore Sei 6011821187
Chen ¥ (2011} Forensie applications of nanoiechnology, | Chin Chem Soc 58:82E-835
Lad N, Kumar A, Pandya A, Agrawal YK (2016) Overview of nano-enabled screening of
drig-facilitated crime: o promising toeal in forensic investipation. Trends Anal Chem
R0:45870
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§. Lodha A, Pandya A, Sutariyi P Menon 5 (2003) Melamine modified gold nanoprobe for
“on-sped” colorimedrie. necognition of clonszepam frem biological specimens.  Anal
138541 1-5416

&, Meng H, Coddy B (1997) Gunshot residue analysis—a review. J Fore Sci 42:14167)

1. Pandya A, Goswami H, Lodha A, Menon 8 {2002) A novel nano aggregation detection
technigue of TWT using selective and ultrasensitive nanocurcumin as a probe. Anal
1 37:0 771

Il Shinde 54, Malve MK, Prabha C, Gurad MY (201() Manotechnology and forensic science.
Nanodech and Nano Sci 11):19-21

12, Shukla BK (2013) Oceupational exposure of nanoparticles in forensic science: a need of
safe use. Int J Fore Sci Pathal 1(337-10

I3 Stankova D (2015} Application of Manslechnology In Security Tageant materials in
Forensic Science: A review, James Goosh, Barbara Daniel, Yincenzo Abbate, Nusanda
Fruscione, Trends in Analyvtical Chemistry (20016),

14, Introduction to Solid State Physics; Cgarles Kinel, Wiley India Pyi. Lid,

15, Elements of X-Ray Diffraction; B.0. Cullity and 5. B, Stock, Pearson,

1. Engineering Physics: MN. Avadhanulu and P.G. Kshirsagar, 5.Chand Company.

17, A Textbook of Physical Chemistry, Val-1, k.1 Kapoor, Me Geaw Hill.

18, Instramiental Methed of Chemical Analysiz, by B K Sharmi.

P Instrumental methods of chemical analysis. Gurudesp B, Chavwal, Sham K. Anaid,
Hirmaluya publishing bouse,

20, Principle of Physical Chemistry, Puri, Sharma and Pathanta, Vishal Publishing Co.

I Analviical Chemistry: Theery and Practice, by B.M, Verma, 3nd edition.

22, Elecorom microseopy and analysis, thind edition, Peter J. Goodhew, John Humphreys,
Richard Beantand, published 2000 by Tovlor and Francis, London and Newyork

23, Forensic Seience in Criminal Investigation &amp: Court Evidence, VN, Schgal. Selective
ampsSeentific Books, New Delhi.

24, Avory, 5, P, & amp, Bindra, 5. P, A Text Book of Building Construction”, Dhanpat Rai &
amp; Sons, Delhi, 2000,

25. Jha, ). &amp; Sinha, 5. K., “Building Construction™, Khanna Publishers. Delhi. 1977,

26, Kenneth L, Corper: "Forensic Engineering™, Second Edition, CRO Press, 2001,

27. Bureau of [ndian Stondords: 15 4031 {Pam-1,4.5 and &) | 985,

28, Bureaw of [ndan Standords: |5 3495 (Part-1 (o dj 1902,
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FORMSESSHM | Practieal trased on | Credit®l | Contwct | Marks: 50
FOR/DSESSIT Hours: M)

Comrae Dverview

This is a laboratory course based on Materinl Science and Forensic Engincering
(FOR/MISESS4T), The coarse objectives and outcomes of this laboratory course have becn
added to the theory course, A minimum «f 10 practical has (o be covered in the semester for
successiul completion of the cowrse.

List of Practical

iMinimum of 10 practical bas 1o be performed for successful completion of the course)

I. Finding Miller Indices.

2. Skeiching various crystal plones.

3. Determination of number of atoms per mim 2 ina plane of uniccell,

4. Intensity aoalysis of XRD patiemn

5 Determimidion of erystallite size feom a given XRD patizrn,

6. Indexing of planes in XRD patierm,

7. XRD pattern analysis of Mano material,

8. Hands on training on XED machine,

9. Examination of Security labels and seals against product frawd.

L0, Dretenmination of Standord Consistency of cement sample,

[ 1. Determination of compressive strength ol cement.

I 2. Detenmination of Initial and Final Setting Time of cement sample.

I 3. To estimate dimensions and tolerance. compressive strength, soundness, stmciune
and hardness of suspected bricks

14, To conduct water absorption and efflorescence Lest on suspected bricks.

L5 To determime Compressive sirength of bricks,

L&, Preparation of mortar and concrete blocks.

I 7. To find out the cement content in mortar {mixtere of cement and sand}) e, the ratio
of cement and send in mortar,

[ & To lsd oul the cemenl content in concrele fmixsre of cement, sand and ageresls )
.., the ratio of cement, sand and aggregate in concrete.

19, Detenmination of compressive strength of concrete

2. Determination of wensile strength of rope/dupatia.

21. Field Wisit report on uny ongoing construction of building’ bridge'road ew.

22 Report on Study wvisit 1o Civil Engincering Depariment of any Technical
Institution MERT, Nashik,

23, Case study of structure failure of building! bridge ete.

Td. Any other practical designed by the faculty member based on recent advances/latest
trends
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FOR/DSESSST File Systems Credit:03 | Contact | Marks:75
Homrs:45

Course Ohverview

The cobirse covers (e concepts of file syslems in various operating sysicms.
Course Ohjectives

The course has the following objectives:

Students will gain an idea of the basics of file svatems
Students will learn and apply concepis of file svstems in the forensic scenori

o Stodents will have an understanding of concepts of file systems of Windows. Linux and
Macintosh operating systems

o Sludents will leasm File svstems of the Unix opersting system

Coorse Outeonics
Afler the completion of the course. ihe students will be able to di the following:

# OO0 Define and explain various coneepts of file svstems
s 02 Understand the datu structure of varioss file sysiems
e D03 Analyee various file systems

= 0 Compare choracteristics of varous file svstems
(05 Develop o forensic framewerk for file systems

Unit | Course Content Contact Hours
Unit-1 = Foundation ity
#  Data Orpanization and boosting process

®  Huard disk organizaiion
#  [ile systemn and fike svstem category
s Application-level search technigues

= Specific File Systems

Unie=0T FAT (."um::pla.' Data Structure and Analysis 09
o FAT: Imtroduction, fle svstem category, content
catcgory, miéladma category, fle nome category, the

hig pecture

o [ata structures and  Analvsis: Introdiction, File

System Carcgory, Contem  Casegory, Metadata

Category, File Mame Catepory, Bost Sector. FAT12
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FSINFC, FAT, Direciory Entries, Loag File Name

Directory Emirics

Unie=111

NTFS Concepts, Data Structures and Analysis

o [ntroduction, everything 15 o File, MFT Concepis,
MFT Entry Auribute Concepts, Other Antribute
Concepts. Indexes, Analysis Tools. Analysis: File
Svstem  Category, Content Category,  Metodato
Category, File Name Category. Application Category.,

s NWTFS Data Structures: Basic Concepts, Sandard File
Adtributes. Index Attribules ond Dt Structures. File
Svsiem Metadatn Files.

Umit-FV

Ext2 amd Ext3 Concepts and Analysis
» [ntroduction,  File System  Cotegory, Content
Category, Metidatn Catepory, File Mame Category,
Application Category, The Big Picture.
 Exi2 und Ext3d Data Strustures: Superblock, Group
Descriptor Tables, Block Ritmap. [ nodes. Extended
Attribuies, Directory Endry, Symbolic Link, Hash

Trees. Jowmal Dain Struciures.

1nit-%

UFS1 and UF52 Concepts and Analysis
s Introduction, File System  Calegory, Conlénl
Category, Metadata Cotegory. File Name Category,
The Big Pictre, UFS1 and LIFS2
o Data  Structures:  UFSI Superblock.  UFS2
Superblock, Cylinder Group Summary, UFS| Group
Deseriptor, UFR2 Group Descriptor, Block and
Fragment Bitmags, UFS1 Anodes. UFS2 Anodes,
UFS2 Extended Altributes, Directory Entries.

Suggested Readings/Reference Books:

I File System Forensic Analysia by Brian Carrier
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Z, Cory Altheide and Hardan Carve, Digital Forensics with open-source tools,
Byitgress,

LR
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FOR/DSESSSE | Practical hased on | Credit:0l | Contact | Marks: 30
FOR/MSESSST Husuirs: i

Course Overview

This 15 a laboratory course based on File System (FOR/DSES55T). The course objectives and
outcomes of this lsboratory course have been added to the theory course, A minimum of 10
practical has o be covered in the semester for successful completion of the course,

List of Practical
(Minimum of |0 practical has o be performed for successful completion of the course)

Identify the file structure of an eperating syitem
Btudy the organization o hard disk

FAT 16 analysis

FATA2 analysis

MTFS unalysis

Ex12 System understanding and its analysis
Ext3 System understanding and its anakysis.,
Exid System understanding nnd its analysis
UFSE Systeim understanding and its analysis

IEI UFS2 System understunding and its analysis

I Comparative study of window and android Tile systems

oo o) MR L -

12, Any ather pructical desizned by the faculty member based on recent advances/latest
trends
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FOR/DSESS6T Genetlcs and Biolnformatlcs Credirzns

Contact | Marks: 75
Homrs:45

Conrse Overview

The gourse covers the basic concepts of Genetics and Bioinformatics

Course (Fhjectives

The course has the fodlowing objectives:

Students will gain the concepts of Mendelian genetics and chromasomal inheritanes

Students will have an understamding of mutations amd repair

L]
s Students will leam an overview of genome organization structurs of DA
-
LY

Students will understand the concepis of bioinfonmatics

Course Chulcomes

Adfter the completion of the courst, the students will beable oo do the following:

Limit

Cowrse Content

CO0: Define and expluin varicus concepts of genetics and bioinTormatica
COL: Apply various wechniques for extraction and ssalation of DNA
03 Exomine DNA snmples

CO: Compare DMNA somples of vonouws species
O3 Design and develop computational feamework for bioinformatics

S e e o

Contact Hours |

Lmit-1

Mendelian Genetles and Chromosomal Inherdtance

= Mendelion laws of inheritance. and its deviations,
Types  of  inheritanee (Dyaminant  inheritance,
recessive inheritance, sex-linked inheritances, - and
polyimorphic traits) Population genetics {Menddlion
Population, gene pool, Hardy=-Weinberg equilibrium,
deviation from H-W equilibrium, Sex chromosomes,
Barr boddy fommation, sex linkage, X —linked recessive

inheritunce, X=linked Bominant inheritance, Y-linked

inheritunce,

0o

Unit-11

Genome organteation Siructore of IINA-T

e (A mnd £ forms of DAY Structure of chromatin,
chromosome,  centromers,  elomere.  nucleosome,
genome organization, cheomatin reniodelling; typea

of  histones;  histone  modifications-methylation,

1
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Tnie-111

SEEET S PES

:u:ni]:r.l'a.'tin;n. phosphorylotion  and s effect on
structure mnd functiom of chromatin

Genome m'g.:.mhntiul Stracture of DNA-11

DMA methylation. repetitive and non=repetitive DINA
sequence. Law of DMNA constancy, C value paradox
and  penome  siee. Karyolype  and  ideogram,
Amneocentosis, chromosome banding pastem, types
of chromosomes, Gianl chromosomes- polytene and
lamp brush chromosome

Unit-1V

Muotations and Hepair

Mutions and their conses: Iypes ol mutation
(Chromesomal and Gene)

Chromesomal - Structureal and nunmerical changes,
Gene - mutagens,  induced muisgenesis (LY,
pitrozauanidine. ethyl methanssulfonate) mulation
rate  wnd  genetic load.  Repair mechanisms
(Photoreactivation, Base excision.  Mismatch,
Mucleotide excision, SO5 repair)

Disorders: Metsbolie  disorders:  infroduction  and
examples { Amino acid meLabelisim -
Fhenylketonurin, Carbohydmate metabolism: lactose
intolernnce,  genetic  disorders  (Hemophilia,
thalassemia, sickle cell anemia, Down’s symdrome,

Tumers syndrome

Limit-¥

Bioinformatics

Bicinformatics mnd its Applications: EMBL, Gene
Bank, jprofein ostruciere doabaser  (PDB).
Computational  methods,  homology  algorithms
(BLAST, FASTA) for profeins and nocleic ocids:
primer and probe designing (PCR, STR, SNPs of
Mitnchondrinl and genomic DMAL Preporation of
genomic lbrary, Submission of sequence in library,

Page T4 of 262



cvaluation of primer and probe compatibilivy, CODS
and MDIS, phylogenctic analysiz using  various

methods.

Sugrested ReadingsBelerence Books:

I, Cenetica o concepiual appraach; Fourth edition by Benjamin Pierce

2. An Imiraduction to Forensic Genetics: Williom Goodwin, Adrian Linscre, SibieHadi

. Forensic DNA Typing: Bielogy, Technology, and Genetics behind STR Markers by

Tohn M, Butler

4. An Intreduction o Forensic Genetics, (2007 ) Goodwin William, John Wiley & Sons
Lid,

5. Busic humun geretics ¢ 19915 Kapur Y, Jaypee Brothers

fi.  Essentials of Human Genetics (2009): Kothari, Manu L, Universities Press (India )
Pwr. Lud.

7. Fundamenials of Geneties [ 2006 Singh, B.D, Kalvani Publishers

B, Cienes TR 2008): Lewin, Benjamin Jones and Rartlein Publishers

0, Genetic influenees on neural and behavioral functions, (20007 Pfaff Donald W CRC
Press

10, Genetic Markers in Human Blossl {1969 ) Gibleit, Eloise B, Blackwell
SeicntePublications

L1, Genetios, (20003 ) Winter, PO Viva Books Py i,

| 2. Gienetics Adtenbung, { 19700: Edgar, Oxford& TBH Publishing Co:

| 3, Genetics Strickberper, (2005): Monroe, Prentice Hall of India Lid

I, Cieretics, [ 199R)1: Horl, Dandel L Jones and Bartharn Publishers

|5 Genetics of populamons (2005 pHedreick, Philip W Jones and Barben publishers,

1 Ciemomic Imprinding, [ P95 Ohlssen, B Cambridge University Press

17, Hurman Grenetics, (V987 Yooel. Friedrich; Springer —Yerlag Berlin Heidelberg,

18, Humisn Genome methods. {1998 Adolph, kennetth W CRC Press,

19, Hurman popakation genetics in Indiad 1974): Sanghvi, LI Crient Longman Lid,

26 Concepts of Genetics: Klug WS, & Cummings M.R.. Prentice-Hall

21, An Introdueetion to Genetic Analysis, Griflith AF, et al., Freeman

22, Stotistical Methods in Human Population Genetics, {1998): K.C. Malhows Indian
Stetistical [nstitule, Caleuiin

24, Bivinlormadics = A Practical Guids o the Analysis of Genes and Prodeins, 2nd Edition
by Baxevanis,

24, Bioinformatics: Sequence, structure and Data Bank: A Practical Approsch by Higgis,

25, Bioanformatic methods and protocols:Misener,

26, Itroduction o Bioinformatics by Altwodsd,

27, Bioinformatics zequence and genomie analysis Zod ed.: David Mount.
LR A

s
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'[Fﬂmmmsar Practical bastd om | Crediz0l | Comact | Murks:50

FOR/MDSESSGT Huomrs:; Hb

Course Overview

This is @ lahoraiory course based on Genetics and Bioinformatics (FORDSES56T), The
course objectives and outcomes of this lnboratory course have been added to the theory course,
A minimum af 10 practicel has to be covered in the semester for successful completion of the

COUTSE,

Li=t of Practical

iMinimum of 160 peactieal has o be performed for successful completion of the course)

e

ol B

<

I

Chromosome banding technigue,

Exieaction and isolation, estimation of DA from buccal swabs,

Extraction and isolation, estimation of DA rom blood and senen

Extraction nnd fsolation, estimition of DNA from biological samples (from
Cows.Bulls, Buffalos, Chicken fishes, other wildanimals etc.)

Restriction digestion of DNA from above samples.

Squash preparation of giant chromesome of salivary glind

Polytene chromosome staining from salivary glands of Chironemus farvae
Drerermination of purity and guantity of TNAL

Extraction of mitechondrial DA (om forensic samples

0, fsolation of Plasmid DNA & Transferring plasmid DA into bacterial cell

| 1. Preparation and transformation of competent E, Coli using calcium chioride

12, DNA detection method: fuorescent and silver staining

[ 3. Demonsiration ol mytstion on the basis of bacterial pigmentation.

I4. Visit mutopsy center al mortuary, Forensic Sgience Laboratory, Pathology

Laboratory, Veterinary Centre, Biodiversity and wildlife Centre.

I 5. Any other practical designed by the faculty member hased on recent advances/latest

trends
LE Y]
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FOR/DSE/SSTT Organic Chemistry Creditz03 | Contact | Marks: 75

Hours: 45

Course Overview

The course covers the basic concepts of organic chemisiry

Course Ohjectives

The comrse has the following objectives:

®  Students will gain the concepls of bomding in organic molecules

»  Students will leam an overview of the reaclion mechanism

*  Sdents will have an understanding of the stereochemisry
Students will understamd the concepls of aliphatic-nucleoghilic subsiitution

Course Dutcomes
After the completion of the course. the students will be able to do the fillowinge:

= OO Define und explain various concepts of organic chemistry

e CO Apply reaction mechanism
= CO3: [flustrate the application of stereochemisiry
# OO0 Compare varions chemicul compounds
s O3 Develop a framiework for cliemical analvsis of forensic Sample
Unit | Course Confent | Contact Hours
Umit=l | Mature of Bonding In Osganic Maolecales | {4
#  [Delocalized chemecal bomfmg, conugation, cross
conjugation, fesOmEnce, hypercanjugeation,
tmriomerism,  Aromaticity  in beneenoud wwd nop-
berzenoad  compounds, dlieenant and  son-oliernani
compounds, Huockel rube, the endrgy level of z-
moleeulor  orbitals, annuleoss, sromaticity, Ponds
weaker than covalent - acklitkm compounds, crown
ether complexes, and cryptonds, inclusion compounds,
eyclodextring, catenanes, and rotaxanes
LUlmie-01 Reacthon Mechanin: Strociure nod Reactivity il

= Types of Mechanisms, Tvpes o reactions,
Thermodynanie and Kinelic requirements, Kinetic and

Thermadynnmiéc  control,  Hammond's — postulate,

methods of determiming mechanisma, solope effects,
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Creneration,  stmchure,  stabiliy and  reactivity of
curbocntgns. Cadbanions, [ee redicals. carbenes amd
Mitrenes, Effect of strectune gn reactivity, resonance and
Mekl effect, steric effect guanititative trcatment, The
Hammeti equation, Linear free energy relationship,

substituent and reaction constants, Talt equation,

P,

Unit-I11

Stercochemizsiry-1

Elements of symmeiry, chirmlity, Enantiomenc and
digstercomeric  relotionships. B oaml 5, FE oand £
nomenclature. Molkecules with more than one chiral
centér,  Thren and  Ervthre  isomers,  Prochiral
relotionships, groups and faces. siereospecific and

sberenschectlive reactions.

Umit=1¥

Stercoc kemistry-11

Opircal wetivity o the absence of Chiral  Carbon
i Biphenylis: allenes, and Spiranesk, Chimlity doe o
helical shape. Methods of resolution, eptical purrity, and
sterenchemistry of the compounds containing Mitrogen,
Sulpbur and  phesphorous. Conformiutional analysis of
cychontkanes, Mong and disubatiiuied cychshesanes,

decaling, the effect of conformalion an reaclivily

Unmit-Y

Aliphatic Mocleophilic Substitutions

Nugleophilic: The SN, SN' mixed SN' and M7 and
SET mechanizms, The neighbouring group mechomism,
Meighbouring group paricipation by mand o =honds,
anchimene assistance. MNucleophilic Substition o en
allylic aliphatic trgansl and o vinylic carbon.

Resctivity: Effect of subsirate sbructure. attacking
nucleophile, leaving group and reaction medium. Phass
ransler catalyais, Aimnlyiden) muglaophiles,

regioselectivity.

f
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Suggestied ReadingsMelerence Books:
I, Adwanced Organic Chemistry, [V Edition: J. March
sterecchemistry of Carbon Compounds: E. [, Eliel

L

Advanced organic Chemistry, Part-Aoand Part=-B; F A, Carey, & B, J, Sundburg.
A Guide Book 10 Mechanisum in Organic Chemistry; Peter Sykes.

Principles of Organie Synihiesis: [ O, C. Norman

Sterecchemisiry of Oranic Compounds: D. Mashipuri

Orgunic Chemistry: Clayden and Greeves

bl

e

Mechanism and Structure in Organie Chemistey! B, 5, Gowld
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Ifmmsg.fss-rr Practical based on | Creditz:i) | Contnet | Marks: S0

S

FOE/DSESETT Huirs: 30

Course Dverview

This is o laboratory course based on Organic Chemistry (FORMSE/SSTT). The course
ohjectives and outcomes of this laborutory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

GLIrAE,

List of Practical

iMinintum of 14 practical has 10 be performed for successful completion of the course)

. Separation, purificution and identification of hinary {Solid-Salid } mixiures. (Minimum

5 mixrures)

T prepare Aspirin from salicylic scid and identl Geation by TLC and M. P (2]
Preparation of Benzanilide from Benzophenone. (single-siage preparation )
Preparation of p= nitraniline from Acetanilide. (single-stage preparation)
Preparation of Dibeneylidene acetone from Benzaldehyde (single-phase preparation )

Estimation of Vitamin “C™ lodometrically in biological fuids.

To determine the dissocmtion constant of Cu {1} and Fe (1) solution
photometrically,

Detemminstion of percentage of number of byvdeoxy] groug inan organic compound
by acetylotion methosd,

Determination of Fedd specrophotometrically with thincynate using isobutanol as
A extracting agent,

L Tor determine sulphate ions by torbidometrsy,

1 1. Any other practical designed by the faculty member based on recent advances/

latest treawdy
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FOHTSESSET

Insurance Forensics-IT Credin(} | Coptact Murks: 75

Course Overview

Hours:45

Thie course covers the basic concepts of insurance, insurance fraud, and its investigation,

Coorse (bjectives

The course has the following objectives:

o Students will gain the concepts of risk and risk assessment
e Siudents will learn an overview of inswranee and (s tvpes
o Students will hove an understanding insurance regulatory authorities and legal

framework
#  Snedenis will uniderstand the concepts of research in insurance sector

Conrse Uuleomes

Afber the completion of the course, the students will be able to do the following:

s 0z Define ond explain various concepts of rsk, insuranee and insuranee Mrasd

o 02 Classily various inserance frauds

03 Analvee insursnce frauds oritically

o (04 Compare varous insarance claims

¢ (C05: Present the scientific evidence i the court of law

U mit Course Content Contact Hours |

Unit-1 | Insurance Investigation Technigues 09

o Mature and scope of Insurance [nvestigation, Types
of  Insurznce  Cloims  Investigated,  Workers'
Compensation  Claims, Personal  Tajuey Claims,
Property Divmage and Thett Claims.
Healthcare™edical Fraud Claims,
o Claims:. Investigation  Process, Collecting  and
Reviewing Dscnirmignts, Sratemients, arnid
Interviewing, Surveying the Aren and Buspect,
Obtaining  Other  Contextual  InFormaticon.
Surveillonee o wverily  the  cloim,  previous
claims/accidents search, Insurance coverage analysis,
Wilness interviews, Claimant background check,
Drztilied investizetion report (DIR].
Unit-T1 Investigation of Health and life insurance case i)
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Health Insurance (Mature and scopel, types of Health
Insueance feauds, Health Insurance case studies and
case lows. Tmvestigation of Health [nsurnee frauds,
methods of investigation. Medical repontshistory
search, field investigation, Health Insuranee coverage
analvsis, Witness interviews, Claimant background
check.

Life Insurance (Mature and scope), types of Life
Insurance frands, fake or infladed healtheare clnims.
Life Insurance case studies and case laws
Inwestigation of Life Tnsurance frauds, methods of
investigntion. Medical reportshistory search, feld
investigation, Life Imsurence covernge  analysis,
Wilness interviews, Claimant background check.
Fersonal Claims, lnvestigation of Persomal [njury
Clainis frauds. Simulation and reconstruction cases.

Detailed investigation report (THR],

| Unit-11

Property Damage and Theft Clabms investigntion-1

Property Damage nwtone and scope, ivpe of Propeny
Damage (Due o fire, thell, natural eolamity), case
studies and case laws,

Investigation of properly damage in fire casc:
meethods of investigation, scene investigation and key
evidenee in fire case. Simulation and reconstnaction,
Linderstanding  Fire patterns:  soof  formations,
Interview  techniques of the concerned persons,
evaluation of asdministrative Reports like Police
Documenis.  Fire  Repons,  Elecirical  Inspector
Report. and ather documents.

Evaluation of Digital Evidences: - Call Logs, Google-
Timelineg, Anabysis of CCTY Footage, Metadata of
Incident gime Photos eic,
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Undi-1%

Prgﬁirrr Damage and Theft Claims investigation-11

s Understanding and Analysis of Fire Safety Servioes
like Fire Extinguishers, Fire Hydrants, Fire Alarms,
Smaoke Detection system. elg,

= Sample Testing: Ash Samples for presence of
Hydrocarbons, wire samples for the presence of
shoet-cincuit, control samples for quality Testing,
Understanding types of Fire- Explosion, Impact,
Smouldering, Chemical etc., Understanding  Fire
Directives, Le. Orgin, Propogmion and Cause of
Fire, Possible causes in o Fire Case

s Thefl claims (theft, burglary. hijacking or rebbery
cic ). Natwre and scope, type of Thell and Damage,
property loss estimation in thefi, case studies and cuse
laws, Investigation of Thef claims, methiod of
investigation, scene investigation and key evidence
Theft claims case, simultion and neconstruction,
detailed investigation report (DIR ).

¢ Loss due o mturad calamitiess - Floods, Raots,

Accidents, Rain, Lightning ete.

Unie-%

Mutor Vehicle Accident Claims Investigation

o Motor Vehicle Accident. Motor Vehicle Accident
ACT. Motor Yehicle Accident Statistics, types of
Motor Vehicle Accident. Mowor Aceident Claims
Tribunal (MACT)  Moior  Wehicle  Accident
investigator, Maotor Wehicle Accident Forensics,
Iwvestigntion of Vehicle Accident, Hitand Run, stolen
velricke. Vehicle involved in crime and termonist
netivities

= Motor Wehicke insurance and tvpes, Collecting and
Reviewing Documents, aceident seene investigation.
conducting @ background check, examination of
photos, lootages and videos of accident. Toking

09

Page 83 of 262



Statements and Interviewing of witnesses, Medical
Raports, aond Medical evaluation of accident victims.
wehicle mspection and examination, key evidence,
simulation, and peconstruction, Detoiled accident
report { AR}

s Evaluation of Administmtive Reporis like Police
Documents,  Fire  Reports, Electrical  [nspector
Report, and other documents

s  Evalustion of Digital Evidences: - Call Logs, Google-
Timeline, Analysis of CCTV Footoge, Metadats of
Inckdent time Photos etc.

& Understanding and Analysis of Fire Safety Services
like Fire Extinguishers, Fire Hydranmzs, Fire Alarms,
Smoke Deleclion system. e,

»  Sample Testing: Ash Samples for presence of
Hydrocarhons, wire Samples For the presence of
short-circuit

o Understanding tvpes of Fire: Explosion.  Impacl
Smouldering. Chemical el

»  Umiderstanding  Fire  Threctives, ie.  Oeigin
Propagation and Cavse of Fire, Possible couses in a

Fire Case

Suggested Remlings/Reference Hooks:

E¥]
'

B

wd P L il

K.
L A

. Compensation for Accidental Injuries: Research Design and Methods [ Hensler

Insurance: Concepls &amp; Coverage: Property, Liability, Life, Health and Risk
Manugement Marshall Wilson Reavis 111

GENERAL INSURANCE WORK BOOK Saraswani Sankar Modhuri Sharma A, N,
Kaikini

Understandimy [nsucance of Health by P C JIames

Managing Life Insurance Shashidhomn K. Kuty

Lifie Insurance, 15th Ed. by Jr. Kenneth Blugk

Insurance Fraed Casebook: Paying a Premium for Crime by Laura Hymes, Edited by
Toseph T, Wells

Insurance Investigations from A o Z By Kelly E Riddle

Insurance Frand Handhook by JAMES E, WHITAKER, CFE, CPR. PCL CIFT

1@, Financial Expert Witsess Communication: A Proctical Guide 1o Reporting and

Testmony by Bradley J, Preber

Ee
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FORDSE/S58P | Practical based on | Credit:01 | Contaet M:uksi&T|
FORDSESSET Hisurs: 30

Coarse Dverview

This 15 a labormiory course based on Insumnce Forensics-11 (FORMDSESSET) The cowrse
objectives and outcomes of this labortory course have been added to the theory course. A

minimum of 10 practical has to be covered In the semester for successful completion of the
course,

List of Practical
iMinimum of 10 practical has to be performed for successful ecompletion of the eourse)

Case study on investigation of health insurnee (three experiments )
Case study on investigotion of life insurance (three experiments)
Case study on investigation of fire accident {three experimentsh
Evalumting digital evidences in fire cases

Samiple testing in case of fire cases

Case study on theft cuses (three expermenis)

Case study on motor vehicle aceident (three experiments )
Evaluation of adminlstrotive repons in motor acciden] cases
Evalustion of digital evidence in moter vehicle casey
Understanding fire patlerns in mator sehicke accident cases
Sample analysis in fine in motor secident cases

Analysis of fire safery services

:’.n.l'-:..:l_'l—

=

e

-

‘ad

Any other practical designed by the Facultyy member based on recent
pdvances/latest trends
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0n Job Training/ Field Project

Howrs: 120

FORMSESS? | On-dob Training/Fickd Project l::'r:d{t:u-i-rt'anu:t" Tﬁ;;ﬁ'iﬂ

Course Dverview

A per NEP 20240, the student has 1o earmy ool on job training (intemship/apprenticeship ' field
project of least for Tour weeks during the summer vacations. The student cun work in the
indasiry’ academic institutions’ research  instintions’  laboratories. specified by the
university/Instiute/colleges, On comphetion, the student needs to produce the cedificate of
completion. Detailed guidelines will be issued by the universidy in due course of tme,

LR
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Semester-111
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Detailed Curriculum of Semester-111
Discipline-Specific Core Courses

FORMIGO0T | Special Paper-I

Credit:03 | Contact Mnrh:‘-'ﬁj

Huurs: 45

Course Dhverview

-

The course has been designed to get the siudents specialized in a pm_'liél;tn: clesmain of Torengic
science, The student aeeds to select one of the courses below:

&N Cade Mame of the course

Credit | Contact | Marks i
fof Hougs o

Environimenial Forensics

|| FORMMEGO0AT Examination of Physical L'-'Ml:nr.l: 63 | 45 . 75 ; =
OR Sp o 2T
3 | FORMIGOORT | Disc and Cloud Forensics o 03 Lo 45 , | 15 5o
ﬂn I i W B - e ¥
T | FORMISOOCT Botanical Evidence and =

[ 103= 245 |8

OR s :
4 FORSD 6000 Forensic Chemistry of Fire and J;L"i i 4% g ,‘,!ﬁ s 3
1= Explosivi 1! L R = i
(0] I.,'I'l 4 ] - & 'Fl .

5 | FORMUGHOET |  Printed Documents and Forensics -

r:d. -1#--l. 11- lr;L" i": 't..;:'. -; h"'
ey S L S

FORMEGMAT Fxamination of Physical
Evidence

Credit:

~n1 TR L Sk e
H"QE arksi 73 5 %

X Sy

Course Chverview

w4 = ik 3

A AR e B aES

AT S 5

The course covers the exnmination process of various phyvsical cvmll&.jnﬁfmﬁl 5-5131!,' e

cement, and broken objects and the restoration of erased ntmemm——- e " w

Course Objectives

The course has the following ahjectives:

Students will gain an idea of the examination of various physical evidence

=
=

"f*"_‘_‘ 3, A

i W

Students will have an understanding of scil and cement analysis

[ 1
e Spdenty will leam and analyze the glass and paint
Ll
-

Stadents will umderstand the analysis of broken objects. fiber, and other physical

evidence

o Students will leam the restoration of erased identification marks

Coarse (hilenmes

After the completion of the coarse, the students will be able o do the following:
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col
Co3
Cid
COs

COb: Describe the propersies of vanous physical evidence
 Apply various scientific technigues in the analysis of ghass and paint

- Analyze evidence like soil, cement, broken objects. fibers, and other evidence
: Compan: properties of various physical evidence
¢ Restore erased identilication numbsers

Unit

Coarse Content

Contnet Hours. |

Unit-1

Glass and paint examination

-

Crlasg: Owerview of composition end vpes of glass,
glass breaking mechanism. Primary  exomination
{appearance, color, fluorescence, surface features.
cdge thickness, corveture, physical fith density
measurements for bigger fragments of glass, and
glass fragment density  compairisen (by  Tlotation
method, density gradient ebes), Density range of
comman glass. Glass relractive index (R.1) ranges of
various plass, R.JI. mepsurement of glass: using
Immersion methods (Becke line concept], using a
mixture of miscible liguids, using  bol  stage
microscope,  Emmoens  Double  Varation  and
Automated  method.  Forensic  significance  of
elemental variation in glass and elemental analysis of
glass fragments by ICP-MSTA-ICP-M5.

Paint: Components of paint (binder, solvent, pigment
andd mdditives), Microscopic examination {physical
matching, matching of layvers, examination of surfoce
markings,  pigment  disribution),  Microchemical
tests, und additional insrumental techniques for
identification of pans (Infra-red spectroscopy, X-ray
Diffraction,  Pyrolvsis  Gas Chromatography.
elemental analysis of the pigments)

Ll

Unie-11

Lol wnd cement examinabion

Soil: Microscopic  exammation  (color, size and
shapel, microscopical chservation with chemical
reagenls, paticle size distribution, ignition fest,
density distribution of soil particles. pH measurement
of =il examination of soil using X-Ray Diffmction.

Cement; Aduligration in comeni- bromofonn tess,
fineness test, agnition fest, analysis of insoiuble
resiclug, compressive sirengeh test (determination ol
standard  eonsistency, preparation of cube and
determimtion of compressive strengthy; examination
of cement samples and identification of adullerated
cement using X-Ray Diffraction

19

LI mit-111

Examination of electrical cables and meters
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s Elcetrical cableswires: Physical propertics-num ber
of strands, diameter of strand, dye morks, material,
twisl, color thickness and marks on insulation.

s  Tampersd electric energy meters: Meter seal and
seal wire examination, hole mede on the top of meter
boudy or slit made on meter body {in case of analogue
metersy,  front  gloss  removed  and  reafTixed,
understanding the cireuil mechanism of eleciric
energy meter and modifications made for ampering
the digital meters,

Umit-1¥ | Examination of miscellancous evidence (k]

#  Broken objects examination (hone, hamboo, lathi.
nail. woth, piece of skin, ol. glass, wooden piece,
leaf, clothes, arament, machinery. pipe, wire, paper
sheet, pages from & book. newspaper,  elo):
bechanical fit and side by side match,

#  Fiber: Fiber (vpe and color, number of libers, fabric
tvpe: methods of examination:  Physical match,
microsenpic and visible spectroscopic examination of
testile fisers,  Thin=Layer  Chromastographic
exgmination of nomsrenctive dyes in extile fbers,
Infrared annlysis of texnile bers,

Unle-¥ Restoration of erused Ldentification marks L3

s Pringiple of restoration of morks'numbers, types of |
identification marks, methods wsed o obliteraie
identificotion morks, chemical etching method for
restorntion; Preliminary cxamination, preparation of
surface. Eiching procedures on different surfaces: |,
Steel surfaces {chassis and engine ol cars. guns, gas
cylinders, etc.), 2. Copper. brass, German silver, and
other copper allovs, 3, Saintess steel, 4, Lead (mator
car batteries eie. ), 5. Zine alloys, 6. Cast iron and casid
steel, 7. Aluminum alloys (engine  surface of
motorbikes,  asto-rickshaw engine,  wehicke
identification plates, etc), & Tin, 9 Gold and
Platinum, 10, Wood (punched marks), 11, Leather,
12, Rubber, 13, Polvmiers. Preservation of the
restored punched and engrved marks.

Suppested RendingsReference Books:

I. Working procedures Loborstory Manual { Physles Division), DFSL, Mumbai,
Forensic Science th O rminal Investigation £amp: Court Evidence, VN, Sehgal,
Selective and Seientific Books, Mew Drelhi,
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Beveridpe, A 1, and Semen. C, Glass density measurement using a caleulating digieal
density meter, Conpslian Society of Forensie Science Jousmal (1079) [2(33:113-116.
Kirk, P. 1. Densing and Refractive Index; Their Applicatica in Criminal Tdentihication.
American Lecture Series. Publication 112, American Lectures in Public Protection,
Thomas, Springficld, [Hinois, 1951,

Koons, R, [, Buscaglin, 1. Botrell, M., and Miller, E. T. Forensic glass comparisons.
In: Forensic Science Handhook

Stoncy, IL AL and Thornton, 1, L The forensee significance of the comelation of density
and refractive index in: gloss-evidence, Forensic Science Infermationnl {1985) 29:147-
157

Elemenizl Analysss of Cilass Fragmentz by [CP-MS o5 Evidence of Association:
Analysis of o Case, Shidy Montero e al, J Forensic Sci, Seprember 2003, Val. 48, Mo,
3

i:'ﬁrmxi.-l‘.: Cilpas Analysis by LA-ICP-MS: AsBessing the Feasibility of Correlating
Windshield Composition and Supplier. Abbegayle I, Dodds. Edward M. Pollock, and
"Donald F. Land, Report submicted to the ULS. Department of Justice

A
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FORMIB0DBT |  Disc and Clond Forensics | Credit:d | Contact | Marks:75 |
Huours:45

Course (verview

The course covers various aspects of dise and cloud forensics,
Course (Mhjectives

The course has the following objectives:

Students will gain an idea of dise forensics

Students will learn and snalyze the file svstems and data storage
Swidents will have an understanding of the storuge of clooad
Siudents will understand the analvsis of cloud forensics
Siudents will leam the eloud forensic ecosysiem

Comnrse Ohuteomes
Adfier the completion of the course, the students will be able to do the following;

= O Deefine and describe dise and clowd Forensics

s 02 Apply warious seientilic technigues in the analvsis of storage
o C0¥: Annlyze and retrieve data from the cloads

e OO Compare various tools Tor eloud forensics

o CO5; Annlyze cload forensics ecosystem

Uit Course Content Contact Hours
Umit-1 | Imtroduetion to dise furensics
o Definition and scope of disc forensics i
& The digital forensics process. [Acguisition, Analysis,
Heporting |

= Legal and Ethtcal Considerations
Introduction o dise sorage congeps
s File svstems and dats storage:
o Understonding different file systems (MTFS.
FAT, EXT)
o Dt structures and File Allocation Methods
o Disk lmaging Techniques (Write-blockers,
Forensic Imaging)

Upi=1T | THgital evidence pequisition
#  Write-Blocking Procedures ik
s IMsk Imaging Tools and Best Practices

#  Handling and Doeumentation of Evidence
-

[hisk Analysis Technigques:
o File Syeem Carying and Data Recovery
TEL'{'I!'qu.LH;!E.

a Rﬂﬁ!'l'l!ti.ﬂ“ Deleted Files and Melndaln
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o Analyzing  Unallocared  Space  and  Slack

Space Artifacts
* Disk Forensics Tools:

o Introduction o Open=Source and Commercial
Forensics Toels (e.g., Autopsy, FTK Imager)

o Lilizing Tools for File System Analvsis and
Dote Recovery

o Understanding Features and Functionalities
of Forensles Software)

Unit-111 | Introdoction to Clowd Forensics 09

o  Cloud Compoting Fundamentals {lna%, Paas, Saak
Muodels)

e Understanding Cloud Storage and Doats Distiribution
Challenges and Considerations for Clowd Forensics
Legal and Regulatory Landscape {eg.. Electronic
Discovery, Cloud Service Agreements)

o Cloud Forensies Process:

o Digitpl Forensics Principles: Applied w0 the
Clowed

o Cloud Forensics  Investization  Work(low
{Identification,  Pres¢rvation,  Collection,
Anilysia)

o Uhain of Custedy in the Cloud Environment

Umin=1Y% | Clond Evidence ldentificatdon aml Preseryvaitken 9

¢ [dentifving Potential Cloud-Bazed Evidence Sources
{Logs, User Activity, Virual Machines)

o Clowd Provider APls ond Legal Mechenisms for
Evidence Preservation

= Technigues lor Preserving Cloud Evidence {Static vs.
[ynamic Data)

L mig-V Cloud Forensics tools and techniques L]

+  [ntroduction  to Clowd  Forensics  Toals  ieg.,
CloudXplorer, EnCase Cloud)

s Lltilizing Toels for Cloud Dam Acguisition  from
Major Providers (AWS, Azure, GCP)

e Analyveing Clowd Logs and Arifacis (Identifying
Anomalies, User Activiey)

Suppestod Readinps/Reference Boaolks:

File System Forensic Analysis by Brian Carricr

Drigiral Forensics and Tovestigntion by Eoghan Casey

Computer Forensics with Open-Source Teots by Harlan Carvey

. Clowd Foreasics: Theory and Practice by Jack Zhang ef al,

Becurity, Privacy, and Dagital Forensics in the Cloud by Chuck Howell and Brian
Rumbdle

L s —
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6. Cloud Forensics Demysatified: Decoding cloud investipation complexities for digital

larensic professionals by Rick Ayers et al,
LR
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FORMNLGIMECT

Batanical Evidenee and Crediegld | Contaet | Muarks: 75
_| Hiowrs:45

Environmental Forensics

Course Chverview

The course covers botanical evidence, distoms, and plant peisons, T also covers environmaentsl
considerations in forensics

Corse Ohjectives

The course hns the Following objectives:

Course Chaleonies

Sdents will gain an idea of the plant-biology

Students will leorn and analyes the botanical evidence
Siudents will have an understanding of diatoms and pollens
Students will understand the unalvsis of plant poisons
Stuclents will bearn the environmental aspects in forensics

Adter the completion of the course. the students will be able o do the following:

COI: Define and describe various botanical evidence
2 Apply various. scientific technigues in the annlvsis of botanical evidence
COd: Analyze diatons and pollens

COd: Compare properties of plant peisons

COE: Analyee various environmental issues in forensics

Unic

Coarse lf'nnt:r_ll-

Unit-1 | Plant Biology

Confact Hours |

o Introduction, Basic Plant Biology- plant cell sirsciure L)
and  function, Gymbospenm - and  Angiosperm,
Ezzential pars of planis. modes of plant reproduction, [
Importance of botapical evidence in forensic
investigation. lecation, collection, preservation, and
| evaluation
| Unit1l | Botanical evidenee
*  Rotanical evidence: Introduction, tvpes, location. L
collection, identification, and'or evaluation and its
forensic significance.
¢  Fungi and plants: Pollens: Seeds and spores; Fibres;
Wood; Leaves.
Unit-T1T | Matems in drowning enses L
= Anle=mnortemn and post-moriem drowning
¢ Diatom and ik ivpes. morphology of Diatoms,
metheds of Bsolation, identilcation, and comparison,
undd thetr lorensic importance signilicance,
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| Unin-1Y | Plant poisens and their lethulity L

¢  Common poisonous plants and types ol plant toxins.
Poisoncis plants- (Classification. active constituent,
lethality, and effects) Abrus Precodorins, Argesrone
Mexicana, Calotropis, Arvopa belladonma, Cloriosg
Superha,  Jofrophy Cieeos, Neelum Indici,
Nicotioma Tohacwn, Ricimus Commuris. Types of
plants viekling drugs ol abuse = opium, cannabis,
cosny, fobaceo, Dhatur, Psilecvbin mushrooms.

Upit-¥ Environment and ecosystems oy

= Menobiotic and recaleitrance, Bioremediation using
miceoorganisms wnd plonts, Genctically Modified
Cieganisms o rgst efMuents; Iniroduction o BOD and
COLY, use of biosgnsors, Environmental Management
Introduction  and  scepe of  environmeniyl
management,  basic  concepts  of  sustainable
development, Environmental Tmpact Assessment,

Buggested Readings/Reference Boolks:

h!.u!-\_lg—

Lh

o oo i

ko,
EL.
£,
I3,

14,

Timber ldentification, N, Clifford; Leonaed Hill Lid.,

Aol of wood identification, Herbert L. Edlin Viking Prass,

Man=-made fibres. BOW. Monerielf Mewness butter worth

Identilcation of vegetable fbers, Dorothy Cailing and Jehn Grayson Chapman and
i Led,

Pollen morphalogy &amp: Plam taxonomy: angiosperms (an introduction o
palymalogy ], Erdtman, G Hafner Publishing Co..

Forensic hatany, Covie, Heather Miller CRC Press,

Colkewe botuny, Gangules, Hirendro Chandra Wew Central Book Agency.
Plant anatomy, Esau, Katherine Wiley Eastern Lid,

Plant anatomy, Chandurkar, P 3 Oxtord &amp; 1BH Publishing Co,
Bystematic botany for degree students, Singh, Yagjit 5 Chand &amp: Co,,
The poisonous plants, HAOC, Long Asiatic Publishing Houwse,

Plant Anntosamy, B.E Pondey 5, Chand and Cao., Mew Delhi, {1958
Environmental Low- The Law &amp; policy relating to the protection of the
environment, Ball Simon Universal Low Pub Co, Delhi,

Environmental Forensic Principles and Applications, Morrison Robert D, CRC Press,
MY

LR
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FORMIw00DT | Forensic Chemistry of Fire and [E’rﬂiil‘.‘ﬂ&

Explosive

Codirse Dverview

Conptuct | Marks: 75
Hoursi45

The course covers various aspects of fire, arson, and explosives. |1 also covers the forensic
investigation and laboratory analysis of fire and explosion debris.

Course {Mhjectives

The course has the fol lowing objectives;

Conrse Dhileomes

Students will gain an idea of various aspects of fire and explosive
Student=will lewrn and onodvze petroleum producis

Siudentz will have an understanding of the explosion scene investigniion
Siudeniz will understand the analysis of fire and explosion debris
Students will learn the interpretation of analytical results

Adfter the completion of the course, the students will be able to do the following:

s« 0 Dreseribe the properiics of varisus fire and explozive
e 02 Apply various scientific techniguees inthe analysis of debris related o fire
s OO Analvee evidence reloted o explosive

¢ 04 Compare propertics of various explosives
o COS: Interpretation of analytical results

Lnit

Course Content

Comtuet Hours

Llmin=1

General Terminulogy of Fire

Definition of fire, Flame and its. types, Chemisiry of

Fire, Combustion reaction, Fire Triangle, Fire
Tetrahedron; Backdrafi, Thermo-chemistry of Fire.
Heat Capacity amd Phase changes; Accelerants &
types of accclerants, Combustible and Flammable
liquids, Flash point. Fire point. [gnition point, Auto
lgnition point. vapor densily, vapor pressure, Fing
extinguisher ond its Ivpes,

L]

Unie-11

Arson and its investigation

Legal Definition, motives of arson, Degrees of Arson,
material and chemicals wsed in initinting arson.
determining  origin and  cause; Fire . patterns.
Investigation of  the  fire-related crime  scene.
collection’  preservation  of  Arson Evidence,
Flashover, Bock draughi, Duesumenting the fire or
crime scene

Scheme of analvsis: Extraction of samples [rom
debris | Direct and solvent extraetion methods. Head
Space  method,  SPME,  Disiillation}, - Clean-up

Pape 97 of 262



(Filirgion & Acid stipping ). Analysis (G0, GC-MS,
FTIR & SEM sic.), Interpretation of GO-MS and
othier specira

Umit-111

Petroleum products
s Introduction to Petroleum Products. Properties and
Testing of Petrolewm  and  Petraleam  Producis.
Adulterstion of petroleum products as per prevention
of Malpractices in Supply and Distribution, Analysis
of Dyes used in petroleum products, Chemical
fingerprinting of petroleum products
= Anabviis of petroleumn products as per [B15 standards
and ASTM specifications
oo Analysis of petrol, kerosene, diesel and
Aviation Turbine Fuel as per BIS standands
and  ASTM  specifications-  Distillation,
densily. viscosity, surface tension, color,
fuereseence, eloud point, pour point. anilinge
point, smoke poinl. boiling point, optical
properties. flash point. refrmctive index ancd
calorific valwe.

 Unit-1V

Explosive

s  Definition of Explosives, Definition as per Indinn
Explosive Acts, History of Explosives. Chemistry ol
explosives. Detlagmtion  and  [etonation
phenomenon {Redox Chemistry, Kinetics, Moleoular
Theory of gases & Gas Laws), Characteristics of' high
md bow explosives, Dust explosion, GasYapor
explosion, BLEVE, Effect of blast wave om straciures
& bioman and Pyrotechnics.

e Improvised Explosive Device: Duefinition of [ED,
Components of [ED, Explosives Initiation (Explosive
Trams); Types (Molotoy cockinil, Letier bomb, Pipe
bomb, VBIED and CBEN) Detection of Hidden
Explosives.

Unit-V

Explosion and iz analysis

« Bomb Scene: Specific approach fo scene of
explosion. Reconstruction of sequence of events,
Evalustion and sssessment of scene of explosion,

o Amalysis of Explosive: Pre-blast and Post blast
residue  collection,  Systematic  expmination  of
explosives and explosion residues in the laboratory
using chemical and instrumental fechnigues and
interpreistion of resulis,
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Suppested Hendings/Heference Ronks:

4

13,
14,

|5
6.
I8
I H.

kervon Evans-Mpuven, Kathering Huiches - Forensic Analysis of Fire Debris and
Explosives: Springer Publications, 15BN O78-3-030-25834-4, 2014

. Erie Stauffer, Julia Dolan, Reta Mewman — Fire Debris Analysis; Elsevier Publications,

[SBM: 9T8-0-1 2-6a6397 11, 2008

. Alexander Beveridge, Forensic Investigation of Explosives, CRU Press, 2md edition,

ani|

Explosive Substances Act, 903

1. Akhnvan. The Chemistry of explosives, RSC Publishing, 2015

1, Yinon, 8, Zitrin, Modem Methods and Applications in Analysis of Explosives, Wiley
Publishers 1996

Mawrice Marshall, Jimmie Oxley, Aspects  of Explosives Tretection; Efscwvier
Publications, [5BEN; 978=0-]2-374533-0, 2009

Poul R, Laska, Bombs, [EDs and Explosives: Identification, [nvestigation, and
Disposal Techniques: CROC Press, Tavlor & Francis Groag, [SBN: #78- [-4987-1450-1,
A1

“Working Procedure Manual on Chemistry™, Dieecterate of Forensic Beience MHA
Ciowwl, of India, 2085,

“Laboratery Procedure Manual: Perrodesm Produces”, [Nnectorase of Forensic Science,
MHA, Govt, of India, 2003,

. Bureau of Indian Stundard Specifications related io Alcchols and Petroleum Products,
I 2. Ret Mewman, Micheal Gilber, Kevin Lothridge: GU-MS Guide to lgnitzble Liguids.

CRE Press. LLC, 1999

Ereveridge, A: Forensic [nvestigation of Exploaives, Tavlor & Francis, 2000,

Wallop, H. J; Explosion Investigation, Forensic Science Society & Scottish Acadeimic
Press, 1980

CAn Introductien o Physics and chemisiry of Petmleum

Kinghem: Intreduction o Perrechemicals Sukumar Mait
[ W, Waples © Geochemistry in Petroleurmn Explostion
AL Waddams ¢ Petroleun Geochemistry and Geology Chemicals from Petroleum

1%, Safersticn: Forensic Science. Handbook, Vol. 1, 11 & 11, Prentice Hall Inc, USA
20, 1 A Siepel, P Saukko (20000 Encyclopedia of Forensic Sciences Yol. [, 1T and 11, Acad,

Presss,

-
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| FORMISO0ET
|

rinted Documents and _1 Credit:03 | Contact ]-Mnrh:?s

Forensies

Course Dverview
The course covers various aspects of the examination of printed documents,
Course Ohjectives

surs:45

The course has the following objectives:

Students will guin an iden of varicus aspects of poper. ink. and printing technologies
Students will leam and analyee the paper and ink examination

Stisdents will wnderstund the analysis of tvpewritten and photecopicd documents

L
o Students will have on understanding of the peinting technologhes
L]
L]

Shedents will learn the concepts of digital printers

Conrse Outcomes

Afer the completion of the course, the shudents will be able to do the following

CO0: Define and describe aspects of examination of peinted docoments
CO2 Apply various scientific techniques in the analysis of paper and ink
CO3 Analyze the printed technologies

= COM; Compare various tools for typewritten and photocopied documents
#  CO5 Analyre printed documents by the diginl printers

Umit

Course Concent

i1

Paper and its examination

Intreduction W paper. types of paper.  hasic
components of paper, plani tissue: vascular and
groamd, ivpes of wood: hord and soft wood, ceflulose:
alphs  and  betn,  hemicelluloses.  lignin.
polysaccharides. eic.

Paper making process: history of paper making, raw
materials, pulping: introduction. methods of pulping,
mechamical  pulping,  chemical  pulping,  pulp
bleaching. pressing, drwing ond sheet formation
peocess, chemical treatment,

Forensic examination of paper: physical properties of
paper: siee. color, thickness, optical, porosity, pore
sive  distribution, gos permeability, wetting  and
penetration of ligquids, thermal, watermark ond wire
marks. microsopic examination: color reaction fo
different fibers, Hereberg staining, and Gralt=C stain.
Paper aging and environmemtal effect on paper;
humidity, chemical degradation, oxidation reaction o
polvsscchandes, cellulese, and lignin,

Contact Hours

09

Umbi-01

Ik and its cxnmination
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Introduction to ok, history of ik, types of ink:
nigrosine ik, logwood ink, fron mot gall ink, funtain
pen ink, ball pen ink, gel pen ink. printing inks.
Chemical ingredients of ink: vehicle, binder, colorant
and additives (humectant, surfactant, anti-foaming
agent, anti-bacterial, pH modifier, and others), Ink
Formulation,

* [nk analysis: introdection, preliminary examination,
ink color assessment, pen  lime  microscopy,
micrscopic  specular reflectance, video spectral
annlysis, identification and comparison of ink by
spectroscopic (LY Misible,  FTIR, Raman
spectroscopy, Mass spectroscopy and laser induced
Muorescence methods) and chromatographic (TLC,
HETLL, and HPLC) methods.

s [nk aging or dofing: first date production method, ink
tagz method, relative age comparison methesd, R-ratio
method, peesirsction method, dye eatio method.
Admisaibility of report on ink doding in courl,

Uinit=111

Printing Technologies

#  History and Introduction of Industrial  Printing,
Principle ond Mechanism of Offer Lithography,
Letterpress, Flexography, Gravure Printing. Screen
Printing. Engraving, Thermography, Reprography.

= Security  Printing  Techniques:  Holograms, UV
Wisible. Printing, Rainbow Printing. Microprinting,
Ciuilloche, Line Printing, Embossing, UY Threwd,
Brar Coding.

s Anplysis of Printed Matters: Visual and Microscopic
Examination, Theemal Methods: DSC, TGA, DTA,
[mstrumental: HPLC, XRD, SEM, TEM, STEM,
AN, elc.

ug

Unde-T'V

Examination of tvpewriter and photocopier

s Typewriters: History and Introduction of Typewriters,
Mechanism ol typewriting, Types of crimes including
tvpewriters, Forensic Examination of Typesritten
matter; Visaal, Microscopic and Examination of [nk,

*  Phofocopier: History ol xerography, components, and
working process of the photocopier, Kinds of forgery
by photocopy, inguiry related o pholocopy, forensic
exwmination o photocopier and  photocopied
documenty

09

Umit-¥

Esuminntion of digital printers and printed docoments
#  Introduction and history of digital printer. tvpes of
printers,  Impact  and  Nosimpac  prinfing
technologies: dod matrix printer, daisy wheel. ink jet

L
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continusas and drop on demand [DODY, themmal,
laser printer, ete..

s  Componems and working mechanism of Dot matrix
Printer, Enkjel printer. Laser printer, and Variable Data
Printers.

= Forensic cxamination of dot matrix, inkjet, lnser.

#  Forensic examination of primted documents

Sogpested RendingsMeference Books:

4,

Ellen, D ( 1997): The scientific examination of Documents, Methods and techniquies.
2nd od., Taylor & Francis Ltd.

Morris (20000 © Forensic Handwriting Tdentification {Fundamental Concepts and
Principals )

Harrisen, W.R.: Suspect Documents & their Scientific Examination, 1966, Sweet &
Mowell Ltd., London.

Hiltor, O The Scigntific Examination of Chuestioned Docwment, 1982, Elsevier Morth
Holland Ing., New York.

Sulmer, H.F.: Disputed Document. 1966 Ocenna Publications Inc., New York.
Saxena's: Saxena's Law & Technigues Relating to Finger Prints. Fool Prints &
Detection of Forgery, Central Law Apency, Allshabad (Ed. A K. Singlaj.

Curirke. A : Forged, Anonymous & Suspeet Documents, |930, Reorge Rontledge &
Sons Lid, Londioa.

Crbom, A 5. Dectivned Documenis 1929, Bovd Protmg Co.. Chicago.

Levinson, J: Cuestioned Docoments, 2000, Academic Press, Tokye,

. Kelly. 1.5 and Lindblom, B.5: Scientific Examination of Questioned Documents, 2006,

Tavlor & Franciz MNew York,
Brunelle, .1 and Read, F.W: Forensic Examination of Ink and Paper. 1984, Charles
. Thomas Publisher, LLE A,

. Biaker, IN: Law of Disputed and Forged Documents, 19535, The Michie Company,

“irginia,

LT ]
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FORMSLSOOE | Practical based on FORMIGHET | Credic:0d | Contact
Hours:45

Marks:75 |

Conrse Diverview

The practical course is based on the corresponding theory courses, The student needs 1o select
ane of the courses below:

5h Code Mame of the course Credit | Contngt | Marks
1Hours

I FORMIGO0AR Pructical based on FORMLG0OAT 11 i0 A0
R )

2 | FORMIGIORP | Practical based on FORMIGODBT | 01 | 30 | S0
(IR

3 | FORMNGOOCP | Practical husedon FORMIG0CT | 01 | 30 [ 350
OR

g [ I-'GR.-N!-'&IJ_EIDP_J Practical based on FORMYGIODT | 0l [ 30 | 50
{iH

5 | FORMIGDOEP | Practical based on FORMEGDDET | 01 | 30 [ 50

FORMIGAP | Practical hased on | Credit:0) | Contwet | Marks:50

FORMIGHIAT Hirurs: 3

Course Chverview

This is a labosaiory course based on Examination of Physical Evidence {FORMUBIOAT ),
The course objectives and vatcomes of this laboratory course have been pdded 16 the theors
course. A minimum of 10 proctical has to be covered in the semester For succesaful completion
ol the course,

List of Practical
(M inemumm of 1 practical has o be performed for successfil completion of the course|

I, Comparison of glass samples on the basis of appesrance, color, fluorescence, sorfuce
features, edge thickness, curvature and physical fit,

Density measurements of bigger fragments of glass.

Depsity comparnison of glass samples by density gradient tubes
Diensity companison of glass samples by flotation method,
Refractive Index measurement of glass by immersion method.
Relrwtive mdex of gliss using hol stage microscope.
Elemental analysis of glass evidences.

Microscopic examination of soil.

Ignition test for soil.

[0, pIT measurement of soil samples,

I 1. Particle Size Dastribotion of soil samples.

|2, Density sistrittion of sol paticles.

| 3: Examinagion of soil sampies using X-Bay D fraction.

LSS e e L
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14, Testing cement sample for adulberation

15, Examinotion of cement on the basis test of cemient.

1. Examination of cement on the basis of [gnition fesl,

17, Examination and identifcation of aduliersted cement using X-FRav Diffraction.

18, Microscopic examination of paint samples.

1%, Examination of textile fiber on the basis of microscepis properies,

20, Examination of textile fiber on the basis of chemical properties of dye using TLLC.

21, Examination of paint samples onthe basis of Microchemical nest.

22, Examination  of sulomotive Paing samples using  Fourier Transform  Infrared
Speciroscopy,

23, Examination of broken objects on the basis of physical fil.

24, Examination of electric wires on the basis of electrical resistivity and microsiruciure.

25, Calibration of electrical energy meter and clectricity audit caloulation of nppliances,

26. Examination of electric energy meters and find oot the possible fampering mechanizm
adopted by the criminal,

27. Restoration of serinl numbers on vorfous metal surfaces using approprate chemical
meLhod.

28. Any other practicel designed by the faculty member based on recent advances.latest
trends
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FORMIGODBP | Practical based om | Credit:0l | Contact | Marks:50 |
FORM.IGIBT | | Hours:30

Conrse Ohverview

This is o labortery course based on Dise and Cloud Forensies (FORMUGIBT). The course
ohjectives and outcomes of this laboratory conrse have been odded 1o the theory course. A

prinimim of [0 prociical has w be covered in the semester for sugcessiul completion of the
COLIFSE,

List of Practical
{Mmimum of 10 prociical bas 1o be performed for successful completion of the course)

seiting Llp o Disk Forensics Workstation

Familiarization with Disk Imaging Tools (e.g.. FTEK Imager, Guymaoger)

[nteeduction to Dpen-Souwrce Forensics Tools {e.g., Aulopsy)

Write-blocking techniques using Hordware and Software Tools

Forensic Disk Tmoging of 0 Torgel Drive

Venlyving Disk Tmage Integnty {Hashing)

Exploring File Systems - Understanding File Svstem Struchures (MTFS, FAT. EXT)

Apalyzing Drisk Images with Forensic Software

Dats Carving - Recovering Deleted Files and Unallocated Space Ariilacts

IH .-ﬁ.rlulgmng Deleted Internet History und Coched Data

11 r\:.:l.mg Forgnse HH’-‘UIH - r:|'|,||:|.'||:|||:|'|1|ng .-’l.-:.r.||..|.|‘||llr|:|l‘| Analysis, and Findings

12, Familiarizatbon with Cloud Forensics Tools (e.g. CloudXplorer, EnCose Cloud )

13. Exploring {loud Provider Platforms (AWS, Arure. GEPY = Web Interfivees and A Pls
{Optional

14, ldentifying Potential Choud Evidence Sources (Logs, User Activity, Virtual Machines)

15, Cloud Forensics and Chakn of Custody in the Claud Envircnmeni

16, Analyzisg Clowd Logs - [dentifying Anomalies, User Activity, and Indicators of

Comprcmise

17, Any other proctical designed by the Taculty member based on recent advancesdlazest
tremils

e el e e de L —

i
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FORMIGIOCE | Practical based an Eredl.r:ﬂ'lrcnumt Marks: 50

Hours; 30

FORMIGOOCT

Course Overview

This is 5 labortory course based on Botanieal Evidence and Environmental Forensics
(FORMVBOBCT), The course objectives and owtcomes of this laboratory course have been
added 10 the theery course. A minimurm of 10 practical has 1o be covered in the semester for
supecesslul completion of the course.

List of Practical

(Minimum of 1 practical has to be performed For successful completion of the course}

A e Ll D =
T E i

= 3

[dentification of wood using phivsical and anatomical feares,

Identification and classification of distoms,

Expmination of hair af ditfierent animals as eat. dog, eow, horse pnd gool.
[dentification of pollen grains to genas level

[dentiMeation of starcl pranukes,

Stnining technigues and luborstory exercises [or the identification of different plant cell
EVPes.

Microscopy of various plants hres,

DifTerentintion of Tihres inchsding sisal, manila, jute, pnd coiton based on ashing,
Microscopic examination of man-made fibers.

 Seetion pnd cutting of plant moterial ond their examination.

. Stepwise method for collection of bolanical cvidence

. Collection snd processing of algal evidence in forensic investigation

CWisil o any of these: Autopsy centre at mortunry, Forenskc Science Laborstory.

Pathology Laboratory, Veterinary Centre, Zoo, Biodiversity and Wildlife Centre

. Any ather practical designed by the feculty member based on recent advances/utest

trends

wiE
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FORMUGOODE | Practical hased on li:."r_u&'i?:iii"'f:nnmr | Marks:50

FOR/MI/G00DT Hours:30 |

Course Owverview

This = a laboratory course based on Forensic Chemistry of Fire and  Esplosive
(FORMIBOODT). The course objectives and outcomes of this lnbormory course have been
added to the theory course, A mimmum of 10 practical has o be coviered in the semester for
successTul completion of the conrse,

List of Praciical

(Minimum ol |0 practical has m be performed for successful completion of the courss)

o de s b —

- - |

1y,

1.

Examinations of petrol as per BIS/ASTM specilications

Examinations of diesel as per BISIASTM specifications

Examinations of Kerosene g per BISASTM specilications

Edentification of adulteration in petrolean peoduct by TLC (mbnimue twe)
Collection amnd anglvsis of explosion residues by spat test

Analysis of explosion residues by HPLC, TLC, GC, FT=IR {at beast one from each of
the technigues)

Extraction and analvsiz fire debns by color test methods {minimum {wo)

Fxtraction and Amalvsis of petrol from fire debrs by GO, U=visible and TLC Gaf leasi
ope firvm each of the technigies)

Extraction and Annlvsis of diesel from fire debris by GC and TLC (at feast one firom
cach of the techmigues)

Extraction and Analvsis of Kerosene G Gire debris by GO UW-Yishle and TLC (a0
least one from each of the techmigoes )

Any other practical designed by the faculty member based on recent advances/latest
trends
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FORMI/GO0EP | Practical based on | Credit:01 | Contact | Marks:50 |
FORMIGO0ET Hours: 30 | |

Course Overview

This is a laboratory course based on Printed Documents and Forensies (FORMIBMOET]),
The course objectives and outcomes of this laboratory course have been added 1o the theory
course. A minimum of 18 practical has to be covered in the semester for successful completion
of thie course.

List of Practical
(Minimum of 18 practical has to be performed for successful completion of the course)

To make palp for poper sheet formation throagh Kraft method.

Preparation of paper shest through recyveled paper.

[dentification and detection of different types of ink through instramental technigues.

Microscopis examination of ball-point pen inks

Microscopic examinnion of gel pen inks

Micrascopic examination of fountain pen inks

. Instrumentsl analysis of various inks

Examination of documents primted through laser printers

Examination of documents prinbed through inkjet printers

1, Examination of documents printed thesugh thermal printers

I, Examination of documents printed through dot-matnix printers

12, Identification of source of photocopier maching by the examination of photocopied
documents,

13, Identification of diMesent types of printing technology on documents.

14, tdentification amd detection of type written matter on docisments.

15, Any other practical designed by the faculty member based on recent advances/latest

tremds

©p N b L -

LR 1

Page 108 ot 262



FORMIGOIT |

Special Paper=11

Credir:id

Contact

| Marks:75
Hipurs:ds |

Course Dverview

The eourse hus been designed o ger the siudents specialized in g particular domain of forensic
sepence. The student needs 1w select one of the courses below:

&N Code Mame of the course Credit | Contact | Marks
Heowirs
| | FORMIGHIAT | Motor Vehicle Crimes and Accident | 03 45 73
Analvsis
0OR
2 | FORMIBOIBT [¥iginal Forensics and Tncident LIE] 45 75
Respinse
OR -
3 FORMMINGOICT Cellulor Division, Regulation and 03 45 T5
Communication
OR
4 | FORMIGOIDT | Forensic Toxicology-I [ n3- | 45 75
0Rr
"5 | FOR/MIGOIET | Advanced Hondwriting Examination | 03 | 45 TR
FORMIGIIAT | Motor Vehicle Crimes and | Credit:03 | Contact | Marks: 75
Accident Analvais | Hours:45 |
Course Overview

The course covers the various aspects of mstr vehicle components. secidents, and forensic
analysis,

Course Dhjectives

The course has the following objectives:

Students will gain an iden of the various companenis of the vehicle
Students will Tearn and analyze the vehicle and their components

Students will have en understanding of the colbection methods of evidence

Students will understand the examination of the vehicle
Students will learn the reconstruction of vehicalar erime scene

Course Ooteames

A e the completion of the course, the students will be able w do the following:

CENE: Define and describe the variows components of the vehicle and accident anilysis
COL Apply various scientific eehnigues in the analysis of vehicle
CO3: Analyee varivsus evidence related W vehiculur sceidents

0N Fl.rrnp:ln: waricis aceraries in vehicular pcedents
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s OO Reconsiruct velicalar erime seene

Uit

Course Conteni

{omtact Hours

Ulmit-1

Understanding the vehicle

s Ohverview of exterior and interior body parts of
variows vehicles: Intreduction (o Steenng system,
sapension system, braking svstem, chassiz and
chassis numbers, wheels and iyres; Aulomolive
engites: Types ond peneral technival specifications
(manufncturer, type, bare, siroke,  capacity,
compression  ratio, valve gear, engine  conirol,
maximum  power, maximum  orgue,  fuel  tank
capacity ete.) of vartous vehicles and their relevance;
YVehicle [demtification Number (VIN]  locations,
engine number and  RTCr  registeation  number,
relevant vehicle documents.

4

Umit-11

Motor vehicle erimes-1

o Crimes ond vehicles, theft of vehicles, abandoned
vehicles, vehicles involved v terrorisme explosion,
road accidems and main  contributing  facioes
{equipmant fallure, roadway design, poor roadway
malntenance, driver behaviouss), motor vehicle fire
{exierior and intenor examination, fuel ankieappeity
examingtion, eléctrical systems, collection of fine
evidence, evidence containers). Evidentiary clues:
Wehicle, scene, culpritvictim, evewitnesses.

Vwie=A11

Mlastor vehicle erimes-T1

Procurcmentoollection  and  evaluston  of: Tyre
marks'skid marks, tvre residue, vre bursi, scraich
marks, headfail light and other fragments, bulbs and
filoments, glass fragments, blood, hairs, fabric, finger
prints/loot marks, paint samples, vehicle registration
and insurance related documenis, engine number,
VIM [constitution, decoding end  Interpretation),
seene photographs and plans, Tyre evidence: Chiginl
equipment  Iyres, replacement tyres and  tyre
construction, tresd nomenclire and  side wall
information, noise treament, read wear indicators,
retriend tyres. Tine track evidence: Stance, wheelbase,
turning diameter, tine position in twm.

i

mit-1'V

Vehicle examination
& Wehicle identification. examination of vehicle licence
plate, examination of vehicle documents. Restoration
of WINferial  numbers.  anti-thefi  syslems.
exomination of steering columng and igniton locks.
examination of vehicle keys, examination of burmnt
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vehicles,  examiason of  vehicles  recoverad
underwater,

Unde-% Yehicular accident reconstraction L1

s [Inspection techniques, types of wehicle collision
(head-on  collisions,  front-to-back  collisions  and
cccentric. collisions).  Application  of  [mpulse-
Pfomentum theory to Linear Central Tmpact, Oblique
Central Impact and Eccentric Tmpact and Botations.
Applicotion of Poisson impact theory W vehicubar
collisions. Simplke falls of vehicles. Breaking
elfciency (motor evele pnd Four-whesler), Tyvpes of
skid marks and evidential value, Estimation of speed
from skid marks on plane, updown-graded roads,
Oceupants” Kinematics, biomechanics of injuries,

Sugpeted Readings/Reference Bookis:

b LAk b —

4

15
i,

7.
I8

9
20,

1.

Automobile Enginecring, B.B. Gupia, Satva Prakush, New Delhi.

Basic sulomobile engineering, C.F Makra, DhonpatRai Publivation Company
Autometive Mechanics, M. K. Gin, 8th Edition, Khanna Publishers, New Delhl,
Automebile Engineering, Kreipal Singh,

Forensic Examingtion of Stolen-Recovered and other crime relsted vehicles. Eric
Staufer.

Forensip Science, An Introduction fo Scientific and Investigative Technigues, 2
Edition, Stwar M, Jmes and Jan ). Hordby.

Forensic Engineering Fundamentals, Harold Franck and Dareen Frank, CRE Préss.
Encyclopaedia of Forensic Science Vol & 3. J A Siewel. Pekka ] Soukko et ol,
Academic Press,

Highway Engineering,S k Khanna C E G Justo. Mem Chand ond Bros, Reorkee, 2001,
[nwvestigating automaobile Tre causes, Glen A, Shifflerr, JTowmal of crimvinagl law ard
ceiminolomy, 1958, volume 49, ssee 3, amele 14,

CAutemobile arson investigations, William J. Davis, Journal of eriminal law ond

criminglogy, 19446, volume 37, ssee 1, aticle 8.

. Fire investigaior: primciples and practice, dth edition. Jones and Bortlei
cApplication of Implse Momentum Theory o Vehicle Collisions, A, Guven 'O TAS,

Tr. ). of Engineering and Environmental Science, 23 (19995, 455 - dad,

Milan Ratista, On the mutual coefTicient of restimtion in two cir collinear eoflisions,
205,

Website www erashiorensics.com. John © Glennon, Chartered,

Crardner, Boss M. Praectical Crime Scene Processing and [Investigation, Boca Raton
CRC Press (2065 ).

LWalks: Forensic Science-An  Introduction te Scientific Crime  Detection  2nd
Ed.Universal, 15t Indian Bepring (2002},

Jay A Siegel, Pekka | Saukke and Geoffrey C, Kooupfer; Encyclopedia of Forensic
Science, Academic Pres s (2000),

Laborutory procedure manual, Forensic Physics, Dircctor of Forensic Science (20051,
Mabor B. 5.; Forensic science, Hyderabad Ashoka Law House (2005

Richard Saferstein: Crminalistics=An Introduction o Fofensic Science Sth Ed.,

Page 111 of 263



Prentice Hall { 1995),

12, Sharma. B R.: Foeensic science in criminal investigation and wials, Allahabad Central
Law Agency { 1983,

23, Working Procedure Manual: Physics BPRE& D Publication (2(8ED).

Ll
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FORMESIIET | Digital Forensics and Tncident

Response

Course Dhverview

The course covers various aspests of dighal Forensics and incident nesponse,

Course Objectives

The eourse has the following objectives:

@ & @ ®

Siudents will gain an idea of incident handiing

Students will learn and analyee the scene afier the incident
Students will have an wnderstanding of the collection and forenzic duplication
Students will understand the storage and evidence kandling

e Siudents will kearm the incident response in a network

Course (uteomes

Creditd | Contact | Marks:75
Hesurs: 45

After the eompletion of the course, the students will be able 1o do the Following:

Llmie

Course Content

CO Define and descrilse vanioos terms of digital ferensics and incident response
L0 Apply warious methods Tor meident handling

CO3: Analyze the inckdent for is hetter hamidling

L0k Compare various fools for incident response

COEs Amalyvee the network for recovening e incident traces

Contact Hours |

imde-1

Introduction to Incident Handling

s Computer Security Incident, Types of incidents, why
necessary, Goals, Pupoese, Omzanizationn] Roles,
Incidem1 Response Methodology  Preparing  For
incident  Response-ldentifving Risk, Preparing
Individual Hosts, Preparing Wetwork. Esfablishing
Appropriate  Policies. &  Procedures,  Creating
Fesponse Toolkit. Establishing an Incident Response
Tearn

o9

Unit-1

Uimie-IT1

After the Defection of the Incident
Owverview of incident response phases, docomenting
steps, stabling an incident notification procedure,
Recording Details A fter Indtial Detection, Conducting
Interviews. Formulating o Response Sirntegy,

Initial Response
» [nitin]l Hesponse & Volatile Do Collection from
Windows sysbem: Initial Respomse & Solatile Data
Collection from LUnix sysbem.
o  Forensic  Duplication;  Forepsic  Duplicaies  as
Admissible  Ewidence, Forensic Duplication  Tool
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-F;:quirtm:nim Creating  a Forenswe Duplicate/
Ouenlificd Forensic Duplicate of & Hard Drive.

| Unit-IY | Storage And Evidence Hundling o9

®  File Systemns for window, Linux ond Mac OS5,
Farensic Analysis of File Syatems

& Storage Fundamentals-Storage Laver, Hard Dieives,
Evidence Handling: Types of Evidence, Challenges
in evidence handling, Overview ol evidence handling
procedure.

Unit-V | Network Forensics 09

# Collecting Metwork Based Evidence - Investigating
Routers, Netwaork Protocels - Email Tracing - Internet
Frowd. Systems lnvestigation and Ethical Tssucs.

& [Datn Analysis Techniques - [nvestigating  Live
Systems [ Windows &Unix) -

# Investipating Hacker Tools - FEthical  lssoes —
Cvberorime, Report Writing Guidelines. A Template
ferr Diigital and Cvber Forensics report

Suggested Readings/Reference Books:

=

Kevin Mundin. Chris Prosise, “Incident Response and compuler forensics™, Tata
MeGraw Hill, 2ok,

Peter Stephenson, “Investigating Computer Crime: A Hondbook: for Corporaie
Investigations™, Sept 1999

Enghan Casey, "Handbook Computer Crime Investigstion®s Forensic Tools amd
Technodooy ", Academic Press, Est Bdition, 20061,

Skoudis. E., Perlman, R. Counter Hack: A Step-by-Step Guide (o Computer Attack
and Eflective Defenses™, Prentice Hall Professional Technical Reference. 2001,
Norbeit Zaenglein, “Disk Detective: Secret You Must Know 10 Recover Information
From a Computer”, Paladin Press, 2000,

Bill Nelson, Amelia Philips and Christopher Steuart. “Guide w0 computer forensics and
investigations", course lechnology, Cengage Leaming: dihedition, 1SBM: 1 -435-
LUHEIA, 2005,

LE L]
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FORMUSNCT | Cellular Division, Regulation | Credin:03 | Contaet m"mi‘r_J

ami Communlecation | Hiours: 45

Codrse Dverview

The course covers cellular structure, ransport across membranes, cell division. cell ovele, and
cellular communications,

Course Objectives

The course has the following objectives:

Students will gain an idea of the cellular division. regulations, and communications
Students will learn the cell structure and theie functions

Students will have wn understanding of cell diviskon and programmed cell death
Students will understand the cell evele regulations

Students will learn the cellular communications

Course U toomes

After the completion of the course, the students will be able to do the following:

CO0: Pefine and Jdescribe various cellubir processes

COZ: Apply knowledge o understand transport across the memiboong
O3 Analvee stapes of cell division

O Interpret cell evele regulations

CO3: Evalunie varions ospects of cellular communications

L mit Course Contend Contact Hours

— T

Unit-1 Cellulnr Straciung:

& [eelimition of the cell, Diversity of cell size and shape. L[k
Structure of typical prokaryotic ond Eukeryotic cells
Orgunization, Strocture and Functions of subeellular
organelles. Structure & function of the cyloskeleton
and its role in molility {petin, myosin, microlubules.
e infermediate lamentsk,

Unit=I1 Transpori acress membrane

s Bilayer Fluid-mosaic medel structure (Singer & L
Micholson double-membrune model ),
o Transpor across  membring:  aclive w5 passive

Iransport.

Unit-I11 | Cell division aad Programmed cell death L1

s Miogie and Meistic division, Somatic vs. Germinal
cells, Eguational vs. reductional division, Stages of
division, prophase, metophose, anaphose, welophase,
eytokinesis and their signilicanee
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-F'n_'ugrmnmcn:l cell-death:  Apoptosis,  Mecrosis,

cameerois growth,

Unit-IV | Cell eyele regulation 09
o Cwelins and Cyelin-dependent  Kinoses  [(CIDK s),
Contral and regulation of cell cycle, Onoogene,
Protosoneogene, Tumour-suppressor genes, Ciuard-
gere, p53, R, pZ2l. ete.
Unit-V | Cellular Communication 4

General  principles of cell commuonication, cell-
adhesion molecules and roles of diffenst adhesion
molecules, pap  junctions,  extracellular  mageix,
integrins, Menrdransmissions nd I8 regulation,
Steroidal hormones and their recepios, cell surface
receptor.  G=protein  coupled  receptors,  signal
tremsduction  pathways,  sccomd  messengers,
repnlition al signaling pathwiys,

Bupggested RendingeRelerence Books:

R

Copper Molecular Cell Biology
Alberts B et al Molecular biology of the cell. Garland Publishing Inc

Lodish et al,, Malecular cell biofogy. Freeman & company MNew York [59599
Ciemnis BB Biomembranes- molecular stracture and function, Springer.

(. Posil . 5. T.Crooke (Eds) mechanism ol receptor regulation. Plenum press, | 985
[ Prescot, Reproduction in Eukaryotic cells, Academic Press
S5.F Gilbert; Developmental Biofogy, Sinager Associates Inc
Sheeler; cell and Moleculiar Biology.

Sadava ; cell biology

R
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FORMNL DT

Forensic Tl]-'lil‘lﬂl-[lﬂ"-l. Credit:03 | Contact | Marks:75
Hours: 45

Course Dhverview

The course covers various aspects of forensic toxicology, poisons and their types, eollection,
extruction, soletion, and idestification of vorious peisons,

Course Ojectives

The courss has the fol lowing objectives:

Course Daicomes

Stdents will gain an idea of various forensic mxicology

Stadents will learn and analvie vorious poisons

Students will have an understanding of the extraction and isolation process
Students will understand the analysis of volatile znd non-volatile poisons
Students will leorn the interpretation of analyiical results

After the completion of the course, the students will bz able to do The following:

COl: Befine and describe the propenics of various poisans

L2 Apply various scientific fechnigues i the analysis of volatile poisons
CO03: Analyre evidence related o inorganic poisons

CO4: Compars progeerties of various poisons

05 Interpretation of analvtical results

L it

Course Content Contuct Hours

Unit-1 | Introduction o Forensic Toxicolagy

Introduction and scope of Forensic  Texwology, Lk
History of forensic toxicobogy, clssilcation of
poisans: based an their origin, mode of action, and
chemical  namere;  clissification  of  poisoning:
accidental. homicidal, swicidal, and miscellaneous.
nature of poisons wnd poisning in view of Indion
scenaris, sign and symploms of vimous polsens and
their antidotes, Tactors pffecting poisoning, medico-
lepnl aspects in polsoning.

Unit-11 Collection and extraction process

Collection, hamdiing and preservation of viscera L[]
Bloml, uwnne and other biological samples in
paisoning cases, submission of samples inio the
lahoratory, interpretation of woxicological findings
and preparation of reponts, limitation of methods and
trouble shooting in toxicological analysis, disposal of
unused semples pertaining o toxicological analysis.
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# Extraction: Introduction and fundamental principles
of extraction. pre-conditions of extraction, types of
exicaction methods: Fguid-liquid extraction, solid-
phase extraction, and microextraction; [solation and
clean=up procedure.

Wmit-1T0

Maetal and its toxivity

o Melallic polsons: Matore, use, sdminisiration,
symproms, post-mortem findings, fval dose, facal
period, detection, of metallic poisons meluding Lead,
Copper. Mercury, Arsenic, Barium. Cadmium,
Antimony, Thallium, etc.

#  Extraction ond isolation of metallic peisons rom
various biological matrices by dry. ashing, wel
digestion and microwave digestion methods and their
subsequent identification by Reinsch’s tesL Guteil
Test and instrumental technigues.

Unit-1V | Gaseous and volutile poison

o Introduction, nature,  administration,  signs  and
symptoms, fakal dose, fatal period, and poastmoriem
appearance ol the following:

o Gaseons pedsons: Cacbon dioside, phosgene,
carbon monoxide, corbon disulfide, hyvdmogen
sulfide. mitrogen monoxide, sulfur dioxide,
WO 2A5E5,

o Volmile poisong;  Acctone. cther, poetone,
aniling,  beiwene,  chlvrofiom,  camphor,
chioral hydeate, carbon tetruchloride, ethyl
alcehol, methyl  aleshol,  Fformaldehyde,
phenol,  scetaldehyde,  sopropyl  alcohol.
by dirowsyanic acid

»  Extraction of gascous and wvolatile poisons from
various biological matrices and  their subseguent
identification wsing color tests and  instrumental
technigues such as FT-1R, GO, GC-MS5 and tandem
technigues.

Tait-%

Mom-volatile organic poison

o Classilication, nature, faml dose. fatal  period,
symploms, post-miortem  findings,  medico-legal
significance and analysis of Organo-phospharous,
Organochloring,  Carbamate  and  Pyvrethroids
insecticides and pesticides,

s Extrogtion of non-volalile poisons from  varous
biologival  matces wed  their subsequent
identification using color tests and  instrumental
technigues such as FT-[R, NMR, HPLC, LO-MS,
GO, GO-M5 and tandem techivigees.,
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Suggested Remlings/Reference Books:

1]

i

2.

13

Bamford F.; Poisons @ Their Tsolagion and ldentification. (3nd Editiony; MeGrw-Hill
Press, | 955

Modi. Jaisingh, P Texthook of Medical Jurisprudence & Toxicology, MM, Tripathi
Publication {2001 )

Clarke E.GAC, and Moffar AC .- Clark’s Isolation end [dentiGeation of Dnags {Edition
2 revisedy; Publisher Phorminceutical Press, [986

“Working Procedure Manual on Chemistry™, Directorate of Forensic Science MHA
Gov. of [ndig, 2005.

Arena JM, (3nd Editon) (1974, Poisoning: Toxicology, Symploms  (reatmsents,
Thomas: University of Califomia,

Burcham Philip C {2013) ; An introduction to toxicology: 15t edition; Springer
Publication; Mew York;

Christian Donell R (2004); Forensic Investigation OF Clandestine [nvestigation; | st
Edition: CRC Press; New York

Connors, KA, (1975, A Text book of Pharmaceuficals analysis, Wiley Interscience,
Mew York.

Curry ALK 1972), Advonces in Forensic and Clinienl Toxieolopy, CRC Press,

. fIJrr:.- A S (Par| ”] i I"ilﬂfr]. A rlu.l:. ticnl Methods t Human 'l'|1*-;1'|;|1!|15}l. Mibklisher 'lu'l."ilﬂ_'.-'

Werlag Chemie.

Curry A5, (Second Edition) | 1969}, Poison Detection in Human Orzans, Springfield
Thomas.

Dubois K.P and Gelling E.MK. (1955, Texibook of Toxicolopy, Oxlord Universify
Przss,

Flanagan Robert 1., Taylor A, Watson lan D, Whelpton Boben (2008) @ Fundamenial of
annlvtic toxicology: |st Edition, Wiley Blockwell: London

JHaves A& Waollace, Kruger L. Claire: Huywe's (2004 principles and methods of

ool Sth Edivion; TR Press: New York,

Hodgson Emst (20015 A wexabook of modern (oxieology: 3rd Edition, John Wiley &

Sons, Ine. Publication; Cansda
LE T
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FORMIGOET Advanced Handwriting Credit:03 | Contact | Marks:7%

Examination Hours:45

Course (verview

The course covers vierious aspects of the examination of printed documents.

Course ODhjectives

The course has the following ohjectives:

Siudents will gain an ides of neuromuseilar basis of hondwriting and motor control
Students will leamn end analyze the various factors ineluding neural abnormality which
influence handwriting

Siudents will have an understanding of various intemational standards for handwriting
examinition

Susdents will understand the effect of neurological discase on handwriting

Students will lenrn the principles of handwriting in its forensic examination

Coorse Chilcotmes

Adter the completion of the course, the students will be able to do the following:

O Define and describe the concepl of three-dimensional model of the nervous
syatem and its functions in detail

02 Explain the models of handwriting motor controf

CO3 Idemtify different neurobogical discases from signs and symptoms ohserved
through hondwriting

Cod: Apply basie principle of hondwriting Tor ifs examination and signalure
verillcation

CO5: Interpret the elfects of factors. like, neorological disenses, psychotropic
medication, mgeing and others on handwriting

Umit Course Content Contact Hours

Unit-1 | Neuromuscular Basis of Handwriting

& Human Nervous System. Broadman’s area, Brain o9
Function for Hand Malor Control, Meuroanatomical
Bases of Hond Motor Coatrol, Fromtal-Subcortical
Meural Circuits ond Motor Functian, The Cercbellum
ond Brepin Stem, Handwriting as a Motor Progrim,
Hiernrchical Muodels of Handwriting Motor Coninof,
Modils of Handwriting Motor Control.

Unie-1T | Mewral Abnormality aod motor eontr

»  Mewrelozical disease and motor control: Parkinson s
disease. Palsy and Coricobasal degeneration, "
Essential tremors, Mulliple System atroply, Multiple
Aelerosis, Huntington's disease, Lower Moto neuron

Disease,  Alrheiiner’s  disease.  Psvchotropic
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Medication and motor control, Aging and  motor
condrol,

Umit=t11 | Development of Handwriting

o History of Ckiestioned Descument  Examination, ]
Origin of Alphabet, Writing  Systems  {Indian,
American, Emglish, Fremch. etc.), Development of
Handwriting, Faciors Affecting the Development of
Handwriting, Basis of Handwriting [dentification,
Handwriting charocteristics,

Unde=1% | Factors influencing Handwriting

# Factors infloencing handwriting: Different writing ne
svstem, Physical Impedonce, Meurological discase
ond homdwriting, Effect of psyehotropic medication
on handwriting, Substance abuse and hasdwniting,
At and Handwriting, Genetic Faciors, Accidenial,
Circumstantial, deliborate

| Unit-V Handwriting'Signature Examing thon

# Handwriting  expomination:  Understonding  the 09
ohjectives, Scope  of  hondwriting  examination,
Sourges of document  examination, Forged and
disguised handwriting, Science and ant behind
handwriling exarvination, Standaed guidelines for
handwriting analysis. Collection of specimens,

= Bignatwre: Process of evolving o signature, Signofure
forgery, Method of examinotion, Kinematics of
signature  authentication:  lsochrony  in genuine,
simiuluted and Torged signatures, stroke direction, ¢le,

Spppesied Rendings/Reference Books;

Coaliguri M P and Mobammed LA, Mewroscience of Handwriting, CRC Press,

Huber, A. R, and Headrick, AM. (1999} Hondwriting (dentification; facts and
fundamental CRC LLC

Ellen, [0 {1997 The scientific examination of Documents, Methods and technigues.
Zond e, Toylor & Francis Lid.

Morriy (2000): Forensle Handwriting  Identification {fundamientsl concepis and
Principals )

Harvison, WH.: Suspect Documents & their Scientific Examination, |66, Sweel &
Masowell Lid.. Londom.

Hilton, O The Scientific Examination of Questioned Document, 1982, Elsaevier Morth
Halland Ing., Mew Yaork.

Sulmer, HLF. : Disputed Docoment, 1966 Ceeann Publications Inc., Mew York,
Saxena's: Samenas Law & Techiiques Relating 1o Finger Prints, Fool Prims &
Pretection of Forgery, Central Law Agency, Altihabd (Ed, ALK, Singloj.

. Dwirke. AL Forged, Ancnymous & Suspet Documents, | 930, Reorue Rontledee &
Soms Lid.. London,
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10, Oshorn, A, 5. Ouestioned Documents 1929, Bovd Printing Cao.,. Chicago.
11, Levinson, J: Questioned Documents, 2000, Academic Press, Tokyo.
12, Kelly, 1.5 and Lindblom, B.S: Scientific Examination of Questioned Documents, 20006,
Toyhor & Francis, Mew York.
HE
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[anmjj'ﬁuiiiii'['ﬁmﬂh: based on FORMI60LT | Credit=03 | Contact _I'Eu.inri&éiﬂ
Hours:45

Course Overview

The prictical course is based on the corresponding theory courses, The student needs o select
ane of the courses helow:

| 8N Code Mame of the course Credit | Contact | Marks
| Houss

I FORMIGOLAP Practical based on FORMEG01AT Gl | 30 3
1R

2 | FORMIGOIBP | Practical hased on FOR/MIGOIBT | O1 | 30 | 50
[in

3 | FORMISOICP | Practical based on FORMIGOICT | oI | 30 | 50
OR

4 | FORMUSOIDP | Practical based on FORMJGHIDT | o [ 30 [ 30

5 | FORMIGOIEP | Practical bused on FOR/MEGDIET | 01 | 30 | 50

|P{JIH1'MJ.I'EAP Practical haseid on | Credit0l | Contact MBI‘I“:EE.|

| FORMNLIG AT Hrnrs: il

Conrse Ohveryiew

This s o laboratory course based on Motor Vehicle Crimes and Accident Analysis
(FORMIFBOTATY. The couwrse objectives and outcomes of this laboratory. course have been
added to the theory course, A minimom of 10 practical has o be covered in the semester for
successful completion of the course,

List of Mractical
(Memimum of 10 practical has w be performed for successiul completion of the course)

I, WIM collection from various vehicles interpretation and suthentication using check digit

catculations,

Examinotion of the registration number plate and finding the owner of the vehicles,

3. Examinmtion of the registrstion number plate and finding the type and other information
of the varous vehicles,

4, Photography of the accidental vehicle,

5. Documentation of o big accidental crime scene on busy  highways  using
Photogrammetric echnigues,

6. Determination of the age and pitch sequence of the various tires,

7. Examination and understanding of various road signs, signal and constructional
features of the highwoys.

B, Examination of steering columns, braking system and igniton locks

4, Determining the pesitions and severities of injuries tr the occupants from the acebdental
welocity vector caleulation in collision aceidents,

i=d
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1, Colbecting Chassis numbers of various motor bikes and comparative study,

I, Comparative study of kevs of various vehicles,

1Y, Examinafion of broken head/®ail fizhts.

13, Examination of bulb filament

14. Examination of driving licence/vehicle RTO registration/vehicle insurance documents.

I 5. Measurcment of stance and wheelbase,

16, Tire sidewall information and inferpretation,

17, T study class choragteristies and wedr and tear of various tvres.

18 Casting and evaluation of tyre impressions,

19, Mensurement of wrning diameter/radins of vehicle

20, Mensurement of peripheral vision,

21, Sample ealeulations of accident reconsiructions,

22, Estimation of vehicle speed from skid lengths considering braking efliciency,

23, Analysis of simple Fall of vehicles-sample calculations,

24, Physical examination of accidental vehicle-Visit 1o puthorized auto garage,

15, Case siudy of vehicular accident.

26, Any other practical designed by the feculty member baged on recent advances/latest
irenids

T
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FORMNMIEGHTRP | Practical Inased on | Credisnl | Contact Mlarks:50
FORMGD BT Huours: 30

Couorse Overview

This s a laborsory cowse based on Digital Foressics and Inddent Response
{FORMIGD BT The course objectives wnd outcomes of this laboratory cowrse have been
added to the theory course. A minimum of 10 practical has o be coversd in the semester for
successiul completion of the course.

List of Fractical

(Pliniimum of [0 practical has w be perforimed for successlul completion of the course)

Collection of volatile data from a window system
Collection of volatile data grom o Uniz/Linux sysiem
Collection of evidences from a network-connected svstem
Collection of evidences from routers
Making Forensic copy of a hand disk/pen drive
Tracing the origin of an email
Analysis of live window system
Analysis of live Unin/Linux system
Analysis of live Maciniosh system

Analysis of network fog Teoan o window system

. Analysis of network log fom Lnis/Linux system

. Any other practical designed by the faculty member based on recent advances/Tatest
trendds

i el AR Ll e

o —

LR
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FORMIGOICP | Practical based on | Credit:0] | Contact | Marks: S0
FORMIGOICT Houors:30

Course Overview

This is a lahoratory course based on Cellular Division, Regulation anid Communication
(FORMIGHICT), The course objectives and outcomes of this laboeatory course hove heen
added 10 the theory course. A minimum of 10 practical has o be covered in the semester for
successful completion of the course.

List of Practical

{Minimum of 10 practical has o be performed For successful completion of the course)

Microscopic siudy of mitofic stages.

Study of cellular morphalogy of different cells.

Study of transport across membrane: Diffusion, osmoses.

Study of different cellular organelle under microscope

Eflect of detergenis on membrine pierneability

[sclation of cellular organel les

Study of marker enrymes from the isolated organelles.

Preparation of liposomes,

Prepurtion of Feulgen-Stained Chromosomes in rool tip squushes
10, Efficct of Colchicine on Chromoesome movements during Mitosis.
11, Stwdy of Immune Cells TLCDLC

12, Any other pracrical designed by the faculty member based on recenl advanceslatest
tremls

R

o =
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Ma rhs:ﬂ]_

FORMLGHDP | Practical hased on | Creditz0) | Contact
FORMI601DT I_Hmr_!ﬁéf!_

Course Dverview

This is # laborstory cowrse based on Forensie Toxicology-1 (FORMESDTENTT The course
objectives and outcomes of this [abomtory cowrse have been added 1o the theory cowrse. A
minimum of 10 practical has o be covened in the semester for successhul completion of the
CORTSE.

List of Practical
{Minimum of 10 practical has o be performed For successful completion of the course)

I, Extraction of wsic metal ions i given samples by Dry Azhing method, and sralvsis by

color test

Extraction of wxic metal s in given samples by wel digestion methed, and analysis

by color test

Analvsis of Mo+ and K+ contents in 4 soil sample by Flame Phoiometry

Dretermination of poisonows metals in Biological matrices by AAS

Extraction and analysis of alcohobic residue from a given matrix

Extraction of o gaseous/volatile poizon from viscers and analysis by color e, FT-1R

and GrC-MS (ai least one froa each of the techaigues)

7. Exteaction and analvsis of organophasphores pesticide using color test, TLC and LI'Y-
Visible speotrophotometer (at least one from ench of the technigques)

B, Extraction and analysis of organo=chloro pesticide using color test, TLC and LIY-
Wisible apeeirophotoaneter (at least one Trom esch of the fechnigues)

%, Extraction and analvsis of carbamate wsing color test, TLD and U%-Wisible
spectrmophotometer {at least one from each of the technigqaes)

(i), Extraction and snalvsis of Pyrethroids wsing color test TLC and LUV-Wisible
spectrophotemeter (at least one from each of the technigoes)

1. Any other practical designed by the fuculty member based on recent sdvisnees/lates
trenals

2

‘=

e L
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FORMISIIEP | Practical based on | Credit:01 | Contaet | Marbs:50
FORMIGOTET Hotirs: 36

Course Overview

This is o laboratory course based on Advanced Handwriting Examinmtion ( FORMGOTET),
The course objectives and outcomes oF this laboratory course have been added 1o the theory
course, A minimuam of 10 practical has o be covered in the semester Tor successiul completion
of the course.

List of Practical

{Minimum of 10 practical has to be performed for suceessfil completion of the course )

T study the CMS in view of handwriting

To perform examinstion of handwriting with the given samples
To perform sxamination of handwriting on variows surfaces

T examine the effiect of various posture on handwriting

To examine the effect of nuerological disease on handwriting
T examine the effect of emolions on handwriting

To examine handwriting influenced by age

To examine handwriting somples of a twin

T examine Forged signotures

[, To examine similated handwriting

L1, To examine the handwriting numerils

12, To exarmine disguise in handwriting

13, Any other practical desizned by the faculty member based on recent advanceslates
Lrends

B B W b R e

LR
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FORMIGOZT | Special Paper-111 Credit:03 | Contact | Marks: 75
Hours: 43 |

Course Overview

The cowrse has been designed to get the students specinlived in a particubar domain of forensic
seience, The student needs 1o select one of the courses below:

M Code Mame af the courss Credit | Contact | Marks
Hours
1| FORMIBIZAT Forensic Ballistics 03| a5 | 7
R
2 | FORMIGGZBT | Werwork Forensics | 03 [ 45 | 73
L]
3 | FORMIGOZCT Molecular provesses and their 03 43 73
. regilations
I R
| 4 | FORMING02DT | Forensic Analysis of Drugs | 03 | 45 | 75
| LA
5 | FUH."MJFI.’-HEET_'_II Foundation to Biemetrics | 03 | 45 T 75
TFORMIBIZAT Forenzic Ballistics t:mdi:mi'[Er;iiEm Marks:75 |
Hours: 45 |
Conrse Uhveryview

The course covers the various sspects of forénsic ballistics
Course (Mhjectives
The cowrse has the pllowing objectives:

Students will gaim an idea of the various components of the firearms
Students will learn and analyvze the fireurms and ammuniiion

Students will have an understanding of the collection methods of evidence
Soudents will understand the prms-ammunition linkage

Students will learn the aspects of wound ballistics

Couwrse Cha fegmes

Adber the completion of the course, the students will be able to do the following:

COl: Deline and describe the varicus components of lircaris

COT: Apply various scientific technigues in the examination of firearms

CO3: Apalyvze vartous ammunitions for their examinastion

COd: Compare various characteristics ol evidence for the identification of firearms ond
armkin on

03 Analyee concepts of wound ballistics
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Lmil

Copnrse Contenid

Contact Hours

Unit-1

Firenrms

& Primitive, mwele-loaded,  modemn firearmes,
shotgun: Shotgun family, barvel, choke and its types,
chamber, action. Rifles: Barrel, twist, barrel calibre
and lenpth, action, magazine, stock, Indian rifles,
assoult rifles. Carbine, Revolvers; Bomel, action,
solid frame, break Trmie, and side swinper revolvers,
Pistols: Action, bamel, masazice, Maching Guns,
Submachine guns Air Rifles and Air Pistols, Canle
Giun, Stud Guns, Caseless cartridge Mrearms, Pest
puns. Improvised fireanms, and Indian ordinance
fuctory firsasms.

k)

lmie-11

Ammunition and Hring mechanksm

o Propellants: Black, smokeless, semi-smokeless and
triple-hase  powders. RDX  based  propeliants.
Projectiles:  Lead,  jocketed, non-lead,  armour
piercing, trscer, incendiary, boat-tailed and stream-
lined bullets., sphericul projectiles. Primers, cartridge
cases (shells): Shotgun shell and brass shell, Wads,
|ubeicamts, fixed ammunitions: Sholgan canridge,
Mechettes, rifle cartridge. revolver cartridge, pistol
cartridge. blank cartridge. fifle grenade cartridge.
consumable carridge, duplex cartridge, firing
meehanism

 Unit=L11

Evidentinry clues and evaluailon
= Location: Scene of occwrence,  victim, culprt.

firearm. ammunition. Collection: Firearm, cartridge |

case. bullet. slugs and shot, elothes, live ammunition,
eloss fragments, gun-shot residue, injurics, bullet
marks pnd holes, test exhibits, Problems: Firnsaen,
fired ammunition, medico=legal, murele-loaders,
live ammunition. Acceplability: Relevancy, identity,
purity, suthenticity, chain of possession. Evidence
charis: Evidence information chart.  evidence
collection log. Forwarding letier, loboratory wiork
nmdl reprt proforma,

Lmit-1'V

Arm-ammuonition linkige
®  Apm-gmsidnition linkage: Principles, test exhibits,
examination, range of fire, GSE (noture, location,
detection, collection  and  evaluation),  Injurics
iFircarm injuries, shotgun injuries and rifled firearm
inmjuries}.

k]

I nif=Y

Wound Ballistics
®  Hallistic aspect of fircom injuries. Mechanizn of

1]

firenrm injuries (Locertions and Shockwaves efe.).
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Threshold  velocity  for  peneteation  of |
skin/Nesh/bones, preparation of gel block, peneirntive
in gel block and other targets, Bullel EmnyExit Hole
[hentification, Evaluation of Accident, Suicide,
murder and self=defense firearm njuries, explosive
wolinds, evaluation of injuries capsed due w shot-
gun, rifle, handguns and coundry made fArgarms,
methads of measurements  of  wound  ballisticy
parameters. post-mortem and anti-mortem  finzanm
injurics

Sugprested Readings/Reference Books:

)

Bl gy e L]

I3.

I4.

I5

. Forensic Science, An Iniroduction o Scienlific and Investigative Technigees, 2

Firenrms in Criminal Investigation and Trials, 4™ Edition, B. R. Sharma. Universal
Law Publication, Mew Dhelhi.

Forensic Science in Criminal Invesfipation & Court Evidence, VN, Sehgal, Sclective
& Beientilic Books, Mew Delhi.

Handbesak of Fire arm and ballistics. Bran 1 Heard

Forensie ballistics in Criminal Justice, kausslendey Kumar

Introduction to Forensic Science in Crime Inveatigation. D, Rukmani Krishnamurthy,
Ihe world encyelopasdia of modem guns, A J R Cormack .

Firearm, the law, and Forenszic Balllistics, Tom Warlow,

Fire Arms, Forensic Ballistics, Forensic Chemisiry and Criminal Jurispridence, 5N
Ciaur et al.

Wiley Encvclopgedia of Forcpsic Sciepce, Yol-3, Allas Jamicson wnd Andre
Moenssens,

» Encyclopacdia of Forensic Seience Vol, 3, J A Skegel, Pekkao J Spukko of ol, Academic

Press.

prul

Edition, Stuwrt H, James and Jon 1. Sordiy,

. Technigues «f Crime Scene Investigation. Bamry AL Fisher.Seventh Edition. CRC

Press.

The wortd Encyclopedia of Modem Guns, A LR, Cormack, Cclopus Books Limited,
Londae,

Working procedurcs Laboraiory Manwal (Physics Division), DESL, Mumbai,

Tool Mark Comporsons in Criminal Investigations, David ). Burd and Roeger 5.

Gireene, Jowmal of Criminal Law and Crminobogy, Volume 39 | [ssue 3 Article 11
LEL ]
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FORMIGIIET Metwaork Forensics Credit:03 | Contact | Marks: 75 |

Hours:43

Course Ohverview

The course covers variows aspects of networks amd network forensics

Course Ohjectives

The course has the following objectives:

Swudents will gain an idea of various aspects of netwaork fosensics

Students will keam and analyze intrusion prevention and detection

Students will bave an understanding of the various components of the network
Students will understand the concept of network wnneling

Swidents will leam the event logs and their analysis

Course (atesmes

Afier the completion of the course. the students will be able to do the following:

COb: Delime and describe various terms of network forensics.
COZ: Apply various methods for intrusion prevention and detection
Ci3: Analyze the incident throagh the event log unalysis

COd: Compare varous tools for metwork analysis

CO3: Analbyvzz the network tunnelling

Limit Course Conteni Contnel Hours |

Unit-1 | Fundamentals of Network Forensies

e Fupdamentals of Network Forensics: Introduction, i
Definition, Classification of network  forensics,
Becent frends in networek fofensics. Challenges in
retwork forensies.

o Sources of Metwork-Based Evidence; Switches,
Fouters, DHC P server, Mame serviers, Authentication
ECTVETS.

s Packet Analysis: Protocol Analysis. Packet Analysis
Tools, Packet Analysis Techniques, Flow Analysis,
Wigher-Laver Traffic Analysis. Case Studies,
Sensors. Evidence collection through sensor. Case
studies,

®  Wireless: Network Forensics Unplugged: The [EEE
Laver 2 Profocol Series The 802,11 Protocol Suite,
021X, Wireless Access Points (WAPsL Why
Investigate Wireless Access  Points? Types of
Wireless Access Points, WAP Evidence, Wirelesy
Traffic Capture snd Analysis, Specirum Analysis,
Wireless Passive Evidence Acquisition, analyzing
802,11 Efficiently, Common  Amtacks.. Locating
Wireless Devices,
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Ulmin=11

Metwark Introsion Detection and Anplysis:

Introduction o Wetwork Intrusion Detection System
(WIDS)Y  MNework  Indrusion Prevemticn  System
[(WIPs)

Ty pical NIDSNIPS Functionalaty: SmiTing, Higher-
Laver Protocol Awareness, Aleding on Suspicious
Bits, Modes of Detection: SignaturesBased Analysiz,
Protocol Awareness, Behaviorl Analysis, Types of
MIDSMIPSs: Comimercial Fuoll-"Your-Omn,
WIDSMIPS  Evidence  Acguisition, Types  of
Evidence, WIDS/WIPS Interfaces, Comprehensive
Packet Logging, Snor:  Basic  Archilecturne,
Configuration, Snort Rule Language, Examples

Unit-1T1

Event Log Aggregation, Correlation, and Analysis

Sources  of  Lepgs:  Operaling System Loas,
Application Logs, Physical Device Logs, Network
Eguipment Logs, Metwork Log Architecture, Three
Types of Logging Architectures, Remote Logging:
Common Pitfalls and Strategies, Log Aggregation
and Analysis Tools, Collecting and  Analvzing
Evidence, Obinin Information, Siralegize

 Unit-1V

Evidence in Networks

Swirches, Routers, and Firewalls: Types of Switches.
Evidence in Switches, Types of Rowers, Evidencs in
Routers, Tvpes of Firewalls, Evidence in Firewall
Interfaces: Web Interface, Consale Command-Line
[iterface (L1 Kemote Command-Line Inuerface,
Simple MNetwork Manogement Protocel (SMNMP),
Proprictary  Interface, Logging, Local Logging,
Simple Metwork  Management  Protocol,  svslog,
Authentication,  Authorization, and  Accounting
|_|:lﬂillg

Web Proxies: Web Proxy Functionslity: Caching.
LRl Filtering, Content  Fillering.  Distributed
Coching, Evidence, Types of Evidence, Obtaining
Evidence,

Squid: Squid Configuration, Squid Access Logfile.
Squid Coche,

Web Proxy Analysis: Web Proxy Log Analyvais Tools,
Example; Dissecting a Squid Disk Cache,

Encrypted Web Traftic: Transport Layer Security
(TLS), Gaining Access o Encrvpied  Condent,
Commercial TLE/SSL Interception Tools

L)

Unit-V

Network Tunnelling

Tunnelling for Functipnality: Background: VLAM
Trunking, Inter-Switch Link (15L), Generie Roating
Encapzulation (GREE), 1Py over [Pvd with Teredo,
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Imphcnions Tor e Invessgator, Tunnclling  Gor
Conlidentialing | Internet Protocol Security {(IPsech,
Transport Layer Security (TLA) and Secure Socke
Laver (5510 Implications for the Investigator
Lovert Tunnelling @ Covert Tunnelling Strategies,
TCP Sequence Mumbers, DNS Tunnels, , [CMP
Tunnels.  Example: 1CMP Tunnel  Analysis,
Implicntions for the Investigntor, Cose Studies,

Suggested Resilings/Reference Books:

. Netwaork Forensics: Tracking Hackers through Cyberspace

. Fundamentals of Metwork Forensics- A Besearch Perspective Authors: Joshi, B.OC.,
Fitli, Emimanuee] 5, Springer

3. Introduction to Security and Nelwork Forensics by William J. Buchanan

4. Digital Forensics and Incident Response: A practical guide to- deploying digital

forensic techniques in response to cyvber security incidents by Gerard Johansen

Merwork Forensic by Ric Messier

I
2

s
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FORMSIZCT | Moleculsr Processes and their | Credic03 | Contact | Marks:75

Regulations Hours: 45

Course Dhverview

The course covers various aspects of molecular processes and their regulations.

Course Ohjectives

The course has the fol lowing objectives:

Sfudents will gain an ides ol the DINA replication processes

Stugdents will learn the ranscripe and post-transeriptional modifications
Students will have an understanding of genetic code and translation

Students will understand the regulations of gene expression in procaryolic cells
Students will learn the regulations of gene expression in cucaryotic cells

Course Chatcames

Afier the completion of the course, the students will be able to do the following:

COl Define mnd describe vorfous terms related o DNA replications and pene
EAPFeSSIINS

COL Apply knowledoe to undersiand  franscriptional  and  non-transcriptional
micdifications

Lo Analyze proteln syrthesis and genetic ondes

COd: Comipare regulations of gene expression in various cells

COE: Pvalite warmus aspects of molecular processes

Umit Casurse Contend Cantact Houry

Unit-1 | Heplication

#  Ceniral dogrma of molecular Bislogy. Plovers of DNA 09
replication, fvpes of DNA polvmeruses and their
properties, the process of DNA replication, genomic
DA replication, Clircular and linear DNA replication
in  eukarvoles, muliiple  origing ol replication
cukaryotic chromosomes.

Unit=11 | Transzription and post=transcripiional maodifications

# Transcription: terminofogics- cukarvedic genome, 09
cistrons, coding scquence & Open Beading Frame,
EMA polvmerases [ypes & function, Activalors,
repressors, regilatory proteins; Transeription: control
of trvnsertplion. Post-=tronscriptional modi Gealions

Unit=111 Grenetic code & Translation 49

o Genetic code, Ribosomes, Secretory and  noe-
secretnry probcing.

®  Protein  Svathesis:  Initistion,  clongafion &
termination of protein sy nihesis,
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s Prowin folding: Chaperons and chaperoning
®  Pratein localizotion ond torpeting: COP-11 and OO
patkvway,

Unit-1'V

Regulation of Gene Expression in Procaryotic cells
& Drganization of genes: Operator, Promaotor, strucirsl
penes, positive, negative control, Operons: foe, are,
fp, inducible,  repressible,  atenuation,  anii-
termination, lombsda-phage cireui

iike-%

Hepulation of Gene Expression in Encarvotic cells
#  Gene organization, DM A-prodein inferctions, maolifs,
activators, repressor,  enhancer, silencer,  global
reglator

Suggested ReadingsReference Books:

Crenetics o doncepiyal approach: Fowrth edition by Benjamin Pierce,

|

2. An Introduction o Forensic Genetics: Williom Goodwin, Adrian Linacre, SivieHad

3. Forensic DNA Typing: Biology, Technology, and Genetics hehind STR Markers by
Jahn M, Butler

4. An Introduction to Forénsic Genetigs, [2007); Goodwin William, Johs Wiley & Sons

L.,

5. Basic human genetics (1991 ) -kapur ¥, Jaypee Brothers
f. Fasemtials of Homan Crenetics 1200000 Kothari, Manu L, Diniversities Press ¢ Indiag P

[ed.
7. Fundamentals of Grenetics,| 2006 :Singh, B0 Kalyani Publishers

£, Gienes X 2008 Lewin, Benjamin Jores and Bartlen Poblishers
%, Genetic influences on neural wed belavioral Tunctions, (2000 PR Donald W CRO

Press

i, Genetie Markers in Human Blood 196%): Giblen, Elsise R, Blackwell Scientific
Puhlications

11, Geneties, (20035 Winter, T Viva Books Pvi. Led.,

12, Genetics Altenburg, (1970): Edgar, Oxlonl& IBH Publishing Co.

13, Genetics Strickberger, (20055 Monroe, Prentice Hall of India Lid

14, Genetics, (1998 ) Hartl, Daniel L Jones and Bartlett Publishers

13, Genetics of populations, [ 2005 );Hedrick, Philip W Jones and Bartlett publishicrs,

16, Genomic Imprinting. { 1995 ); Ohlsson, R Cambridge University Press

17, Human Genetics, ( 1987): Vogel, Friedrich; Springer —Verlag Berlin Heddelberg,

18, Human Genome methods. (1998): Adolph, Kennetth W CRC Press,

1%, Human populatien genetics in India,d 1974): Sanghvi, L.0; Ovient Longman Lid,

20, Convepts of Genetics: Klug WS, & Cummings M R, Prentice-Hall

21, An Introduction o Genetic Analysis, Grflith AF, et al., Frecman

B
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Huoors:45

FORMIMB0ZOT Forensic Analysic of Dirugs ] Crafit:03 | Contact | Marks:75

Conrse Overview

The course covers variows aspects of drugs and their analy sis
Conrse Objectives

The course has the ol lowing objectives:

Students will pain an idea of drugs of abuse

Students will leasn and analvee vasious drigs

Students will have an understunding of the NDPS drugs
Students will understand the analysis of clandesting labosmoey
Students wall learn the drugs of abuse in sports

Course D foomes
Ader the completion of the course, the students sdall be able to do the following:

CO Deline and describe the drugs of abuss

L0 Apply various scientific techniques in the analysis of drogs
C033: Analyze evidence related to clandestine laborntories

COd: Compane properiies of various drogs

C05; Interpretation of pnalytical resulis

Uwig |~ Cowrse Content Contuct Howrs
Umit-1 | Inerodoetion to Drugs of abuase
o Drug: Definition of Drug, Drug Use & Misuse, Dug L

Chemisiry, Drug Dependence and  chemistry of
| Addiction, Dinug Beceptors and Brain Chemistry
s Drupgs of abuse: Anlidepressants, untipsychatics,
arlibiodics, |.1'I.I.r|1.|lli|i?j,!l'. nature,  extrocteon  from
viscera, blood, vomity Fatal dose, Tacal period. signs
and symptoms, post-morem findings. medico-legal
significance  ond  detection  {preliminary.  and
confirmatory tesis)

Unit-10 Marestic Drugs and Psychotropic Substances

= librodection, Classiflcaton, Mature, Fatal dose, fagal 09
period. signs and sympioms, postsmoriem fmdings,
extraction  from viscery, bloed, womit, urine ee,
Medico-kegal significance of stimulanis, hollusinogens,
barbiturotes,  depressants,  cannobis,  sedatives,
Magphine, Codeine, Herain, Cannabis Sativa and its
derivatives, Cocning, Mescaling, 1.500

& Legnl provisions foe MDPS drags in India
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Unit-11T | Clandestine Laboratory and its investigation

o Clandestine  drug  monufacture: lab operutors, 09
munulcturing process, clandesting lab need triongle.

o Clandestene  lab bazards: general hazands, priority
hazards-explosions. fire, firenrm, exposure; dealing
with hazards i clandestine lab site,

» Scene processing: trainmg, seizure stages. planning.
documentation. search, snmpling, field testmg, disposal

= Lab analysis: inorganic and organic compounsds-color
fests, microscopic analysis, R spectroscopy.  lon
chromatography, X-ry, Mass  specinscopy, GC,
HLE.

Unlt-TV | Analysis of Drog 09

+  Methods of extraction of drug (sckdic, hasic and neutral}
from biclogical matrices such a5 Blood, wrine, sabiva,
wmit, viscem,

& Preliminary annlysis of deugs: Identiflication of drogs by
spol leats, microcrystal tests, TLC and UYV-Vis
SpECirosCoy .

®  Confirmatory analysas of diigs: Ounntification of drags
by FTIR. GO, HPLC, GC-MS, LO-M3ME, NME and
XRO.

Unit-¥ Drrig ol Abuse in Sports

o Intmduction, Intermational  ympic  Committes L
(00, World  Anti-Doping Agency. {WADAR
classifcation of commenly prohibited subsiances and
Performance enhancing Drugs, Steroids, Sack and
Pyramid methods. Dope sl and Blood Doping,
Sampling lechniques, analytical approaches.

Suppested Readings/Reference Books:

e

I

r s

5.

L

Clorke's Analysis of Drugs and Poisons: In Pharmaceuticals, Body Fluids ond
Posimortem Material, Phammaceutical Press, 2011

Indinn Pharmacopoeia 2014 with DV - Seventh edition

Marcotic Drugs and Psychotropic Substances Act, 1983

Christian Dosell B (2004 ); Forensic Investigation OF Clondestine Investigation; | s
Editicn: CRC Press; Mew York

Kilngssen, T, D, Casarett and Doall's Toxicology: The Basic Science of Poisons. 5th
ed, McGraw-Hill, 1995,

Modfal, AL, 2 Osselion, [ M, Widdop, B, - Clarke’s Analysis of Trugs and Poisons in
Pharmaceuticals, body Mluids and postmortem material, 3rd ed.. Phammaceutical Press.
2004,

Bogusz, M. 1.: Hand Book of Analytical Separations, Yol. 2: Forensic Science, 151 ed.,
Elsevier Beienee, 2000,

Tames, 8. H. and Nordby, 1. ) Forensic Science: An Introduction to Scientific and
Investizntive Technigues, 20603

Saferstein, B Criminalistics - An Introduction o Forensic S¢lence, Prentice Hall, 1993,

Iﬁ_ Eckert: An Introduction to Forensie Science, CRC Press
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L1, Pillage, % Yo Handbook of Forensic Medicine and Toxicology, Paras Pub., 24401

12 Cwrry, AL 52 Poison Detection in Hunsan Organ

13. Olaf H. Drummer, Dhimitel Gerostamoulos; Forensic Drug Analysis: Future Science
Publisher, TSBMN: 978-1-905453-37-1_ 2013

I4. Frederick P, Smith, Jay A, Sicgel: Handbook of Forensic Drug Analysis; Elsevier
Publications, |SBM 0-12-630041-8, 2003
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FORMNIGIZET Fonmilution (o Biometrics Credit:03 | Contact | Marks: 75
Hours:45 |

Course Dverview

The course covers various aspects of biometric examination, especially the foundation stones,
including basic coneepls of image analvsiz and bidmetrics,

Course Objectives
The eourse has the following objectives:

Studeniz will gain an idea of the basic coneepls of image analvais
Swdents will learn and analvre various leaming algorithms
Sidents will have an understanding of various biometrics
Students will understand the details of fingemprint biometric

o Sqidenty will learn the details of signsture Bicmetric

Couwrse Dateones
After the completion of the course, the students will be oble fo do the fllowing

OO0 Define and deseribe the concept of image analvsis, learning and recognition
CO2: Explain the merlels of classification and clustering

CO3: Apply algorithms for identification of signsture and fingerprint biometric
COd: Compare various biometric s of wentiGcation

CO5: Construet the algorithms for bicmetric identificotion

| Unit Course Content ‘Contact Hours
| Unit-l | Fundamentals of Tmage Analysis
® Imoge: definition ond types. digitcmalion  process: LLe)

sampling and quontizofion, [mege  enhancement:
spatinl  and  Trequency  domais:  edge  detection
technlques:  Robert's,  Prewit, Sobel,  Canny;
introductony concept of image compression

Umit=11 Featores, Learning, and Recognition

» Basi¢ concepts of features: shope, color, and fextore;
infreduction 0 machine  learming:  supervised, L)
unsupervised, and reinforced leaming, classification
technigues:.  Bavesian,  linear,  and  mon=linear,
clustering methds: K =mieiins clusiering,
menzionality reduction techrgue: PCA, LA

Unit=IT1T | Inbroduoction to biomeirics
s Riometrics:  Inteedection,  impomance  of  other i
hinmctric faits in conjunction with fingerprint, steps
invalved in a generic biometrc recognition sysiem,
physiological biometric trits; iris, hand geometry,
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o T

firce, reting scan, thermagram, behavioral biometrics:
voloe, signatiare, guit, keystroke dynamics

Automated Fimgerprint ldentification System (AFIS)

Intraduction and history of AFIS, components and
working mechanism of AFIS, Steps invelved in
aumtomated Nngerpring identification, Types of AFIS
searches: Ten print o Ten peint search, Latent W e
print scarches, Latent o latent scarch, Enbancement
of digitally caplured  Ffingerprinis.  ANSI-NIST
standards  for  fingerpeint transmission and
compreasion,  Indian  fingerpeint  identification
systerm: FACTS, AMBIS, WAFIS

Unit-V | SignatureMandwriting Identification

Automated framework for document examination;
ntroduction and scope. the nesd of automation:
Daubert's stondard, NREC report, PCAST report,
statistical validation of Individuality of handwriting,
Automated svstem Tor handwriting and  sigrature
examination: steps  involved, components  and
working. Some well-known  systems  for
hendwriting/signuiure rdentification: FISH, SCRIPT
WANDA CEDAR FOX, FLLASH-ITY,

o9

Suggested ReadingsReference Books:

b Dhigital Image Processing by Gonzpler pnd Woods
3 f.'liﬂil.'lt Irnuge P‘n.'-l:cxxins amal ."'n.hulj,-'g.'ir.' h}' £ hariak il ."-.'lujuml.lur
1. Feature Extrsction and Analyais by Mark MNisoa
4. Drigital Image Processing by Tonis Pioas
5. Drigital Image Processing by Anil B Tain
. Pattern Becognition by Theodoridus

Automated Fingerprint [dentification Sysiem by Peter Komarinski

f1
7. Biometries by Anil jain and salil Prabhokar
b
)

. Kellw ]S and Lindblom. B.5: Scientific Examination of Questicarad Documents, 2006,

Taylor & Francis, Mew York.

10, Forenmsic Dhetument Exemination: Fundamentals and Cwment Trends By lane A
LevasLevinson, J; Cuestioned Documents, 2000, Adademic Press, Tokyo.

I, Kelly, .5 and Lindblom, B.S: Scientific Exammation of Chiestioned Decuments, 2060,

Tavlor & Francis, New York.

LR L]
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FORMIED2ZF | Practical based on FORMIG0ZT | Credit:03

Contact
Hoursi45

Ml'rta:"-"EJ

Course Overview

The practical course is based on the corresponding theory courses. The student needs to select
one of the courses below:

M Codde Mame of the course Credit | Contact Marks |
- | Howrs
1 | FOR/MIGOZAP | Practical based on FOR/MMEG0ZAT | oI | 30 50
OR —_
2 | FOR/MIGOZRP | Practical based on FORMIGOZET [ 01 | 30 | 50
(R
3 | FORMIGO2CP | Practical based on FORMIGO2CT | 01 | 30 | so
OR
4 | FORMIBO2DP | Practical based on FORMI602DT | 01 | 30 | 50
)
5 | FOR/MIGOZEP | Practical based on FORMISIZET | 01 [ 30 | 50
FORMVUGIZAP | Practical bhased on | Credit0) | Contaet | Marks:S0
FORMIG0AT Hours: 30

Course Overview

This is @ laboratory course bosed on Foremsic Ballisties (FORMNIGO2AT), The course
objectives and oustcomes of this labortory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for suceessiul completion of the

COLsE,

List of Pract

iMinimum of 1 practical has 1o be performed for successful completion of the course)

- i -

0.
1.

12

b

GSR analysis,

Reestorvation of marks/mumbers on vardous surfaces,
To Study the caliber and rifling characteristics
Forensic Examinntion of frearmis),

Te study sssembling and dismantling of firearms.
T study the workling mechanism of fircarmis)
Forensic Examination of rifles.

Fuorensic Examination of shotzuns.

Forensic Examination of country-made lrearms {desi-katia).

Foremsic Examination of ammiiniiod,
Dismantling of shotgun cariridge,

CDetermination of shot number Trom size and weight of shots,
13,

Phivsical exarmination of propellant of mmnmition,

. Examination of choking in shodgun,
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15, Study of constructionil features of improvisad firgarms.

18, To study proot mark of fircarm

17, Study of construction] features of cariridge,

I8, Characteriatics of Firearms  Calibre, Chioke, Triggerpull, Proofmarks elc.

1%, Examination and Comparison of lred bullets Calibee, rifling characteristics. probable
fype of firearms

0. Examination and Comparison of fired Cartridges/cases {Calibre, fiving pin, breech face,
Extractor/Ejector marks eba.)

21, Determination of shot number from size and weight of shois.

12, Examination of air gunaTifles as per Arms Aal 1959,

13, Anv other practicel designed by the faculty member based on recent sdvances/latest
trends
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FORMUGIIAET Hours: 3

FOR/MI602BP | Practical based on | Credit0l | Contact |M:r’i~?§ﬁ]

Comrse Overview

This is a laboratory course bused on Network Forensics (FORMEGOZBT). The course
objectives and outcomes of this Inbormory course have been added to the theory course, A
minimum of |0 proctical has w be covered in the semester for successful completion of the
COUrSE,

List of Fractical
iMistimum of |0 practical has 1o be performed for successful completion of the course)

Wireless Network pitacks, Bluetooth attncks

Firewnlls, Intrusion Detection and Honevpois

Malwure — Keylogeer, Trojuns, Keviopger countermessures

Understanding Ckatn Packet Sniffers

Understanding the buifer overflow and formuat string sttacks

Llsing WMAP Tor poris moaitoring

Ulnderstanding SOL Injéction

Working with Trojans. Backdoors and sniffer for monitoring network communication

Denial of Service and Session Hijecking vsing Tear Drop, DS attack,

10, Penetration Testing and justification of penetration testing through risk analysis

1. Implementing Weh Data Extracior-and Web site watcher,

12, Using [P TABLES on Linux and setting the fltering rules

I 3. Lan Scanner asing lookae L AN, wireshark

14, Understanding Do% Atlack Tools= Jolt2, Bubonic, Land and LaTierra, Targa, Nemesy
Bilist, Panther?, Crazy Pinger, Sometrouble, UDF Fload, FsMax,

L5, Email header and URL analysis

L, Drrive amdd partition carving process

I 7. Any other peactical designed by the faculty member based on recent advances/intest

trends

Wge O b e LU —

Page 144 of 262



FORMIGIZCP | Practical  based on | Credit:0l | Contact | Marks:50

FORMEGIECT | Hours:30

Conrse Overview

Ihis is o labortory course based on Moleculsr processes and thelr regulations
(FORMIGOICT). The course objectives and outcomes of this laborstory course have been
udded to the theory course. A minimum of 10 practical hos 1o be covered in the semester for
sucsesstul completion of the course

ol [

{Mdinimum of 10 precuical kas to be performed for suecessful complegion of the conrse)

= - T T Ly pd —

—

1a

Chromosome staining by Giemso

Polytene chromosome staining from safivary glands of Chironomus larvae

Preparation of Human Genomic DNA: Cell breakoge, Removal ol proteins, (Using
organic solvents, using enzymes), Removal of KNA, Concentrating the [INA,
Determination of purity and quantity of DNA,

Problems on population genetics

Extrtction of mitochondrial DNA from forensic samples

[solation of Plasmid DNA & Transferring plasmid DNA into hacterial cell

Preparation and transformation of competent E. coli wsing colcium chloride

DMA detection method; Muonescent and silver staining

. Demonstration of mutaticn on the basis of bacteral pizmentation

Iretectmn of phenylketonuria

- Wisit: Mormnry, Forensic Science Laboratory, Pathology Laborutory, Veterinary Cenire,

Zoo, Biodiversily and wildlife Centre.

cAny other practical designed by the faculty member based on recent advances/Antes:

trendds
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FORMIGI2DP | Practical hased om | Credit0l | Contact | Marks:50
FORNLIADZINT Hours:30

Course (hverview

This is a laboratory course based on Forensic Drag Analysis (FORMIG0ZDT) The course
objectives and outcomes of this labormlory course have been added to the theory course. A
minimum of 1 practical has o be covered in the semester for successtul completion of the
Courae,

List of Practical

{Minimum of 10 practical has 1o be performed for successhsl completion of the course)

I. Extraction, Sysiematic identification of Narcotic Drugs and Psychotropic Substances
(opiates, morphine, codeine. herain, cannabis and amphetamines) by spoticolor tests
prad TLC (maindmoum Tonr)

T Extraction and analysis of cannabinoids from Cannabis sativa by color test and TLC,

3. Analvsis of cannabinoids from Cannabis Sativa using HPLC

4. Extruction of caffeinge (stimulant) from beverages ond its analysis by iodomeiry
titration, TLE and HPLC (at least one from each of the technigues)

5 Exrraetion of deag from blood sample and subsequent analysis using TLC

6. Extraction of drug from blood sample and subsequent analysis esing 1V-Visible

Specirophoiometer

7. Extraction of drug from blood sample and subsequent analysis using FTIR

Extraction of drug from urine sample and subsequent analysis using TLC

9, Extraction of drug from urine sample and subsequent analysis using LV-Visible
Spectrophatemeter

16, Exteaction of drug from urine saimple and subsequent analysis using FTIR

|1, Extraction of drug from viscera sample and subsequent analysis using TLOC

12, Extraction of drug from viscera sample and subsequent analysis using UN-Visible
Spectrophowmeicr

13, Extraction of drug from viscers sample and subsequent anabysis using FTIR

I4. Any other practical designed by the faculty member based on recent advances/latest
trends
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| FORMEGIZER | Practical based on | Credit:0l | Contact |I"|-'Ia1-lu:5l]|

FORMUGI2ET Hours:30

Course (hverview

This is a laboratory course based on Foundation to Blometrics (FORMUVG02ET). The course
objectives and outcomes of this laboratory course have been added 1o the theory course, A

minimum of 10 practical has 1o be covered in the semester for successful completion of the
COUrse,

List of Practical

(Mintmum of [0 practical has to be perfarmed for successful completion of the course)

L

B T e

4,

I"I

13

14

To write a progmm tor reading. writing, and displaying an image [ile

To write a program for displaying various components of a eolor image

To convert a color image o g gray-scale and binary image

T write a progeam for contrast stretching of the given image

To wrile u program for histogeam equalization of the given image

To write o program for the mean filter of various mask sizes for the given image
Towrite a program For the median fitter of variows mask sizes for the given image
To write a program or implementing edge detection on the given inge

To write o program for implementing PCA on the given data

o write o program for implementing WM cliessifier on the given dats

. To eapture fingerprints through an online method

To work on AFIS o dentify a given fingerprint image
To write a progrm to segment a document image

SAny other practical designed by the foculty member based on recent advances/lates:

trends

-
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FORMI60E | SkillPracticnl-Based Activity-T111 | Credic02

Contact
Hours:6d

Marks: Sl

Conrse Overview

The cowirse has been desigred e let the students acguire skills in hisher area of interest. As the
aim of the cowrse is W develog skilla, the susdents can choose any one group of activities, which
can be conducted wnder the guidance of a teacher. Al the end, the student has (o prepare a repan
on thie skill acquired listing the practical work carried out throughout the semester.

bl Coxde Nume of the course Credit | Contact | Marks
Haours
|| FoRMMI/603A | Skill based on Forensic Physics <11 i fili 50
ORr
|2 | FORMIGOIE | Skill based on Digitel Forensies-lll | 02 | 60 | 50
R
3 | FORMIO3C | Skill bosed on Forensic Biology-11 [ 02 | 60 | 50
DR
4 [ FORME603D | Skill based on Forensic Chemistry=lll | 02 [ &0 [ S0
OR
5 | FORMIBOIE | Skill based on Questioned Document, i 6l 0 |
Fingerprint, and Biometrics-111
FORMIG03A | Skill based un Forensie Physics- | Credit:02 | Contact | Marks: 5
i Hours: 60
Lisk of azibvit
=  [dentification ol various patiern evidence in forensic seenario
*  Any other problem dentified by the students
OR
FORMIGOIR | Skill based on Digital Forensies- | Credied? | Contacr | Marls:50
1] Hours:bi

st of wetiviti

Retrieving dati from the clowd
Ay other problem identified by the students

OR
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FORMIG03C | Skill based on Forensic Biology- | Credit:02 | Contact | Marks:50
in | Huours:6i

Liist of activities

s [INA Identification of various species
= Apy other problem identified by the students

R
FOR/MJI6OID | Skill  based on Forensic | Creditz02 | Contact | Marks:50
Clhemistry-111 | Hours: 60
ist of achivi

o Analysis of Toxicological samples
o Aaqy other problem idendifGed by the stucents

OR

Mlarke: S0
Documents, Fingerprints,  amid | Honrs:6

[ FOR/MJGOIE | Skill based on Questioned |Crndit':ﬁﬂtunm1
| Binmetries-111 |

List of activili

& Analyss of online fingerprints
*  Apalysis of ivis hioemeine
s Apy other problem identfied by the students
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Dscipling Specific Elective Courses

FORDSESI4T

Pattern Evidences

] Cheditid3 | Cantact
Hours:43

Marks: 75 |

Canrse Overview

Thee course covers the various aspects of pattem evidences including ool marks

Course Objectives

The cowrse has the following objectives:

= Siudents gi
. S:uden[.sx

Codrse l.']-ul*mmn.ﬂ

Il goin an iden of footwear marks gnd it importance in forensics

|| beam and apply principles of phisics in tire and tire track examination
ot Students will kave an understanding of concepds of retreaded tires
o Stodents will beam ||'|n;h'|.'uri|;|u.1. pEpects ol ool marks examination

After the completion of the course, the students will be able to do the following

I "

€01 Define and explain various wems relaed to pattern evidences
CO2: Apply principles of physics in pattern evidence examinaliog
COA: Correlute the properties of source and paitem evidences
CO4: Compine Various characleristics of paiiem evidénces,

EO§ Recondtruet pallem evidences From various sourees

i , i

L]

.

e

* . _ Course Content <

Contact Honrs

_ Unmig
Uni-I

Footwenr marks

Foswear sizing, mu.n'ufaciuring process of synihetic
mliu:ll =shaes, .km_:wn- shoes of Sua-p:;:ls- and ihe
_wéﬁ.m-:ginn ol known Impms.lnr.ns. wesp
charcienstics, class undi identifying characteristics,
;:nmpm'r‘lsuﬂ ofthe questioaed impression with knawn
shoes. the footwear impn:.ﬁiim ExNaminer in court,

impression of the fodt, some cate applitations

{0

 Unit=11

Tire marks and tire I;I-t.l:'..

Introduction, sidewnll information, tire construction,
designs and databases, original equipment  tires
vizrsus replacement tires, tire size designations, aspect
rFatio. noise treaiment, read wear indicators, known

stnnedordy of tires, examinntion of e Known
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standards of tires. examination of tire impressions.
vehigle dimensions and wming, recoevery methods

apecific 1 tires

Unit-1TT | Retrended tires ik

= Retveaded tires tread design and dimengion, lire wear,
individual characteristics, examination methodology
and procedure for comparison of tire impressions,
presenting tire evidente in courl resources  and

datuhnses. case studies

Unit-1V | Flastic hag striations 1L}

o Introduction,  background, plastic bag and Hlm
manufaciure,  Physical  features,  methods  Tor
visualization of plivsical features, chemical methods.
prowecol for forensic examination of plastic bags and

films, value of plastic hog evidence

Uiie-% Tool muarks ik

¢  [mporance. tvpes of ool marks, neture, location,
eollection, methods of comparizon. and resulis of
comparison, evaluation and Bmitations of ol marks

evidence. Kelevant case studies.

Suggested Readings/Heference Books:

1d
'

Encyclopedia of forensic sciences, volume 3, edited by Jav Siegel, & Knupter,
PekkaSaukko, Elsevier

Tire tread and tiee wack evidence recovery gnd Forensic examination, William I,
Bodriak. CEC series in pructical aspeces of criminal and forensic investigations, CRC
press tavlor and Froncis groap 3

Footwear impression evidence detection, recovery and examination, second edition,
William [, Bodziak. CRC press

Forensic pattem recognition, st edition, Robert [3. Keppel, Katherine M. Brown,
Kristen M, Welch, ISBMN=13; 978=013237% 84

Forensic foogwear evidence, William J. Bodziak, Proctical aspects of criminal and
forensic investigations series, CRC press

Criminnlistics; an introduction o forensic science, exthook by Richard Saferstein,
Pearson publication, twelfth edition

Tire Imprint Evidence, Peter MclDonald, CRC Press
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% Tire Tread and Tire Trck Evidence: Recovery and Forensic Examination.Author:
Williom 1. Bodeink, Apre2008, CRC Press

9, Physical Evidence in Forensic Science Paperback — Import, 31 Jul 2006, by Henry .
Leg (Author), Howard &, Harrls (Author), Publisher: Lawyers & Judges Pub (o) 2
edition {31 July 2006)

16, PLASTICS  IN LIFE  AND  ENVIRONMENT, Dr JR. Bhat
hirpeenvionnic.in'sites/defaul v Tikes/press-releases Lo Booki] pdl
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FOR/DSE/SD4P | Practicsl hasenl on | Credin;01 | Contact | Marks: 50

| FOR/DSEG04T Hiours:H)

Cowrse Chverview

This 15 n laboratory course based on Pattern Evidences (FORDSERNATI. The course
abjectives and outcomes of this nbormory course have been added o thie theory course. A
mintmum of 10 practical has o be covered in the semester for succesaful eompletion of the

COHETRE.

List of Practical

(Minimum of 10 practical has to be performed for successiul completion :;I[}E coursely -l‘

Eo
roE

14,
|5,

Casting o 30 footwear/tine impressions using 2ip lock bag and bucket metlod *
Casting of 30 footwear@ire impressions (Partially umicrwmzr' and- eompletely

ndderwter), et 8 3 i B

Cagting foolwear Impression in Smow wsing snow print '.'r*awsulphuqigamf‘rlm- puto paint 4

primer speay and deninl stone. -

Photogrnphic documentation of casted 300 and lified 20 foobwear I'mpn;'-'s.'dmn
Treatment and recovery of the 203 footwearive impression using adhesive I.tl'tl.ng tapc.
gelatine lifling tape and corbon paper,

Treatment and recovery of the 20 footweartive i merv.‘.r..qlnn using ‘E.'E.L'i' ru.currrrrbux
Treatment and recovery of the 20 footwearitine impression {dental ill!g' h1n.r|.1‘.'1|l ymid
Biguid Silicone),

Enhancement of 20} footwearTire impression by %:lah?rdi Wﬂ%ﬂw =
phodegraphic meethosts (using obligue lght. eross polasization, II"-’ !l u.?ul l1
Enhancement of 20 wet muddy footwear footweantine impressh + Mhem rr.il

DIALAFLUDREN-9-ONE {[FO),
Hrcnwcrmg and enhancing 20 foctwear/tive impressions on pieces nF:gi'iﬁs:nﬁd n-'lastia =
by wsing Safrunin-C). fF i ’ ]

, Becovering and enhancing 2D foobwear'tice impressions cmmd'inME #Tdu:

using Bromphenol Blue

2. Recovering and enhancing 20 foolwear/lire impressions using :mlq}gwm::m 8-

hyvdroxyquinoling, cyanoaerylale fuming, lodine).

B Al iy
. Becovening and enhancing 2D fooiweantirg impressions pn raw rnuu‘l ﬁuﬂmzslihat

have o wel ongn dsing antimony Trchlforde, - =
Enhancement of 2D footwear/tine impression by Physical developer m:tl]ud

Chemical miethods for enhancemeznt of foolwenr impressions in bleod {180co crystal™
viglet, Diaminobenzidine and amido black)

|%. Chemical methods for enhancement of bloody loolwear BRpressions using saer
soluhle protein dyes (Patent Blue, Fuchsin Acid, Tartrozine, Ninhydrn, Lominol etc.)

17, Enhoneement of 21 footwear/tire impression by using computer soffware and scanncrs,

I8, Exnmination of comparison of tire marks impressions and  their class and
inclividunl/scoidentnl chameleralics.

1%, Examinatton of comparison of tiee marks impiressions on the basis of wear
charncieristics.

20 Physical examinotion of tires on the basis of sidewsall infrmation,

21. Chemical examination of tire residue from the skid marks for searce idemtification,
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22, Physical examination of plastic bags and [lms for source idenstification.

23, Examination of plastic packaging material by UNV-Visible spectroscopic method.

24. Examination of plastic packaging material by FTIR spectrescopic method

23, Examination of plastic pockaging material by TLC method,

6. Microscopic examinations of plastic packaging materinls For sownce identilications.
27. Examinetion of plastic bags on the basis of birelmngence using cross polasization,

28, Any other practical designed by the feculiy member based on recent advanceslatest

trenids
mE@
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FORMSEGIST

[¥gritnl lmage Processing Credit:03

Comntact
Honrs: 45

Marks: 75

Course (herview

The course covers the various aspects of imnge processing and analysis

Course (hjectives

The course has the following objectives:

Students will gain an idea of image fundamentals

Students will learn and apply image enhancement technigues
Students will have en understanding of concepis of segmentation and compression
Students will learn the concept of image description and muoltiresolution Elml.':r-sirlg

Comrse Chatedamies &

After the completion of the course. the students will be able to -:In the fﬂl[u}»Tn.g

i
: |

Image  enhancement  in  spatial  domain:  poinl
processing-basic  point operators, histogram
riormalization and histomrarm  equalization,

thresholding. Mask processing-mean filter, median

filter, Gioussian and Laplacian fller,

o COn s Drefioe and explain vanows terms related 1o image peocessimg -l :mallz.-":-

s (002 Apply image enhancement techniques :

= CO3: Analyze various images using compression " 2

= OO Compare various edige detection technigues 1_1 -".-= -

s CO5 Implement morphological image processing [tchniqwf;.'. ¥ .l -h .", ;
| Unit Coirse Coatent TR . ...Elnm:ﬂtnrr
| Unig-l | Tmage Fundamentils -l kR L Sy
| * Image Fundomentals: definition and types of images = = = = = W

co-ortlinate convention, Human visual systeny d = === =
compater vision system, digitbzation and '-:hnumn :-'L l"
sampling theorem, zooming and shrinking ll!l g ‘L' ’
image, relationship between pixels: nu.-ghllﬁm f’r &
adjacency, connectivity and path. Distance m:’ﬁn:!‘ -
between pixels. o = _,:_','1 _:'i:' i:’
i Rl er. i,
Unde=l1 Image Enhuncement T
#  Introduction and scope of image enhancement, . e
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® Image enhancement in the [frequency  domain,
concepts of Fourier transform and enhancentent in the
frequency domain, power spectrum and phase angle,
Low pass. high pass, and band pass filters,

Fsomomoephic filtering

Unit-1T1

Mathematical morpholozy and segmentation
o  Mathematical morphology:  basic  morphological

concepls, binary dilation and erosion, opening. and
closing.  hit-or-miss  transformation. Gy =scale
dilation and emsicn, opening and closing, tep hat and
peodeste transfonmation.

o Fundamentals of image segmentation, edge detection,
threshislding, région-hased scgmentution

Unit-T¥V

Image compression
= Compression: basic concepts of image compression,
redundancy, snd fNdelity criterin image compression
models, lossy compression; vegior quantization, loss
less compeession: fud  lenglh  coding, Huffiman
transformation, IPEG compression

LT BN Y

Multivesoliotiion  processing, _Im&p deseription  and
representation
#  Waveler:  Baske  comeepts  of  waveler  and
mullireseluticon processing
¢ Fenfure Extraction: Basic concepts ol  Feature

extraction and deseription of images,

Supgested ReadingsMeference Books;

LA e L b =

Dgital Image Processing by Gonsaler and Woods.

Drigital Image Processing and Analvsis by Chanda and Majurmdar
Feature Extraction and Analvsis by Mark Mixon

Digital Imape Processing by lonis Pitas

Digital Image Processing by Anil K Jain
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FORMSEMDSE | Practical based on | Credit:0l | Contaet | Marks:50
FORMSEMGOST Hours:34

Cowrse Dhverview

This i a laboratory course based on Digital Image Processing {FOR/DSE/AOST). The course
ohjectives and outcomes of this nbormtory course have been added 1o the theory course. A
minimmum of 10 practical has o be covered in the semester for miccesstul complefion of the
COKTSE.

List af Practical
{Minimom of 10 practical has to be performed for successful completion of the course)

Wrile a code in Python for reading and writing of a digital image

Write a code in Python for contrast sretching and histogram equalization

Write a code in Python for enhascement of image using mean Glers

Write & code in Python for the enhancement ol the image using median filters
Write a code in Python for enhancement ol image using low pazs pnd high pass Olters
Write o code in Python for edge detection using Sobel operaters

Write a code i Python for edee detection usng Prewill operalors

Wnite o code in Python for edee detection using Bobert"s operators

Wt o code in Python For edice detection using Laplacion of Gaussian operniors
F0. Write o code in Python for edge detection using the Canny pperator

EL. Write o code in Pyvthon for implementing Grav-scale morpholozical operators
L2 Write a code in Python for imphementing binary moephological dpersiors.

T R A

13 Wrile o code in Python [or the compression of an image
4. Any other practical designed by ihe Beuliy member based on reeent advances/latest
trenids
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FOR/DSE/SI6T .Immﬂn.nln:jlnd:ﬂ.d“nmd Creditldd | Contact | Marks: 75 |

Tmvmumistechnigues Hours:45

Course (verview

The course covers the various sspects of immunology and immunotechnigues

Course bjectives

The course has the fllowidg objectives:

Students will gain an idea ol immunelogy and immunotechnigques
Students will kearmn and apply immunological technigues

Stedents will have an understanding of concepts of anfigen-antibody reactions
Students will keam the concept of rarsplantation science

Course Dhuteomes

Adter the comipletion of the course, the students will be able 1w di the Following:

U0 Define and explain various teems related o immunolegy and immunogechnigues
& OO Apply principles of immuonofogy
& 03 Analvze various concepts of antigen-antibody reactions
# 04 Compare various characteristics of autoimmune disonders
o 05 Implement immunological techmigues
Uit Conrse Content Contact Hours |
Unit-l | Immuanify & Organs of the Immune System 09 '
¢ Immunity: Innate, Acquired. Humoral, Cell mediated,
Immunizaton {Active & Passive)
v Antigen, Epitopes. Immunogenicity. Antigenicity of a
compuound, Factors influencing antigenicity, Haplens,
Adjuvanis, Chemizal basis of antigen - specificity.
Superantigens.
§  Antibody: Basic structure, Fine structure, Classes &
their biological activity,
o Cells & COrgans of Imowne System; Primary &
Secondery  Lymphoid Organs. Lymphotic System,
Haemalopoaesis
Emit-01 Cell recepior, MHC and diversity L1
« BCRE. TCR: Structure & organization,
s« MHC: Strueture & Organization of Class | & Class 11
MHC. Polyvmorphism  of MHC,  Self MHC
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Restriction,  Alloreactivity of T-cells, MHC
resiriction.

#  Mulrigene Organizanion, Recombinntion, Generation
of  antibody  diversity, Cliss  Switching, -
Superfamily, Compleiment sysiem

Unit-IIl | Antigen-Antdimady interactions & Hybridoma technology [}

= Antigen-antibody interactions;

s Gel  immuno-diffusion.  Hadio  Immunoassay,
Erryvme=Linked  Immuno-Sorbent Assay  and
Musrescence imimunoassay, linmuno=-assays: Single
Radial Immune, Diffusion, Immunodiagnosiics and
immunctherapy,

& Hybrdoma eehnology and monoclonal antibodies

Unie-1Y | Teansplantation scicnee 09
#  Transplantation, graft w5 bost reaction, mixed

lymphocyle reaction; Cytokines. Types of grafi,

Acceptance & Rejection ol Grafl, Stem cell banks |

and thelr impotance, |

Unit-V Antoimmune disorders and Hypersensitiviry w

= Autoimmune disorders: Hy persensitivies

& Maccines: natral, syonthetic & genetie, Problem and
prospect associated with the development of vaccine
for diseases like AIDS, Cancer ond Maleri.

IL1'|I|!IJI'H:I-.".BE!IHh[iL‘:h anel fmm unuqht,:mp:,- in vimbug;-'

Suggested ReadingsMeferemce Hoolis:

Immunclegy: An Introduction by LR, Tizard.

Kuby Immunaology: kinde, Goldsey, Dsbomie,

lmmuncdogy: Roitt, BrostedT, male.

The elements of Immunology: FahimHalim Khan

Fundamental immunology William E. Paul

Microbial Forensics: Roger (0 Brecze, Bruce Budowle, Steven E Schutrer

Handb=ok of compautational molecular biokogy: Edt by SeinivasA lur

5.0, Rastegi, M. Mendirana & P. Rastogi: Bic<informatics- Methods & Applications.
PHI learming pvit, Ltd., (20049)

-
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& Dr, Westhead. 1H. Partsh & F.MW, Twyman, Bio=informotics, Yiva Books Py L.,
{2003

1 Imtrodisction e bioinformatics: Lesk

11, Blood hiochenvistry; Micholas J Russell

12. Human blood groups-Chemical and biochemicnl basis of antigen specificity (Second
edition): Helmut Schenkel —Brunner, Springer Wein Mew York

I3, Biood; Principles and practice of hematology (2003): Robert L Handin, Samuel Lux.
Thonras Stossel

4. Medical lxboratory technigues: Godkar and Godkar

| 5. Blood grop rvping: Danford and bawly.

L6, Blood grouping on man: B.R. Race and Sanger.

| 7. Blood grouping technigues: Boorman, Dodd. B, Lincoln, PB

| E. Typimg of biood stains: Callifind. Brvin

LY}
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FOR/DSEG06P | Practical hased on | Credit:01 | Contact | Marks:50
FORDSE/S06T Howrs: 30

Course Chverview

This is a lahomtory course based on Immunology and Advanced Immunotechnigques
(FORDSESRG T, The course objectives and ouatcomes of this laboeatory course have been
ndeled to the theory course. A minimum of 10 practical has o be covered in the semester Tor
sucesslul completion of the course.

List of Peactical
{Minimum of 10 practical has to be performed for successTul completion of the course)

I. Blood examination for discases

2 Estmmation of haemoglobin percentage

3. Microscopic study of abnormal RBCs

To determine blood group from stains of blood and vasiows body fluids with Absamplion

inhibsition, mixed applutingtion, apd pbsorption-clution technigues,

5. Determination of secretor and non-seorctor stifus

h, T perfoom o precipitin tesl for species of origin determination.

T, Rocket immunnelectrophoretic

B, Microscopic study of sperm and its abaormality using a compound microscope

B, Bperm counting by hagmosytomerer

I3, Western blotting analysis

|1 Detection ol s2mien

12, WIDAL Test

13, WL

14, 5pot Elisa

15, Ouchiterlony Double dilTusion

i6. Cross Over Electrophoresis

17, Examination of bloodstains: physical and chemical tests; spectroscopic examination.

1 8. Examination of seminal stains: crystal tests, chemical, biochemical, Microscopical and
electro-immuno-diffusion test.

1%, Examingtion of saliva and its stains: microscopical and chemical tests.

20, Faveal staing: Physical, chemigal and microscopical examination, testing of urine and
sweal

21, Visit mutopsy centre ab monuary, Forensic Science Laboratory, Pathalogy Labaratoey,
Weterinary Centre, Biodiversity and wildlife Centre,

22 Any other practical designed by the facubty member based on recent advancesfatest
trends

=

T
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FORMSEMNOTT

Analytical Chemistry Credit:3 | Contact | Marks:75

Hours:45

Course (verview

The course covers the various aspeets of analvtical chemistry

Course Ohjectivis

The course has the following objectives:

= Students will gain an idea of basic separation wechnigues

*  Students will learn and apply principles of chromatography
»  Students will have an understanding of various chraomatographic systams
= Students will leam the instrumentations of chromatographic technigues

Course Chleomes

After the completion of the course, the students will be able to do the following:

L0 Define and explain various terms related o chromatography
CO2: Apply principles of chromatography in forensic peoblems
CO3: Analyze various compounds using chromatographic technigues
CO: Compare various characterdsties of molecules using chromatazraphy

= CO5: Analvze compounds using GC and HPLC specifically

Course Content

Contael Hours

Unit-1 | Basic Separation Technigues

Drissilkaion: frsciional distillation, dissllntion under
Vacuum, theary ol operuion of distillston methods
angd pragtico] considerations

Solvent  and  solid  phose  extraction:  phase
equilibrium, the partition coefficient, the distribution
rafie, theory of phase comtacl methods. single
cyuilibrations,  repeated  equilibrutions.  counter
eurrent  distribution,  practical  aspects  and
applicafions-extraction of metals, extraction of
molecular species, jon pair extractions. sccelerated
and microwave-assisted  extractions, solid  phase

extraciion

| Unit-1l_ | Chromatography
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s Intreduction, basic  principles,  and  thesry  of
chromatopraphic  technigues,  plate  theory  of
chrommiography, rate theory of chromatogrophy,
ether fuctors in zone broadening

+  [Development of chromategram; fromal pnalvsis,
clution analysis, displacement analvsiz, selection of
chromatography svatem, qualitative and quantitative
analysis ol chrsmatography

Unit-111

Chromatographic sysiem-I
s Thin laver chrwnatography: basic  principles,

experineental  techniques, solvent systems,  plate
development. detection of components. evaluation of
chromatogram by different methods, applications of
.

& Liguid-liquid partition chromatozraphy:
introduction, theery, solid supports, selection of
statiopary  and  mobile  phases,  reverse phase
chrmmoermphy, chorce of adsorplion of partilioe,
application of parition chromatagraphy

Uni-TV

Chromatograplic system-11
# Column chrommography:  principle, experimenial

details, theory of development. column efMiciency,
factor affecting column efficiency and applications

& (el permeation  chromatography:  principle,
materinls, gel prepamtion, ealumn pack ing, defecion
and applications

s [on exchange chromatography; ion-cxchange resin,
icn exchange equilibrim, jon exchonge capacity of
resinsg ond its determination, opplications of on
exchanpe  resins in chromatography,  jon
chromatography based on suppressors

n9
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Unit-¥

Instrumenianl methods

iGns chromatography: introduction, principle of gus-
liquid chromatography, instrumenialisn-carrier gas,
sample antroduction syvstem, columns, detectors,
subsirntes, lempertune control, reweation volume,
resalulion, pyrolysis Gas chromatogeaphy, GC-M5
and applications

High-performance liquid chromategraphy: principle,
instrurtentation-column.  cofumn  posking. moebile
phase, pumping system, detector, practical procedure,
applications.  HPLC  sdsorption,  and  partition
chrematography

Supggested Readinpgs'Heference Bonks:

FAA -

T

Fundamental of Analytical Chemistey. Skoog, Hollar ind Couch, £ Edition
Analytical Chemistry, G. D Christian, 6™ Edition

Chermical separation and measurements, Peters, Haves and Hiefiie
Imstrumental methods of analysis, Skoog
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FORDSEGOTP | Practical s on | Credit:0 1 | Contact |Murk!r5ﬂ'|

| FORUDSEA&0TT Hours: 30

Course Overview

This is a laboratory course based on Analyvtical Chemistry (FORDSESOTT). The course
whjectives and outcomes of this laboratory course have been added o the theory course, A
minimum of 10 practical has o be covered in the semester for successul completion of the

COUrse,

List of Practical

(Minimam of 10 practical has 1o be performed for successful completion of the course)

|, Perform fractional distillation of two volatile liguids (minimum two)
2 Perform separation of metals {minfmum iwo)

Perform separation of mokecular species | minimnm fwo)

3
§. Perform separation of ien pairs (minimum twis)

5. Perform separation and guantification of a chemical using TLC (mininum three)
1,
T
K

Perfisrm separation and quintification a chemical using HPLC (minimum three)

. Perform separation and quastification a chemical using GC (minimum twao)
. Any other practical designed by the faculty member based on recent advancesTatest

Lrends

e

Page 165 of 262



FORDSESIET

Huours: 4%

Microscopy and Photography | Credit:03 | Contact 'n-ihriE'}'_"-'|

Course Owerview

The course covers the various sspects of micrscopy and photography

Course Dbjectives

Ihe course has the following objectives:

s Swdents will gain an idea of basic optics

e Swdents will leam and apply microzcopic technigues

o  Smdents will have an understanding of conventional photography
e Stidents will leam the concept of digital photogmphy

Course (huteomes

Adber the completion of the course, the students will be able to do the following:

& OO Dhefine and explain various lerms releted oonieroscopy and phologeaphy
& OO A pply Pmage micrsscoplc technigues

CO: Analyze various photographic conditions

s OO Compare properties of various image formals
o [0 Implement photographic techniques
Unit Coorse Content Contact Hours
Unit-1 | Fundamentals of Optics {1
#  Light pnd its propertics, Refraction and refraction
from different surfaces, Fundamental of Light and
wision, Aberration, Colour theory,
o Application of eplics: Contact  lens. Eveglass.
Mognitving lens. Wicroscopes, Camera, CI's and
Y Is,
Unit=IT | Optical Microscopy L)
¢ Basic Prnciple. Instrumentafion, Working  and
Applications of) Polarizing Microscope, Rellected
Light Microscope, Phose contrast Microscope,
Flugrescence. Microscope, Polarized microscope.
Fluorescence microscope, Phase conlrast,
Differential interference conbrast microscope, TIR
fluorescence microscope;,  Laser  microscope.
atroeiured illumination microscope
Unit-111 Electron Mieroscopy 09
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# Hasic principle, Instumentation, Working - and
Applications  oft Scanning  Eleciron  microscope,
Cryo-SEM, Scamning Probe Microscope, Scanning
Tunneling  Microscope,  Transmission  eleciron
MICROSCOPE,  Scamning  ransmission electron
microscope,  Eleciron tomography,  Electron
buckscatter  diffraction,  Reflection  electron

T I PO O s

Unit=1¥ | Fundamentals of Photography L3

o [elinition and  basic  principles,  history  and
development of photography, Camern and  its
erseniial pants, Tvpes of camern essentials,

#  Camera Controls: Effect of aperure. Shutter speed
andd 1500 o pholograph.

= Film Photography: Types of film. Development of
film and photograph, Linkuge of camera and
Regabives,

Umig=% Bigital Photography and applications il

e  [igital Phowography: Types of sensors. Color theory,
image formats,

e Forensic  Application:  Photogrammetry,  Filter
photography, specialized photography, Photography

on challenging surfaces,

Soggesied Readings/Reference Books:

o Concept of Quantum Oplics, P L Knight, L Allen, Pregamon Press,

Rasic Optics: Principhe and Concepts, Avijit Lahiri, Elsevier 2006,

Ohptics and optical instruments, B K Johnson, Dover Publication inc,

Crrtics and optical ingstruments, Dionysivs Lardner, LULL Press 2004,

The Microscope Book, Shar Levine, Sterling Publishing Company.

An Introduction bo the theory and wse of microscope, C R Muashall, Read Books 2007,
Light and Electron Microscopy, Clizabeth M Slayier, Henry 5 Slayvter, Cambridge
University Press,

Seanning Tunelling Microseope and s applications Second revised edition), T Bai,
Springer,

9. Scunming eleciron MicroscopelSecond edition), L Reimer, Springer.

e

&
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Ik Practical Electron Microscopy, Elaine Hunter, Combridge universily press.

11, The principle and practice of electron microscopy Second edition), faon M Wai,
Cambridge universiy press.

12. Optical imaging and Microscopy, Peler Torok and Fu Jen Kao, Springer.

13, Fundamental of Light Microscopy, Michael Spencer, Cambridge University Press,

i4. Physical Principles of Electron Microscopy, Ray F Egerton, Springer.,

15, Analytical and quantitative methods in microscopy, G A Meek, H Y Elder, Cambridge
Uiniversity press.

L6, Photography, John Freeman, Colling and Brown,

17, Agoncise history of phatography, Helmut Gernsheim. Dove publications.

&, Cyrtics in Photography, Rodolf Kingslake, Spie optical engineering press.

1%, Brigital Photography, Ken Milbuen, OReillly press.

20, Basde Photography, Michael Langford, Focal Press,

21, Magie: Stage illusions, special effects and trick photography, Albert A Hopkins, Diver

22, Color Theory, Patth Maollica, Walter Foster Publishing
LR
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| FOR/DSE/SORP | Practical sl on | Credicll | Contact | Marks:50
| FORDSE/GOST | Hopars: 3

Course Dhverview

This is a laboeniory course based on Microscopy and Photography (FORTSE'RDET), The
course objectives and outcomes of this laboratory course have been added o the theory course.
A minimum of 10 practical has o be covered m the semester for suceessful completion of the
CoLEsE,

List of Practical
(Minimum of 10 practical has w be performed for successful completion of the course)

I, T stuely the different camens contrels,

2. Document photographic technigques — Close up photography. LV, TR, Transmiited and

obligue light photography (af least ome for each)

Contact and ek photography,

Photography of Watermarks and swire marks.

Analysis ol samples using optical microscope {minimam two)

Analysizs of sam ples using Comparison microscope (minimum o)

Analysis of samples using Stereo microscope (minimom i)

Auvalyzis of sam ples wsing Phase contrast microscope

Photoeraphy of secrel wrilings,

M1, Any other practical desigred by the Thculty member hased on recent adviences/Iatest
Lrends

st

XL = Ooth =
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FORDS E6T

Forensie Paychology and . Credit:03 | Contact
Criminology Hours:45

Marks; 75

Course Ohverview

Thie course covers the various aspects of forensic psychology and cerminobogy

Codirse Objectives

The course has the following objectives:

Course Outoomes

Students will gain an Idea of forensic psychology and criminal behavios
Siudents will leam and apply psychological technigues
Swdents will have an understanding of sexual offenders and juvenile delinguency
Students will leamn various schools of criminology

Afhier the completion of the course, the students will be able 10 do the following:

o COT: Define and explain various tenms related 1o forensic psychology and crminelogy
a0 Apply various psychological rechnigues

€03 Analyze various aspects of criminal behavior
COM: Coanpare various behavioral aspects
C5: Analyee propositions ol varicus school of criminology

[ Unit

Timit-1

Course Content

Contact Hours |

Forensic Psychology and Criminal behavior

Review of Forensic Peychology:  Introduction,
definition, History, development

Fahies of Forensic Payehalogy

Psychopathology — and  Abnormal  behaviour-
Drefinigion. natuse

Muodels of abnormal behaviour

Biofngical factors & Crime, Secial Leaming theories,
Pswchosocial Factors, Abuse.

[ntelligence & Crime, Efects of Media, Gender &
Crime

Payehilogy of Terrorizm.

m
|

Unit-11

Juvenile Delinguency

Theories of Offending: Social Cognition, Moral
Feasoning.
Child Abuse; Physical, Emotional, Sexual

Juvenile Sex Oifenders
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*  Frevention ui'ﬁé!inqumuy

Areas under Forensic Psvochology
o Competency to stand trial
o Bentence Litigation
o Criminal Responsibility
o Civil Commitment

o Guwrdianship and Conservatarship

Unie=I11 | Sexual offenders (31
»  Sexunl offenders- Nature, definition of Sexual assault
o  Consequences of sexual assault
o Classification of sexual offenders- Rapist typologies,
Child Muolester typologies
*  Adolescent sexual offender
= Assessment and treaoment of sexual ofender- Denlal,
ermpathy. socml skills, substance abuse, deviant
sexual interest relapse prevention
Unit-I¥ | Introduction te Criminology "
o Criminology: Meaning, Definition, Nawre, and
= Criminodooy and other Socinl Sciences
* Criminology vs. Criminal Justice,
®  Role ol Legistature and Lows=moking:; Pasticipation of
Wictims and Wimesses in the Criminal Justice
Proceoss,
= Crime Prevention: Meighborhood [nvolvement,
Umit=¥ Schod of eriminalopy 3]

Schools of Cominology:  Demonology, Classical,
Meo-Classical Schools, Positivis) / Positive School,
Cartographic School, Biclogical and Constitutional
School= Body Types, Hereditairy Traits, Endocrine
Glonds: Economic Theories of  Crime:  Multiple
Factors,
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s Crime and Social Process: Sociglization and Crames
Differcntial  association  theory,  DilTerential
reinforcement theory.

Sogpested ReadingsReference Boals:

Crminology by Lary Siegel

Introdiuction to Forensic Pevchology by Broce Amgo

Fosensic & Criminal Psychology by Dennis Howii,

Abhnormal Peycholoey by Halgin and Whithoume,

Abnormal Psychology by Robert C. Carson, Tames ™. Butcher. Susan Mineka, Jill M.

Hooley thirteenth Edition, Thirteenth Edition,

6. Encyclopedia of Forensic Science by Jay A. Siegel. Pekkal. Saukko, Geoffey C.
Knupfer. Yolume-1 to Volume=5,

7. Teisi Thou (200 1) Forensic Psychology, Kew Diclhi; ABD Publisher

Peter Jovee and Wandy Laverick, Criminology: A Complete Introduction, 2020

9. Ram Ahuja, Criminolegy, Fawat Publications; 2000

i b ol

&
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' FOR/MDSESN9P | Practical based on | Credit:0] | Contact | Marks:50
| FORMDS EA09T Hours: 30

Course Dverview

This is a [labomlory course based on Forensic Psychology and  Criminology
(FOR/DSE/SINT). The couwrse objectives and outeomes of this laborstory course have been
added to the theory course, A minimum of 10 practical las w be covered in the semester for
successful completion of the courss,

List of Practical
(Minimum of 10 practical has to be performed for successful completion of the course)

I, MEC-P

1. Bell-Expression Inventory,

3 Social Intelligence Test

4. Religiosity Scale Test

5. Bhatia's Batery foe Intelligence

6, BECHSE; Formulating the Probes,

7. Thematic Apperception Test

B WAISWAPIS

0. Roggers Criminal Responsibility Assessment Scale

1 Sexial YViolence Risk -20

I, Any other practicnl designed by the faculty member based on recent advances/latest
trends
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Research Project

L FOREP 64 Research Project-1 Credit:0d | Contaet | Marks:100
Haours: XD

Conrse Dverview

The studenis based on their interests can select a research peofect in the following domains, At
the end of the semester, students hive W submil & complete rescarch project based on their
lindings.

&M Code Mame of the course Credit | Contace | Marks
Hours
I | FORRPG49A | Research project in Forensic Phvsics -1 0 | 120 0
R 1
2 | FORRP/49B | Research project in Digital Forensics=l [ o4 | 120 | 100
(R
| 3 | FOR/RP/S49C | Research projoct in Forensic Biology-] | oE ] 1zt | 1o
0OR
4 | FOR/BPG49D | Rescurch project in Forensic Chemisiry= | M 124 Rii}
I
5 | FORRPIGIVE Research project in Questioned (M 120 o0 |
Documenl, Fingerprink, and Biometrics-| .

== mmama

= o

FORRP/649A | Research project in Forensic | Credicid | Contact Maurks: 100 |
Fhysics =1 Hoors: 120

Course Uverview

This student needs 1w select a research opic in Forensic Physics. AL the start of coch semester,
the student will work under a mentor and prepare a research proposul. The proposal will b
gpproved by the affilinted college. At the end of the semester, the stadent will submit & research
project report. The report should follow the same structure and formatiing rules as of thesis

-

FOR/RP/6IIR | Rescarch project n Digital | Credie:d | Contact | Murks: 100
Foremsics-1 Honersz 1240

Course Overview

This stadent needs to select o research opic in Digitnl Forensics. AL the start of each semestzr,
the student will work under o mentor and prepare a research proposal. The proposal will be
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npproved by thi affiliated college. At the end of the semester, the stedent will sebmit o ressarch
project report. The report should follow the same structure and frmaming riles as of thesis.

'TT

FORMRPGAIC | Research project in Forensic | Credit:0d | Contact Marks: 1
Binlogy-1 Hours: 120

Crourse Overview

This student needs to select & research topic in Forensic Biology. At the start of each semester,
the student will work under & mentor and prepare a reseasch proposal. The peoposal will be
approved by the affilinted college. At the end of the semester, the student will subsmin a research
project report. The report should follow the same structure and formatting rules as of thesis,

FORRP/64ID | Research project im Foreagie | Credit:0d | Contaet Aarks: 14D
Chemistry-1 Hours: 120

Cowrse Overview

This student needs to select o research fopic in Forensic Chemisiry, At the start of each
semesier, the gudent will work under & mentoe and prepare g research proposal, The proposal
will bie approved by the affiliated college. At ihe end of the semester, the student will submit a
resenrch project report, The report shoald follew the same structure and formaiting rules as of
thissis,

FORARPGHD | Research project in | Credit:(4 | Confact Marks: 11
Cucstioned Document, Hours: 120
Fingerprint, and Biometrics -1

Course Overview

This student needs 1o select o research wopic in Forensic Cuestioned Document, Fingerprint,
ard Biometnes, Al the star of each semesier, the student will work under a mentor und prepare
# research proposal. The proposal will he approved by the affiliated college. Al the end of the
semeater, the sident will submit a rescarch project report, The report shoald Tollow the sune
stracture and formgtting rules as of thesis,
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Semester-1V
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Detailed Curriculum of Semester-1V
Discipline-Specific Core Courses

FORMEGSOT | Special Paper-1V Creditz=03 | Contact | Marks: 75

Hourz:45

Course (verview

The eourse has been designed o et the students specialized in a particular domain of forensic
seience. The student needs to select one of the courses below:

SN Code Mame of the course ' Credit | Contact | Marks
IHours
I FORMIMGIOAT | Tnstrumentation in Forensic Physic i3 45 75
. OR
2 | FORMVGSORT | Maobile Phone Forensics | o3 | 458 | 75
OR
3 | FORMIGIICT | DNA Forensics | o3 [ a5 | 7s
OR
4 | FORMIGS0DT Forensic Chemistry of Food and ITE] 45 75
Industrial Products
. OR
Mﬁﬂ_{{qiﬂ]{'l' | Advanced Document Examination | 03 | 45 [ i

FORMIGSDAT Instruomentation in Forensie Credit:03 [ Contuct | Marks:75 |

Physics Hiiti 245

Course Overview

The course covers varoas aspects of spectroscopic fechnigees and advances in sensor
technologies,

Course Dhjectives

The course has the following objectives:

Students will gain an iden of the fundamentals of spectroscopy

Students will learn and anolvee muterials using speciroscopie technigues
Students will have an wivderstanding of Xeruy spectroscopy

Students will understand the concepts of sensors

Siudents will learn the advances in snsor technologies

Course Uateomes

Adter the eompletion of the course, the students will be able to do the following:

= L0 Deseribe the various tenns related o spectroseopy

CO2: Apply spectroscopic technigques for analysis of samples
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& (03 Analvee evidenee using X-ray speciroscopic echnigues
CO4: Compare propertics of variows sensors
& 05 Analyied the characteriatics of a sensor

Unit_
Unit-1

Conrse Conleni

Contact Hours

Introdection to specirescopy
o Inerodugtion g spectroscopy,  Interaction of
electromagnetic radiations with matter; phenomena
of absorption, emission, reflection, fuorescence,
phesphorescence, Basie concepts of atomic spectra,
eiergy  levels, guantum numbers, designation of
sldes, selection rules, atomic spectra,

Lnit-11

Spectroscopic technigues
« Raman  Spectroscopy:  Atomic  Absorption
Bpectroscopy,  Alomic  Emission  Spectroscopy.
Flusrescenee  and  phosphorescence  spectroscopy,
Infrared spectrophotemetry, Ultra violes ond wisible
spelroscopy

o e e

Umit-111

o Merny  ahsosplion cand  fuorescence,  Energy
Dispersive XM-ray  Analyvsis {EDXY  wavelength
Dispersive X-ray onolysis {WDX], Xeray diffraction,
Auger emission speciroscopy wnd apphications, Radio
lechniques: Basic principles and theory introduction
abodt noclear readtions and  redistions, Newfron
soirees. Neutron Activetion Analysis,

Unit-1V

Sensors
#  Whal are sensors, principles, classification, sensor
parammetars, environmental [rarameiers.,
characterizations: electrical, mechanical, optical and
chemical  characterizations.  Electromechanical.
Thermal, Magnetic and Radiation sensars.

Umit=%

Recent tremds in sensor technology
o Iniroduction. Film sensors; Thick 1ilm sensocs, Thin
film sensors, Semiconductor (O technology,
Microelectrochemical systems:  Micromachining,
Nano=sensors and applications of sensors,

Sugpested Resdings/Reference Books:

I, Fundsmentals of molecular spectroscopy by O, M. Banwell
¥ MB Colthup, L H Daly. 8 E Wiberdey, Introduction to infrared and Raman

spectrnscapy. Aullagel |973 ) Academic Press, Mew York,
3. I Hollas: Modern Spectroscopy, John Wiley, 1992
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A hasic course in Crystallography JAK Toreen and TRN Kutty. University Press
MNuclear Physics Harry Henderson University Press

sensors and Transducers by D), Patranabis 2nd Edition, PHI Leaming Private Limited,
Practical Sampling Techniques for Infraved Analysis by Patricia B, Coleman

Drpanic spectroscopy PS Kalsi
Physical Crptics; AR Ghatak

. Funsdamental of Optics: F.A Jenkins, H.E. White

. Prineiples of Optics; DU, Mathur

- Introduction Spectroscopy by Favia

. Spectrostopic identification of organic molecules by Silverstein
Adainic Physics: 1. B, Rajum

o Inroduetion G atomic spectra H E White

- Muclear Physies [, C Tayal
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FORMIGSORT

Mohile Phone Forensies Credit:03

Contact
MHours: 45

Mlarks: 75

Course Overview

The course covers various aspects of mobile and smart phone forensics.

Course Ohjectives

The course has the following objectives:

Students will gain an idea of mobile forensics
Students will leam and snalyze varioos mobile phones

=  Students will kave an understanding of android forensics ,_-fi. Y .
¢ Studenis will enderstand the concepts of window forensics o
o Students will leam the concepts of 105 forensics Sl
Py ® 3 F 32
o a b e
Course Ouicomes - 1
. o S a 1
After the completion of the course, the students will by able o do the fllowing: -
a0 Deseribe the variows terms related to mobile forensics e
#® U002 Apply varicus iechnigues to analvee mohile phoses * i .
o C05; Anolvee various non-android phooes 1 L _'*,.
& C0d: Compare properiies of android pnd non=andrond phones = M b ¥ .
s CO5; Anolvee the concepis of 108 forensics —E———— et
i iv ¥ 2, l" L 'H-‘r a  ma
Umit Course Content = sContnct Houms ' # % 1
Unit-1 | Imtreduction to mobile forensics _ RE- T :._-___T-'_E_-!L:
« Maobile Devicesas Digital Evidence Sotrees e
o The Mobile Forensics Process  {Acquisition. = -
Analysis, Reporting ) e x i i, T N
= 4 T T } L & =] = o
* Mobile Device Landscope (Android. 105, Ogher 5 }1 & ‘.1'._ s
Platfisrms) " e L -
Unit-11 Muohile device fundamenials ‘-1-‘ 3 ‘;" e 5
s Operating System Overview (Android, i0S) e R P RS
«  Mobile Device Storage and File Svstems =
¢ Understanding Mobile Applications and Data Swrage
Unit=-ITT | Maohile data acquisition (]
¢ Logical vs, Physical Acquisition Technigucs
s Mohile Forensics Tools for Acquisition { Software and
Hardware)
¢ Best Practices for Evidence Acguisition and Chain of
Custody
Unit-IV | Mohile data analysis = 09
» FExtracting Call Logs, SMS,  Contacts,  and
Multimedia Files




#  Analyiang J‘J.ppl.h:mi:m Data and Ulser Activity |
s Recovering Deleted Mhada and Hidden Artifacts

Unit-V Muobile Torensics toals L

*  Popular Mobile Forensics Tools (ep. Cellebrite,
Crivpen Forensies)

= Lliilizing Tools for Data Extraction, Analysis, and
Reporting

¢ Advanced Fesures and Functionality of Mobile
Forensics Softwarg

Sugrested Readings/Reference Rooks:

|. Pructical Mobile Forensics, Satish Bommisetty, Rohit Tamma, Heather Mahalik, Pack

Publishing Lud,, 2004, 15BN 978-1-78328-83 1.1

Leamning i05 Forensics, Mattin Epifini. Pasgoale Soirpaso,Packs Poblishing Lud

20015, ISBN 978-1-TRIF5-35 -8 iPhone and (05 Forensics Investigation, Analvsis and

Mobile Security Tor Apple

3, iPhene, iPad. and #05 Devices by Andrew Hoog, Katie Streempha  Publisher Synengy
Mobile phone security and  forensics: A practical  approach by losif L
Androulidakis. Springer publications. 2012

LR R

1
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{ﬁi_m"'ﬁmm' 3

DN A Forensics Credit;03 | Contnct | Marks:T5

Hours:d5

Course Chverview

The course covers various aspects of DMNA and its applications in forensics.

Course Objectives

The course has the following objectivies:

" & & ® @

Course Dotcomes

Siudents will gain an idea of sample collection in the cuse of DN A
Siwdents will leamn and onofvze DN A

Swdents will have an undesstancing of TNA evtraction and quantifications
Students will understand the concepts of STR profiling
Siudents will leam the concepls of nen-human DNA

Adher the complerion of the course, the students will be able 1o du the following:

[ Unit |

€Ol Drescribe the various terms related 10 TINA Forensics
CO2; Apply varions technigues o analyze DINA

C03: Analyee various non-human [N A

COM; Compare properties of human and non-haman TRA
CO¥E: Analyze the limitations of DMA profiting

Course Content

Contact Hours |

Llmin-0

S e collection and chain of custidy

DMNA sample sources, biological evidence at crime
scenes,  evidence  ecollection  and  preservalion,
eollection of reference DNA samples, stornge and
sample chorocterization, snmple storge wid ransport
of DMNA evidence. sample characterization: blood
staim, saliva stmins,  semen stains.  body  loid
identilication by  BEMA  esting,  contsmination
COnEems

o9

Umit-11

DN A extraction smd gquantification metheds

Organic  (Phenol-chloroform)  extraction,  Chelex
extraction, FTA paper. Solid phose DNA extraction
methods; Chagen extraciion Chemistry and ki, TNA
I (ldentification & guuntification), Pre-Filer,
Mifferential extraction, Direct PCR.,

DA quaniification: Slot blot, Pico-green micro-titre
plate assay, Alu-Cuant human DWNA quantification
system, endpoint PCR. real time quantitative PCR
(qPCR].

Umke-111

STR Typing

¥
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o Introduction 1w Forensic Genetics and DNA testing,
Cienetic markers and their forensic sipnificance,
Types of STR markers, STRs used in forensic DNA
yping, core and common STR markers,

#  Simecture of SR loc,  Dewvelopment of 5TR
multiplexes. Detection of STR  polvmorphisms,
Interpretation of STR profiles, Assessment of STR
profiles. Stutler peaks, split peaks, pull up, template
DN A overloaded profiles, low template DN A typing,
peak  balanee, mixtores, degraded DWNA. PCR
inhibition,

Unit-IV | Non-human DNA iy

= Mon-human DNA westing: Sources. domestic animal
DNA testing {cat DNA, dog DNA), Canine TR Loci
il ussays. Canine ME-DINA - Testing,  species
dentification:  (MI-DNA Cyochrome=h gene, Mi-
EXNA 125 rRNA pene. Mi-DNA COH genel,

Umit-V¥ | DNA Profiling and its applications L

= DNA profiling applications & coss studies in disputed
palernity cases, child swapping, mlssing person’s
ilentiy, civil immigration, veterinary, wild life and
agrewliire cases:

¢ Legal perspectives — legal standards for admissibility
of WA profiling — procedur] & ethical concerns,
satus of development of DNA profiling in India &
algnad;

»  Limitations of DNA profiling: Populaiion databnses
of DINA markers —STRs, Mini STHRi, SNPs. DINA
Rill.

Sugpested ReadingsMelerence Boaols:

L. An Intreduction to Forensic DNA Analysis, Rudin, Norah CRC Leviw Publishers,

(2002}

A [ntroduction o Forensic DNA Analvsis, Inman, Keith CRC Press, { 1997)

Ancient DNA, Hermmann, Bernd Springer Publishing Co., (1994)

Basics of DNA and Evidentiary Issues, Vij. Krishan Jaypee Brothers, (2004)

[NA, forensic and legal applications Kobilnsky, Lawrenee John Wiley & Sons, (2005)

[NA Cloning 4: Mammalian svstema, Glover, DUM.: TRL Press,( 1995)

DM A Damage and repair, MickolofT, Joc A& Humana Press,( 194985

DNA Evidence and Forensic Science, Nowton, Duvid E. ¥ive books private limited,

(2010}

9. DNA fingerprinting, Kirby, Lome W H Freemaon and Co, | 19402)

0. ENA Fingerprinting: Approaches and applications. T. Burke, Terry Birkhauser
Verloge { |95

S

=
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11 DN A in forensic science, Robertson, 1 Elis Horwood Lod., (1595%0]

12, DMNA profiling Easteal, Simon, Harwood scademic Publishers( 1993)

13, DNA profiling and DNA fingerprinting, Epplen, Jorg T Birkhauser Verlage.{ 1 999)

14, A technology, Alcamao, | Edward Harcourt A caclemic Press.( 1999}

15, DNA tests in Criminal Investigation Trial & Paemity Disputes Singh, Yashpal, Alia
Law Agency {200

16. Forensic DA tvping. LM, Butler Elsevier Academic press (2005)

17. Forensic DNA technology. Mark A, Farley & fames ). Horringion CRC Press.(1991)

18, Forensic DNA analysis, J. Thomas MeClintock Lewis Publications, (2008)

19, Forensic DA tvping profocal: Carracedo

LR R
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FORMGS00T

Farensic Chemistry of Food Credit:03 | Contact
and Industrial Produets Huours:ds

Marks: 758 |

Curitrse Overview

The course covers varions aspects of forensic chemical analysis of food and indusurial produis.

Course Objectives

The course has the Tollowing ohjectives;

*  Students wall gain an idea of the food chemistry

o Students will learn and analyze aleohol and aleoholic beverages

»  Students will have on understanding of dyes, paint, and pigments
Sttdents will understand the concepts of libers and fertilizers
Students will leam the concepts of cement, conerete ond mortar

Course Dateomes

After the completion of the course, the students will be able o do the following:

« OO0 Describe the variows terms related o food chemisiry
* L0 Apply various technigues to analyee alcohol and aleoholic beveryges
O3 Andlyvee varous fibers ond fertilizers
o (O Compare properties of dyes, paint and pigments
o (O3 Analyse the characteristics of cement, mostar and concrele
| Unit Ciomrse Content | Contact Hours
Unit-1 | Fisnl Chemistry
o Analysis of lipids, fats und oils: Physical and 09
Chemical  examination ol lipids. Acid  value,
Saponification wolue, Ester value. Acetvl value,
lodine value, Test for hydrogenated oils and fats,
Dretection and Determination of rancidity, Analysis of
bufter sncd butter [ats. Analysis of sdultersied and
non-adulicrated oils
»  Analysis of doiry products; Physical examination,
petriteon value,  chemical  examination,  and
adultesation of milk and its producs
Unii-IT Alcohols and sleaholic beverages
* Alcohols and alcoholic  beverages, Analysis of LY
deohols, country made liquor, illicit liquoer and
medicinal  preparations,  Analvsis  of  various
denaturants. of alcohol, detection and determination
of ethanol. methanol, aldehyde, exter by color test and
instrumental technigue.
Unie-111 | Drves, |‘.|_ni_r||1lhu_n:d._p_ijmmu 1]
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®  Dwves: Different types of dyes, role of dyes in crimée
investigation, food colors {edible and non-edible
dyes): dyes wsed in cosmetic ond  pharmaceutical
products. Chemical and instrumental methods of
analysis of dves. Forensic Signiftcance. Related Cwse
studics.

o Paint: Tvpes of paind and their composition, physical
examination of paint, instrumental analysis of
pigment, interpretation of paint evidence, Chemical
and physical properties of paint, Analysis of paint,
Raman and TR specwoscopic analysis of Paimts
Forensic Significance, Related Case studics

s Figments; Introductions, properiies of blue pigment,
white pigments, red pigmenl, gresn pigment, vellow
pizment, Forensic Significunce.

Unit-1V | Fibers and fertilizers L)

®  Fibers: Introduction w Ghers, Classificaion of Gibers, |
Analvsis by microscopy, melting polnt and solubility
testing of fibers, Analysis of fiber FT-IR, forensic
chemical analysis. Analysis of fibers by thermal
methads such as DSC, A

&  Fertilizers: Introduction, Types of ferilizers and
classification,  Adulicrated  ferilizers,  common
adulterants in Tertilizer; Estimation of the nitrigen,
phosphorous . and  potassium  content in ferilizer,
Chemical and  physical  methods  analysis  of
fertilizers: ferensic analvsis of organic and inorganic
fertilizers

Unit=% Cement, moriar and concreie L)
¢ Chemical compositions Pordland cement and other
type of cements; Methods of sampling of cemenis,
mortar and ¢oncrete; Common adulierants of cement
and their detection.
o Methods of analysis
o Physical onalysis-microscopic examination,
[znition tests, Sieve test, Density Gradien)
sl
o Chemical annlysis of cemenl, morar and
concrete, Instrumental analysis of cement by
TGA, DTA, AAS, ete; Case Studies Iike
Structural Failures, e,

Sugpesicd Resdings/Relerence Boolos:

b, Pearson [ “Chemical Analvsis of Food™, Chemical Publ, Co. Mew Yook, 1971,
3, JaVed [ Khan, Thomas J. Keanedy, Doanell B Christian Jr; Basic Principles of
Forensic Chemisiry; Springer Bcience, Humana Press, [SBMN 978-1-39T45-437-7, 101 2

Pags 186 of 262



Jay Siegel, Geolfrey Koupier, Pekka Saukko; Encyclopedia of Forensic Sciences, Three

Wolume 5t Elsevier Publications; ISBN 0122272153

» Manuals of Food Quality Comtrol, Food smalvas: dueality, sdulteration and tests of
identity: FAO of United Nations, 155N 0234-4723, 1994

5 Jay A Biegel, Foeensic Chemistry @ Pundamentals and Applicatons; John Wiley &

Bons, Lid, ISBN 9T8-1-1 1 8-89T72-0, 20164

o Bogen, E. (1932} The human wxicofogy of alcobol. In H. Emerson (Ed ), Alcohel and
Mlan {pp. 126-132) New York, NY: The Macmillan Company

» Emersom, ¥ (20(4), Alcobol analysis, In P, C, White {Ed.}, Crime scene to court - The
essentials of forensic science (2nd ed.. pp. 350-376). Cambridge, England: Royal
Society of Chemistry,

T
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FORMIGSIET Advaneed Docoment Credit:03 | Contact | Marks: 75
Examination Huurs:45

Course Uverview

The course covers various aspects of document examination including forensic accounting,
numismatic forgery, examination of seourity documents, forensic Imguistics wnd sty listics

Coairse Objeciives
The course has the following objectives:

Students will gain an iden of forensic accounting and auditing

Students will leam and analyze sccurity documents

Students will have an understanding of forensic linguistics and stylistics
Students will understand the concepts of numismatic forgery

Students will feam the concepts of gquality assurance snd expert festimony

Course Chuteomes
After the completion of the course, the students will be able to do the following:

0¥ Dieseribe the various terms related to seceounting aisd auditing
CO2: Apply forensic hingeistics and sivlistics to analyze a document
s (O Apalyze various security documents
s CO4 Compare provisions of expert lestimany
m 0N Analvee various numismatic forgery

Limit Course Content Contact Hours
Unitl | Forensic Accounting and Aunditing
e Basic concept on acoount Accounting process, s

recerding of transactions, financial statements. et
Froed, o briel history of fraud. tvpes of froud:
employee  fraud and  financial  statement  fraud,
Forensic  accounting.  application ol forensic
pcoounting, [rawd detection, the role of forensic
sccountent.  sources  of information, bank  and
financial Enstitutions fraud, insurance fraud, chague
and credit card froud, payroll frand and their
investigation etc.. introduction o forensic auditing.
iypes of Auditing

Tmit-11 Forensic Linpguistics and Siylistics

s Migtory and Definition of Forensic  linguistics, i
disciplines of forepsic  linguistics:  Auditory
phonetics, peoustic phonetics, semantics, Discourse
md progmatics. dialect and  idiolect, plagiarism
detection, psvcholinguistics. Language, variation in
lnpuage,
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s Srvhistes! Introduction, style in lengeage, linguistic
sty listie, qualitative and quantitative analysis of sty le,
siyle markers- ext foemat, number and  symbol,
ahbreviation, punctuation, capitalization, spelling.
waord formation, syntax, errorand correction, high
frequency word and phruses,

Unit-111 | Numismatic forgery n9 |

*  MNumismatic forgery- Introdwction, tool, equipment
und other resource, method of forgery! alteragion,
tooling. embossing, application and plating, Casting:
Hubber mold model, wax model from mold, Bum out
wak, reatment of casting, Creating dye- Cutting by
hand, plating, Forensic identificotion of fake coins

Unit-1'y Enmi"nn?n:ul'mﬂty docoments e

o Defimition of secunly documents, securily features
and their types, examination of securly lfeatores ol
bank notes. passport, visa, stamp paper. lottery ticket,
educationzl and finaneial decuments

= Video  Spectml  Comparator: prnciple and
components, working mechanisim

Unii=Y Quality assurance in document examination %

#  Ouality management in document laboratory, NABL
puideline for accreditation of (13 lab, report writing:
exgert inim, recgived document deails, guery, reason
for  opinion, opmisnireporn ¢ic,,  mpomance ol
qualilied opinion, no opinion,

e Exper testimony: introduction, purpose, prepanition
For the trail in court, the seqieence Tor examinudion of
the expert: examination in chiell cross-examinaion,
re~examination. Daubert guidelines. debonair ol
gnpert,  limintion 0 the forensic  gquesiboned
document examiner j

Sugpested Rendings/Reference Books;

Tommic W, Singleton, Asron J, Singleton — 2000 Frawd Auwditing and Forgnsic
Accounting,

Mark Migrini - 20011 Forensic Analytics: Methods and Technigques for Forensic
Accounting.

Joseph Petrucelli — 2013 Detecting Frowd in Oreanizations: Technigues, Tools, and
Resoumees,

Mary=Jo Kronaches, Richard Riley, Toseph T, Wells = 2000 Forensic Accounting and
Fraud Examination,

Steven L. Skalak, Thomas W, Godden, Moma M, Clavton — 2001 A Guide 1 Forensic
Accounting lnvestigation

Loery E. Hittenberp, karla 8, Jobhnstome, Audrey A, Gramling — 2001 Awditing: A
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Business Risk Approach

7. George A, Manning, PhD, CFE. EA - 20040 Finoncial Investigation and Forensic
Accounting, Secend Edition

B, Saurav k. Duotta — 2003 Statistical Techniques for Forensic Accounting

% k. H. Spencer Pickest = 2000 The Internal Auditing Handbook

1, Joseph T, Wells - 2007 Corporate Fraowd Handbook: Prevention and Detection

11, Walter 1. Pagano, Thomas A Expert Wimessing in Forensic Accounting

12, Juck Bologna, Robert J. Lindguist - 1995 Frawd auditing and forensic accounting: new
toxals and techniguees

13, Xenia Ley Parker, Lynford Grahiam = 2007 laformation Technology Audits

i
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FORMIGSHF | Practical based on FORMIGS0T

Credigml

Contact
Howirs: 30

Mlserbs: S0

Course Overview

The practical course is based on the corresponding theory courses. The studemt needs 1o select

ane of the courses below:

SN Code Mane of the colirse Credit | Contact | Marks
Hairs
I | ]_._Ij{gi“q&'_t_lj.ggghil Practical based on FORMMIGSOAT al el 50
0ol
2 | FORMVGSORP | Practical based on FORMIGSO0BT 1l al) A
L]
3 | FORMEOSCP | Peactical based on PORMIGI0LT L] el 50
(il
4 l FOR M GS00P | Practical based on FORMGIODT | ELH ark
Ok
§ | FORMIGSOEP | Practical based on FORMYGSOET 11 it 0
| FOR/MUIGSOAT | Pructical Twsed am | Credizil | Contuet Mlarks: 50
FORMI S0AT Houwrs: 340

Course Overvicw

This isa lnboratory course based on Instromentation in Forensic Physics (FORMSS0AT),
The course objectives and oulcomes of this boratery course hive been added 10 the theory
course, A minimem of 10 practical has o be covered inthe semcster for successiul completion

of the course.

List of Practical

(Minimum of [ peactical has o be perfomed for successful completion of the course)

R

SETLRDEE,

10, Depasition of thick film sensors using sereen printing miethod,
I, Creposition of thin film sensors using elecirodeposition lechnigue,

12, Dretection and measurement of mdiations wsing Gas filled detectors,

I3, Swdy of output charseteristics of semiconductor sensors,

Calibration and collection of specira using Haman spectrophotomater.
Calibration and collection of specira wsing FTIR spectrophoiometer.

Calrbration and collection of spectra wsing UV spectrophodometer,
Analysiz of Raman spectra of a given material.
Analysis of FTIR spectea of a given material.

Anlysis of LIV-Yis spectra of a given material,
Elemental analysis of given material using Energy Dispersive X-ray Analysis (EDX).
Analyvsis of material on the basis of given XRD spectra.
Study of sensor parameters such as selectivity, sensitivity and response of various
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14, Hall effect sensor for the detection and measurement of magnetic ficlkl,

15, Measurement of Hall parameters and conductivity and charge carder density of given
matertal using Hall effect

16, Any other practical designed by the fuculty member hised on recent advances/latest
irends

LT
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FORMUVGSIRE | Practical hased nn| Credit:01 | Contact | Marks:50

FORMIGSIRT [ Hours:30 |

Course Dverview

This is a Inboratory course hased on Maobile Phone Forensies ( FORAIGS0BTE The course
ehiectives and outcomes of this laboratory course have been added 1o the theory course. A
minimum of |0 proctical has to be covered in the sermester for siccessful completion of the
e 52

List of Practical
iMinimum of 10 practical bas o be performed for successful completion of the course)

t- Setting up a Mobile Forensics Waorkstation

2. Familiarization with Mobile Forensics Software (e.g.. Cellebrite, Oxygen Forensics)

Logical Acquisition from Android Devices

Anabyzing Logical Acquisitions - Call Logs, SMS, Contacts, Applications

Advanced Analvsis of Logical Acquisitions - Deleted Dain Recovery, Hidden Arifacis

Creating Meobile Forensics Reperts - Documeniation of Acguisition, Analysis, Findings

Analyzing Application Data - Social Media, Browsing History

Troubleshooting Common Maobile Forensics Issues - Lock Bypassing, Tool Emars

Advanced Techniques - Password Cracking, Pata Carving (mav depend on safiware

capibilities)

1k, 510 Forensic

11, Call Derails Record (CDR | analysis.

12, Samtic analysis of Mobile App (reverse Engineering)

5. Dila Acquisition from an ordinary mobile phone

I4. Amilvsis ol extrocted data in on ordinary mohile phone

L3, Data Acquisition from Androbd Phones.

PG, Amalvsis of exteacted data in Android Phones,

17, Dty Acquisition fiom i08 devices

18, Analvsis of extracted data in 108 devices.

19, Screen locking bypass ! Possword Cracking of Mobile Phones,

20, Dwvnamic analvais of Mobile App

21, Any other practical designed by the faulty member based on recent advances!latest
trends

b R e

wam
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FORMI/GSOCE | Practical bascd on | Credit:0l | Contact hiaﬂi!;iﬁ-l
FORMIGSOCT Hours:30

Course Overview

This is a laborstory course based on DNA Forensies (FORMIABSOOTE The course nbjectives
and outcomes of this laboratory course have been added 1o the theory course. A minimum of
| practical has 1o be covered in the semester for successful completion of the course,

Lisl of Practical

{Minimum of 10 practical has to be performed for successful completion of the course)

I, Iselation and characterization of microbial Plasmids for sdentification

2. DINA- Isolation from bones

1. DMA—[=zalation from tecth

4. DMA— Isalation frem saltenhair noot) serminal sisins/mails Resiriction di.gt!itil:ll‘l of
DA from above samples,

5. PCUR= pmplification of EA

B Polyacrylamide gel electrophoresis and sibver staining.

7. D¥ifferential centrifugation’ extraction for seporation of epithelial cell from sperm

B, DMA fingerprinting for testing of patemity disputes and rape cases.

9, To Perform RFLP and RAPD

10, Western blotting

I1, Morthern Blatting

12, Problems on population genetics (Frequency estimates, Likelihood mtio. Paternicy

ey

I3, Visit Autopsy centre at moruary, Forensic Seience Laboratory, Pothology Laboratory,
Veterinary CUentre, Biodwersity and wildlife Cenire,

14, Any other practical designed by the faculty member based on recent advances/Tatest
tremds

L L
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FORMIGS0DE | Practical FETF| on | Creditiil
FORMIaSHNDT

Contact Marks:50 |
MHours: 30

Course Chverview

This is a laboratory course based on Forengic Chemistry of Food and Industrinl Products
(FORMIESODT). The course objectives and ouleomes of this lhborsory course have been
added to the theory course. A minimum of 10 practical has w be covered in the semester for
sucvessiul completion of the course,

List of Practical
(Mdinimiim of 10 practical has to be performed for successful completion of the course}

I. Detection of adulteration in milk using color tests (10-12 Spov'Color Test|

I, Anabysisof nail paint by UV-Visible speciroscopy and TLC

3. Analbysis of dves (methyl orange) methylene blue [ methyl red) using UV-Wisible

spectrosgopy and TLC

Analysis of dye nnd pigments by esing TLC techaique (minimum {wie)

Analysis of adultersed and non-adulterated oil by chemicalColor Test and TLC

methix

. Analysis of dye in pecrol and kerosene by UV spectrophotometry and TLC

7. Identification of ndulteranis in some common food samples by ehemical methodsicakor
fesl

. Aamalysis of sduliersied snd poo-wdulierated oil by chemicnl/Color Test ond TLC
metlod

9. Annlysis of country lguor by color teats,

. Detection of alcohol in the wrine sample

Il Analvsis of aleohol content in sample by derivatization into known  organic
Conponads,

12, Extraction of alcahol from blood sumple and analysis by color st

13, Analysis ef adulierted cement

14, Report submission on Indusoy) Laboratory' visit

13, Any other practical designed by the faculty member based on recent advances/latest
trenids

LI

UL ]
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FORMIGSOEP | Practical hased on | Credit:0l | Contact | Marks:50

FOR/MI/GSOET | Hours:30

Course Overview

This is a labormtory course based on Advanced Doewment Examination (FORMIUGIOET),
The course objectives and oulcomes of this laboratory course have been added to the theory
course. A minimum of 1 practical has o be covened in the semester for suceessful completion
ol the course.

List of Practical

{Minimum of 10 practical has 1o be performed for successful completion of the course)

PO S e T Bl Tk kg

Tor examine security features of o bank nole of & specific denominagion

To examine security featurss of possport

To examine security features ofa VISA

T Compare .5|,:|;|,:|rir_l,l featrres of Tndian bank notes with ather countries

To compare securiry featiwres of Tndian passport with other countries

T spedy stylisgics Features of the given handwriting sumples

To compare two handwriting samples for their compurison bazed on aylistics feaures
To identify regional styles based on handwriting

To identify anomalies in g Anoncinl document

, To identily fake coins
. To siubmil eeport ai visit to numismatic instiuledbank nole press
Ay other practical designed by the faculty member based on recent advanceslutest

trends
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FORML6S1T

Spevial Faper-V l Credin i3

Cowrse Dverview

Contact
Hours:43

Maﬂu:ﬂ

The course has been designed 1o get the students specialized in o particular domain of forensic
seignce. The student needs 1o select one of the cowrses below:

Hoirs:d5

&N Code Mame ol the conirse Credit | Contagi Marksl
. Haours

| FORMIGS AT Fire und Arsen Investigation 03 45 75
O

2 | FORMIGSIBT | Malwire Anolysis | 03 | 45 | 75
OR

3 | FORMEGSICT | Wildlife Forensics and Entomology | 03 | 458 | 73
OR

4 | FORMIGSIDT | Forensic Toxicology-11 | o3 | 45 | 75
e

5 | FORMESSIET | Advanced Fingerprint Forensies. | 03 | 45 | 75 5

FORMIBSIAT | Fire and Arson Investigation | Credit:03 | Contact | Marks: 75

Course Overview

The eourse covers various aspects of fire and arson investigation

Course Dhjectlves

The course has the following objectives;

Course (hutcomes

Students will gain an idea of thermodynamics
Students wall leam fire end explosion deaths and injurics
Students will have an understanding of moter vehicle fire
Students will understand the concepts of wildfire investigation
Students will leam manogement of complex fire investigation

Adfier the completion of the course, the students will be able to do the following:

CO: Dreseribe the various terms related o fire and arson investigation

CO2: Apply thermodynamics in fire investigation

CO5: Anolyee evidence related o fire scene investigation
CO4: Campare varous fire scenana
CO5: Annbvze complex fire investigation

Unit |

Course Content

| Contact Hours |
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Umit-T

Thermadynumics
s Inteoduction and averview, refevant background of
physical thermodynamics, role of thermodynamics in
fire investigotion, Fire; ignition and propagation,
thermodynamic classification of ignilion  spurces,
smoldering. Mames, types of firg, sources of ignition,
puto ipnition, direct ignition. match of cigarette
lighter, ime=delay ignition devices, fire development

na

Unit-11

Fire and ﬂphﬂim?ﬂﬂu and imjuries

#  Flummable and combustible liquids, compressed gas
exlinders, temporary heating devices, chemical tanks
or drums, lgquefied petroleum gas explosives and
blasting agents, wehicles and heavy  equipment,
applimnces, classification ol explosives blast injuries,
sglected blast injorics, nature of fire invesligotions,
systematic approach, relating fire investigation (o the
scbentific method, case review: BPCL blast in
Wuwm b

Undt=011

Mator vehicle fire
o [nvestigating suiomobile fre couses, the fuel system,
the electrical system, near the hood. Inspect the scene
ol the fire

Unit-1Y

Wilidlire Investhpation

o Wildfire investigations: lire behavior, principles of
fire spred, factors, fire direction indicators, general
principles of bum puttem interpretation. indicator
categorics. systematic methodology, use of scientific
method. basic method of fire investigation, planning
the investigation, specialized personnel and technical
consulionts, fire scene evidence, collection and
preservation procedures, pholography technigque in
fire

U mit-¥

Management of complex Mre investigations
o Introduction. fire investigating safety, fire scene
hazards, investigator priorities upon armival al the
scene: fires in port, colour of Thames and smoke, scene
securily, fire seene examination, reconstruction of fire
cause, sketching, marine fire investigations

Supgested Readings/Beference Books:

I, Fire investigator: principles and practice. 4th edition, Jones and Bartlet

3 MFPA 1033 “Professional Qualifications for fire investigator™, 2004 edition

1. NFPA 921 “Guide for fire and explosion investigations™ 2004 edition

4. Explosions and blast injurbes: A primer for elinicians, CDC inpury prevention, Dept. of
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i

2.

health and human services. USA (primer.pd )

Chapter 4 bnsic methodology: hitps;Swew nplnorg

Fire and explosion myvestigations= A historical and hystencal perspective, Johin A,
Campbell, BE. and Kim K, MaiszewskiP E. Triodyne Ine., December 1991, volume 7,
nee 2, 1SS 04 1-9489 (SB_YTN2PDF)

Investigating automobile fire causes, Glen A. Shifftert, Journal of criminal law and
criminology, 1958, volume 49, issuc 3, article 14, (Tovestigation Automohile Fiee
Causes pdf)

Automobile arson investigations. Williem 1. Davis. Joumal of criminal low and
criminolegy, 1946, volume 37, issee |, anticle 8 (Automobile Arson Investigations.pd ()
Wildfire origin and cause determination handbook, NWOG Handbook 1, PMS 412-1,
May 2005 (480333 pdf)

i, Guide-for-conducting-Marine-Fire-Investigation-chspler 4: fire scene investigalion,

htpesSmadi Rorg=uplonds=201 /03

i1, Encyclopedin of forensic sciences, volume 3, edited by Jay Siegel, G, Knupter,

PekkaSnukko, Elsevier
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FORMIGSIBET Mialwinre Amalysis Credit:03 | Contact | Marks:75 |

Hours:4%

Course Uverview

The course covers various aspects ol malware analysis

Course Ohjectives

The cowrse has the following objectives:

Students will gain an iden of malware analysis

Students will lewm and analyze varions types of malware

Students will kave an undersianding of stutic and dynamic analysis
Students will understand the concepls of debuggzing

Students will lewn the concepts of memory forensics in malware analysiss

Courge (hifcomes

After the completivn of the course, the students will be able to do the following:

- ® ® ® &

0 s Deseribe the various terms celated to mobile forensics

C02: Apply various techniques for static and dymamic analvsis of malware
o3 Analvee molicious bivaries and debugging

CO4: Compare various malware obluscation techniques

05 Analyse the concepts of memory forensics in malware analysis

~ Umid O ourse Conlent T Contact Hours
Unit- | Introduoction o malware analysis

o Malware, Ceneral Aspect of Computer infection 09
progeam, Non-5¢li Reproducing Mabware, ow does
Wirus . Operale?  Virus  nomencloture,  Warm
MNomencloture, Recent Malware Case Studies, What
Is Malware Analysis, Why 12 Malware Analysis,
Types of Malware Analysis.

¢ Static  Analysis;  Determining the  File  Type,
fingerprinting the Moalwore, Multiple Anti-Vins
Scanning.,  Extracting  Strings, Determining  File
Obfuscation, Inspecting PE Header information,
Comparing and Classifving the Malware, Clussifying
Malware using Y ARA, Beverse engineering Android
T

Upit-I1 | Pyvoamie analysis and disasembly

o  Drvnamic Analysis: Dynamic Analysis (Monitoring) (L)
Teols, Dwnamic Analysis  Steps, Annlyzing o
Mulware Executable, Dvnamic-Link Library (101
Analvsis, Cuckoo Sandbox

#  [Rsassembly: How Datn Resides 0 Memory,
Program Compilation. Program on ik, Program in
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Maemory, Program [hsaszembly (From Machine code
Ta Assembly eode), Analyzing 32-hit Executnble on
fd=bit  Windows.,  Disassembly  Challenge,
Dhzassembly Solution,

s Dizassembly Using 1DA: Code Analvsis Tools, Satic
Code  Analysis  (Disassemblyy  Using  1DA,
Dizaszembling Windows APL Paiching Binary Using
I, TDA Seripting and Plugins

Unit=-111 | Debugging L)

# [Debugging Malicious Binaries: General Debugaing
Concepts, dehugning a4 Rinary  Using  x64dba,
debugring a Binary Using 1DA, Debugging a MET
Application

= Malware Funclionalities and Persistence; Malwang
Funetionalities, Malware Persistence Methods

s (ode Injection and Hooking: Yinual Mermoey, Lser
Mode and Kemeal Mode, Code Injection Techniques,
Hookmg Techniques

Umit-Iy | Malware obfuscation technigues 09

& Malware Ohfiseation Techmiques: Simple Encoding,
Malware Enceyption, Custom EncodingEnceyption,
Malware Unpacking

= Hunting Malware Lising Memory Forensics: Memary
Forensics  Steps,  Manory  Acquisition,  Volatility
Crheerview, Envmermting Processes, Listing Process
Handles, Listing DLLS, Dumping an Executable and
DL, Listing Wetwork Connections and  Sockers,
Inspecting Registry, Investigifing Service, EXtracting
Comrmand History

Uike-% Detecting Advanced Mabware Uslng Memory Foronsics o9
e [Detecting Code Injection,  Investigating  Hollow
Process Injection. Detecting APl Hooks, Kernel
Mode Rootkits, Listing  Remel  Meodules, 140
Processing, Displaying Device Trees Detecting
Kernel Space Hooking, Kemel Call-backs and Timers

Suggested ReadingaMeference Bools:

I. ErciFiliol, “Computer YWiruses: from theory to applications™, Springer, 1st edition, 2005,

Monnappa KA. “Leaming_Malware Anolysis: Explore the comcepts, teols, and

fechnigue wanslvse and investigae Windows malware™, Packe Publishing Lid, Bst

3 edition 2018

4. Michael Sikorski and Andrew Homig, "Practical Malware Analysis”, Mo starch press-
Febriary, 20012,

5 Mark. A Ludwig. " The Giani bluck book of computer viesses CremleSpace Independent
Publishing Platform, Zndedition, 2009 [SEM 10 144040712X

i
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A, ken Dunham . Shane HartmanJose Andre MoralesMong Coimtans [ Tim Straeeere,
Androdl Malwere dnd Analysis, CRC Press

7. Bruce Dang, Aldexandre Gazet, Eliss Bachaolany, S&bastien, Practical Reverse
Engincering: xBf, x64, ARM, Windows kemel, Reversing Tools, and
Cevfuscation”, Wiley publication

& Mohile Salware Artacky and Mefense, Ken Munhaim.
Publisking.Inc ISBN978-1-30740-2084):

L L]

Svngress
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FORMNGSCT Wiilclifie Forensics nmd Credit0d | Contact | Marks: 75
Entomology Hours:45

Course Overview

The course covers various aspects o wildlife forensics end entomology
Course Objectives

The course has the following obijecrives:

Siudents will gain an idea of endangered specics

Students will learm about wildlife forensics

Students will have an understanding of forensic analysis ol wildlite evidence
Students will understand the concepts of forensic entomology

Studenits will leam the concepls of PMI from entomological forensics

Cowrse Chiteomes
Adter the completion of the course, the students will be able to de the following:

O Deseribe the various terms eelated w0 wildlile forensics
COZ: Apply variows techniguees to analyze wildlife evidenee
03 Analyee various entomalogical evidences

OOk Compare properties of vurious insscls

L0352 Analyze the postmortem interval from insects

Unmit | Course Content o Contuet Hours

Unit-1 | Endangered Species

# Imporance of wildlife and Environment, Protected LY
mned  endangersd species, Sonctuaries and  their
impartance, FKed=doie ook, Relevant provision of
wildlife and environmental act) Enforcerment of
wildlife protection policy, Wildlife Protection Act
1972, Forest Conservation Act 1981, Envirenment
{prodectiond Act 1986,

Unit-11 | Wildlife Forensics

= Types of wildlife orimes. different methods of killing 1)
and poaching of wildlife animals, Types of wildiife
imvestigations, Applications of Forensic Omithology,
Feather structure, and topography. Application of
forensic science o wildlife investigation, recovering
evidence uf poaching scencs. Locating the burial:
Ancmalics on the surface intermational trade in reptile
skins,

Unit-IIT | Forensic anabyvsis of wildlife evidence 09
s Hair  examination  for  recwl  determimistion,
[dentiffcation of Pugmarks of variows animals census |
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of wildlife population. Development of wildlife
forensic loboratories and identification of wild lifz
materials by conventiomal and  moderm methods,
Crenetic methodologies in waldlife investigation

Unit-1% | Forensic Entomal ogy-1 09

o Characteristics and ldentification of insects, Insects
of forensic significance,

s Collection ol entomalogical evidencs,
meteorological data, [ipterans Larval Development.
Successionl  colomization,  displacement  and
disturhance, impact of Drugs, Human & Animal
neglect ar abuse

| Unit=¥ Forensic Entomology=11 L)

#  Time elapsed since death (TS50} Detenmination of
post mortem intervol PMIL Determyining the age of
blovr fly life cvele stages by ADMHSADDY 1somegalen
dingrm method, Case sidies. Laboratory rearing of
forensic insects,

Sugpesiel ReadingsReference Books:

I. Concept in wildlife Manogement, Hosetti, B.B Dava publishing | 03House

2. Forensic science i wild life investigntion. Linarce. Adrian CRC Press, Tavlor &
Framcis

3. The wild life {pretection) act, Baalu, TR 972, Matara) Publication

A, Wil life ( Protection act, 1972 Universal Publication

5. Wildlifie protection act, 1972; Matraj Publishers

&, Tember ldentifeation, M. Clifford; Leoaard Hill Tid..

7. A manual of wood ideéntification, Herbert L. Cdlin Yiking Press,

. Mon-mude fibres, B.W, Moncriefl Mewness butter woeth

4. Forensic botany. Coyle. Heather Miller CRC Press,

10, College botany. Gangulee, Hirendra Changdry Mew Central Book Agency,

I 1. Plant anatomy. Esau, Katherine Wiley Eastern Lid,

12, Plant anatomy. Chandurkar, P T Oxcford & [BH Poblishing Co,

13, Systemutic botany for degree students, Singh, Fagiit 5 Chand & Co,,

14, The poisonous plants, H.C. Long Asitic Publishing House,

15, Plant Anatomy, B.P Pandey 5. Chand& Co., Mew Delhi, ( 1998)

16, Environmental Low- The Low & policy relating 1o protection of environment, Ball
Simon Universal Liw Pab Co, Delki,

17, Environmental Forensic Principles and Applications. Mornson Bobert I, CRE Press,
MY

18, Forensic Entomology: fason H Byrd & James L Castner

10, Insece Biolegy: Hovard Evan

20k, Fundomentals of Entomaology, Richard 1. Flzinga Prentice hall of India pvt ltd, (1978}
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21. Entomaology & death- A peocedural guide, Catts E.P & Haskell NH: Jovee's print shop

{ 1940)
21, A manual of Forensic Entomoelesy Smith PGV Tthaca NY Camstock Uniyv, Press, USA

{1 986)
235, General text book of Entomolegy, O.W. Richards & R.G. Davis; Chapman & hall lud,

(1973)

LR
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FORMIGSIDT Forensic Toxieology-11

Course Uverview

Credin: 03

Contucl
Hosurs: 45

Marks: 75

The course covers various aspecis of forensic foxizology including plant poisons, food polsons,

animal poisons, and cormsive poisons
Conrse Ohjectives
The course has the following chjectives:

s Stodents will gain an idea of plant poisons

s Spedenis will leam and analyze food poisons

o Stedens will l2am the concepts of animal poisons

Course Chutcomes

Students will kuve an understanding ol environmenial and pano-toxicology
Students will understand the concepts of cormsive poisons

After the completion of the course, the students will be able to do the following:

# (01 Deseribe the various terms related o poisons

o CO2: Apply various technigues to analyee food poisoning
s CO3: Analvee various corrosive poisons

s O Compore properies of animal poisons

& CO8 Analyvee the characteristics of environmental ond none-toxicology

Unmit

Course Contend

Contact Hours

Uil

Plant poison

Introduction,  aclive  constiluents,  signs  and
symptoms, Tatal dose. fatal period, pestmorem
appearance of the Tollowing:
o Meurstic:  Aropa bAelladona Deturn
Justuosa, Sevohnos, Naoy vomien
o Cordiac:  Acomitum  napeifus,  Digitalia
i, Cerbera thevelia
o leritund:  ABews  precerwiis,  Colindaoms
migmmien,  Cmion dgliom. Avgemone
mexicar Rredmy comaminiy.
Extraction and stripping of plant poisons  from
vurious matrices using Stas=0cea, modified Stas-Cio,
ammaonium sulfiate methods, viher methods and their
subseguent  sbentilication using color wests and
instrumentul techniques such as FT-IR, NMR, HPLC,
LCMS, GO, GO-M3 and tandem technigues

¥

Umie-11

“Foud [Hpism g
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Introduction, Food poisoning due 1o chemical,
bacterial and Tangal, Sign and symptoms of food
poisoning

Callection and preservation of evidence material
Extraction and isolatien. frem  food  material.
hinlogical material,

Detection and identification by colowr test and
instrumenial technigues

Unit-101

Animal poisomns

Introduction, nature, signs and symploms, fatal dose,
fatul pevicd and postreortem appearance of animal
toxins due to the following: Cantharides, soorpion,
spiders-and poisonous insects: ants, bees, wasps.
Snakes: Classification of spokes: snake wvenom:
compasition, sign and svmipioms, [l dose, fatal
pericd, postmortem appenrabce, mede of action;
treatment of enakebite and tests for identi fieation.
Forensic Significonce, Relaied Case siudies

a9

mit-1%

Corrosive poisons

Introduction, signs and sympioms, fuial dose, fatal
period and postmortem appearance of the fallowing:
Inorgunic  scids:  Sulphuric  acid,  nitric acid,
vdrochloric acid, hydioMuenc scid, bonc scid.
Organic peids: Oxalic ocid, carbolic acid, salicyli¢
acid, seetic aead, formic ocid

Alknlies: Ammani, sedivm hedroxide, polassiom
Trydronide

Extrnction  of acid and  alkolics from  various
bilogical matrdcey and  their  Gdentifieation  and
guantification.

Forensic Significance, Reloled Case siudies

adi-Y

Environmental and Mano-toxicology

Envirenmenial toxicology; Study of environmental
toxieology. recent worldwide  development,  and

environmental porl lution [nporiance ol

environmental foxicology, Asscsument of texicity,
Toxicity at the molecular level (Carcimogenesiz,
Crenodoxicity assays), and Effect Toxicants.
Mano-toxicelogy:  Inboduction 10 pano-wasie,
sources of Wxicity, rowtes of adminisiration, factors
affecting towicity, healh lazords, metheds of
mnalvsis. prevention and sofety measures, forensic
significunce.

Suggested ReadingsRelerence Bools:
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I. Bamford F.; Poisods: Their lsolation and [dentification, {3rd Editiony; MoGraw-Hill

Prass, 1953

Mesdi, Jaisingh, P Testhook of Medical Jursprodenced Toxicology, MM, Tripathi

Publication {206 )

3. Clarke EG.C. and Maffal A.C.; Clark"s lsolation pnd [dentification of Drugs (Edition
2 revised); Publisher Pharmaceutical Press. [ 986

4, "Working Procedure Manoal on Chemistry™, Directorate of Fosensic Science MHA
Ciowvt, of India, 2005,

5. Arena JM. (3nd Edition) {1974} Poisoning: Toxicology, Symptoms trestments,
Thomas: University of California.

6. Burchom FPhilip © (2003) ; An introduction o toxicology: &t edition] Springer
Publication; Mew York;

7. Christian Donell B (20045 Forensic Investigation O Clandesting [nvestigotion; | st
Edition; CRC Press; Mew York

. Comnors, KA 19750 A Test book ol Pharmaceuticals analvsis, Wiley [nlerscience.
Mew York,

o Currw ALK, (1972), Adviances in Forénsic and Clinieal Toxicology, CRC Press,

[0, Carry A5, (Part 13§ 19880, Analyieal Methods in Humaon Toxicology, Pablisher Wikes
Verlag Chermie.

I 1. Flanagan Roberd J., Taylor A, Watson lon I, Whelpton Robin {2008 ). Fundamental of
pnalyvtic toxicology: [st Editien: Wiley: London

12 Haves A Wallace, Kruger Lo Claing; Haye's (2014) principles and . methods of
boxicology: Sth Edition; CRC Press; New York

13, Hodgsen Emst (2001E A texibookl of madern woxicology; 3nd Edition, John Wiley &
Sons, Ine. Pubication: Canada

14, Hollmann. FAG (19755 A Handbook of Dirue and Aleohol Abuse, Mew York: Crcford
Llniversity Press,

12
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FORMIGSIET Advanced Fingerprint Credin03d | Contuet | Marks:75

Furensics Hinirs: 45

Course Dhverview

The course covers various aspects of fingerprimt forensics including the origin, advanced
development techniques. classification and com parison methods

Course Ohjectives

The course has the following objectives:

Sudents will gain an idea of origin end classifications of fingerprints
Students will leaen and analyze fuming techniques on fingerprint development
Students will have an understanding of chemical lechniques on fingerprint develogment

# Students will understand the concepts of warious classiGeation methods

Copse Duteomes

students will leam the concepis of related technigues in fingerpeint examination

After the completion of the course, the students will be able 1o do the following:

o COI: Deseribe the various terms related to Gngerpeint onensics

& OO Apply fuming method for fingerprint development

o 03 Analyze chemical techniques on fingerprint development
CO: Compare various clossification methods

s CO8: Analyze comparative method for examination of fingerprinis

| Unit

Course Content

Contact Hours

Unit-1

hrigin and classifications of ingerprints

o Amatoeny of human skin, morphogenesis of friction
ridge skin-primary and secondary ridge formation,
volar pad development, differentiation of friction
ridges. pattern formation, factors affecting ridge
formution. effect of timing and symmetry on ridpe
formation, role of genetics. persistence of ridges-
aging, waund healing,

»  Secretory glands: Eccring {Inorganie, Onganic ete. ),
Sehaceous (Fatty acids, Phospholipids, Wux esters,
Sterols. Squalene etc.) and Apocrine, Variation of
secretaon with age,

¢ Composition of Lotent Pring residue by different
agencies (UK Home Office, Ook Ridge Mational
Library, Pacific Normhwest MNational  Library,
Savannah River Technical Center research, Forensic
Science Bervices, cic),

o

Ulmit-T1

Fuming and Optical detection tech niggues
¢ Prnciple, chemisiry & mechanism, pretreaiments,
reagent  application.  limitations,  enviroamental

HE
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conditions. fixation ond enhoncement. applications:
lodine tuming, Cyonoacrylste  faming  (vacoum,
mtmospheric,  lworescent CA  Tuming), Hydeogen
Muoride, osmium/rutleenium etroxide, soot method,
disulphur dinftride,

#  Alemate  light soorces:  luminescence  difTised
reflection and reflected UY imaging.

®  NMetal deposition lechniguees; Pringiple, mechanism,
pretreatments,  reagent  application,  limitations,
envirunmental conditions, [xation and enhancement,
apphications; vacuwm metal deposition, mult metal
deposition,

Unit-I11 | Chemical Techniques 09

»  Trinciple, chemistry & mechanism, protrcatments,
reagent  apphcation,  limitadicns,  environmenial
conditions, fixation and enhancement, applications:
Silver nitrate, Minhydrin and its analogs, DMAC,
physical developess and SPR.

®  Development of prints on challenging  stirfeces
(thermal paper, gloves, guns, cartridges, wet surfaces,
adhesive mpe, and sking, Enhancement of bloody
prints. Effect of fingerprint detection technigues on
subseguent DMNA profiling, Age estimation of latent

prings,
Unit=-lV | Classification and Exwminn tion L
¢ Classification systems: Johannes Purkinge, tripartite
classification. Argenting SYElem, Henry's
clussification, Battley single lngerpreint  sysem,
NCIC

o Fundomentils of comparison: prini-to-prink trece-to-
record,  trace-to-prink.  trace-lo-iroce  companson.
ACE-Y  examination  method,  documentotion
(Primary,  secondary & [eriary  custody
documentition ).

Umis-% Related Technigues 09

¢ Pulm prints: Cumins and Midlo classification systems
and 1= significandce,

¢ Edgeoscopy: Chatlerjee classification

¢ Poroscopy; Bignificance in personal identifcation

Suppested Readings/Reference Books;

I, E, Bodand Menzel; Fingerpring Detection with Loseres, Second edition; Marcel
Dekker, Inc. | 906,

2 Fingerprint and other ridge skin impressions, Chrstephe Champod, Chris 1 Lénnard,
Pierre Maprgot, Milotin Stoilovic
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3. Jumes F, eowger: Friction Ridge skin CRC Press London, 993

4. Curvmins & bidlo @ Finger Prints, Palms and Scles, 19493, The Blakiston office
London.

3. Moenssens @ Finger Prints Technigues, 1975, Chitton Book Co., Philadelphia, New
York,

&, Allison ; Personal [dentification.

7. Chatterjee 5.K. and Hagne BN, (1988] ; Finger Print or Daciyloscopy and
Ridgeoscopy,

B, H.C, Lee and B.E. Guengslen eds “Advances in Fingerpring Technolegy™, second
ed. Mew York: CRC Press, 20401,

9. The Ningerprint sourcebook, LS Depariment of Justice,

10, Cuantitative — Cuialitative Friction ridge Analysis. David R, Ashbough. By CRC Press
LLC 1994,

L1, The Science of Fingerprinis, Federal Bueeau of Investigation. Rev, 12-84 by 1S,
Govvernment Printing Cifice Washington D.C,

12, Bailey's Texthook of Histelogy 16th Edition pg. 366 - 377,

13, Parascopy, [dentification Mews Movember 982, DUR. Ashbaugh CPL pg 3-8,

14, Ridpeology, Journal of forensie Bdentificotion. TS (1) 199 by David B, Ashbaugh,
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FORMIGSIP | Practical based on FORMIGSIT | Credit:0l | Contact | Marks:50 |

| Hours:30

Course Overview

The peactical course is based on the comesponding theory courses. The student needs to select
ot of the courses below:

oM * Code Wame ol the course Credhit | Comtaet | Marks
N Huoes
| | FORMIGSIAP | Practical based on FOR/MIGSIAT | 0l E1T] [
OR
| 2 | FOR/MULGSIBP | Practical based on FORMIGSIBT | 01 | 30 | 30
oR B
3 | FORMUGSICP | Procticnl based on FORMISSICT [ 01 [ 30 | 50
OR
4 | FORMIGBSIDPE | Practical based on FORMEGSIDT | o1 | 30 | 50
o
5 | FORMIGSIEP | Practical based on FORMIGSIET | 01 | 30 | 30
FORMI651AP | Practical based on | Creditd] | Contact | Marks:50
FORMMUGSIAT Hours: 340

Course Uhverview

This is u laboratory course based on Fire and Arson Investigation (FORMIGS IAT), The
conrse objectives and outcomes of this Inboratory course have been added (o the theory course,
A mminimum of [ peactical has to be covered in the semester lor suseessful sompletion of the

LOUTse,

List af Practical

(Minimum of 10 practical has o be performed for seccessiul completion of the course)

T - R R

Forensic examination ol ignition and propagation of fire.

Determination ol ongin and casuse of fire,

Forensic documentation of fire and arson crime scene using PhotographVideodape.
Forensic documentation of fire and arson crime scene using sketching,

Collection and preservation of physical evidence in fire and arson cizes,

Forensic investgation of buming of residential’ non-restdential buildings.

Forensic investigation of buming of wood. fences, com, grein, trees.

Forensic investigation of couses ol sutomokdle fires,

Forensic investigation of Fire debris sample such as gasoline on o charred matrix of
carpet amd carpel padiding,

Cruantifeation of Fuel and Air Content of Combastible Mixtures,

Messurements of the Flame Speed.

. Forensic examination of the fuel system and the glectrical system of Motor velicles.
. Forensic examination of firg investignting salety,

Page 212 of 262



14, Examination of fire seene harards at baildings,

15, Determination of temperature from color of flames and smoke.

14, Expmination ond interprefation of bum pattern in different fire ond arson cases.

17, Exgmination and interpretation of burm injuries in different fre and arson coses,

18, Report swriting of fire and arson cises,

P Ay other practical designed by the facully member based on recent advancesatest
trends

L]
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FORMIMSIBP | Practical based om | CreditzO | Contact | Marks: 50

| FORMUSIBT _ Honars: M)

Course Chverview

Thiz s & Ibortory course based on Malware Anabysis (FORMIGSIRETY The course
abjectives and outcomes of this laboratory course have been added to the theory course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

CO-Urse.

A Fraciieal

iMinimum of 10 practical has 1o be performed for succesaful completion of the cowrse)

bi
=
2
H
Al
4

o L

Set up i safe virteal environment 1o analvze malware

. Duickly extract network signatures and host-based indicators

Use key analysis tools like 1DA Pro. OlyDbg. and Winllhg

. Owvercome malware tricks like obfuscation, anti-disassembly. anti-debugging, and anti-

virtual mashine fechnigues

Uise vowir newlound knowledge of Windows intemals for malware anplysis

Dievelop o methodology for unpocking malware and pet pructical experience with lve
of the most popular packers [Five experiments|

Anilyze special cases of mulwere with shellcode, T4+, and 64=hbit code

Instull Reapimator in your Windows machine and scan the svstem For Malware and
prepare ane réport for the same.

Ransom ware Analvsis

Any other practical designed by the faculty member based on recent advanceslares
trends

L
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FORMIGSTCE | Practical IJ.HH:l an | Creditz01 | Contact [erh:ﬂ]
Fﬂﬂ-"m-’ﬁﬁ!ﬂ s rs:30x

Course verview

This is a laboratory course based on Wildlife Forensics and Entomalogy (FORMIGS1CT),
“The coarse objectives and outcomes of this laboratory course have been added 1o the theory
wourse. A minimum of 10 practical has (o be covered in the semester for successfil completion
of the course,

List of Pructical

(Minimum of 10 peactical has to be performed for suecessful completion of the course)

I. Collection, identification and preservation of entomological evidence

1. Collection of wildlifi samples

3. Laboratory study of collected wildlife samples

4, Laboratory rearing ol forensically significant inszets,

5. Impact of drugs and toxing on insect development

6, Siudy of successional colonization of inscets in different environments

7. Identification of orders of insects and other prthropods of forensic significance.

& Study of pugmarks of animals

8. Tdentification ol birds from fomthers,

0. Examination of fur. nails, horm, teeth

|1, Examination of hair of different animals such as Dogs, Cats, Cow, Florse, Gols ele,

12, Determination of human e morphology

13, XA Typing of wildlife species

14, Any other pracrical designed by the faculty member based on recent advancesTatest
trendds
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FORMIGSIDEF | Peactical hased om | CreditOl | Contact | Marks: S0
FORMNLISGSIDT Homirs: 3

Course Overview

This i a lahoratory course based on Forensic Toxicology-11 (FORMIGS 1T The course
ebjectives and cuteomes of this laboratory course have been added 1o the theary course. A
minimum of |0 practical hos to be covered in the semester for successful completion of the
course.

il Fraciienl
(Mimimum of 1 practical has 1o be performed for succesaful completion of the course)

I Analysis of animal poisons using TLC,

2. Analysis of hlood, urine, stomach wash in emergency cases of poisoning {ainimum
ihree )

3. Analysis of food material in case of food poisoning by chemical, and instrumental
technigues (minimum two)

4. Analysis of viscernin case of food poisoning by chemical, and instrumental wehnigues
{minimum twa)

5. Extraction ofionic poisons (Anionic and cationic) from given samples by using dialysis
and identification by color test iminimum three)

B, Extraction of toxic anions from viscern samples and analysis by colour tests.

7. Synithesis of metal nunopurticles by chemical methods and identification by UIV-VIS
SPECIrnsCopy.

B ldemtl fcatlon of vegetable poisons of Forensic interes!

. ldentification of plant poksons by microscopic methods

I, Any other practical desizned by the Toculty member based on recent advancesatest
trends
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FORMIGSIEP | Practical hased an | Credit0l | Contaet | Marks:50 |

FORMIGSIET Hours:30

Conrse Overview

This 120 laboratory eourse based on Advanced Fingerprint Forensies (FORMIGSTET). The
course objectives and outcomes of this laboratory course have been added o the theory course,
A minimum of 10 practical bas 1o be covered in the semester for successful completion of the
CEHITSE,

List of Practical

{Minimum of 10 practical has to be performed for succesaful eompletion of the course)

-
2

i
4.
5,
fi,
T
8,
o,

T develop lient prints by Cyvanoacrviate fuming
To develop latent prints by SPE method

To develop Ongerprints on challenging surfaces

To enhance the bloody lngerprnt

To vizsualers latent rlhg_ﬂ'prin[ &'-:ih.ﬂ altermile HE'“ sOrCe

To study the effect of environmen on fingerpring development
Toclassily Tingerpring cards by FBI Henry s classification system
To clazsify lingerprnt cards by Indian Henry's clussification system
To classify fingerprnt card by NCIC classificotion svstem

. To classify fingerprint cards by Argentine classification sysiem
. To compare chance prints with a Enown pring
. Any other proctical designed by the faculty member based on recent advancesdatest

Trends
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| FOR/MI/B52T special Paper-V1 Credit:03 | Contact | Marks:75
Hours:45

Course Dverview

The caurse has been designed 1o gof the studenis specialized in o paricular domain of forensic
seience; The student needs Lo seleet one of the courses below:

gN Code Mame of the course Credit | Comtact | Marks
Hewiry
| | FORMIGSZAT | Forensic Audio and Video Analysis UK} 45 75
OR
2 | FORMIGS2BT | Machine Leaming and Multimedia 03 45 75
Forensics
R
1 | FORMY&SACT | Microbial Forensics | 03 | 45 [ 75
OR
4 | FORMYBS2DT | Spectiroscopy [ 03 | 45 | 75
(4134
| 5 | FORMIUBSZET | Multimedia Forensics and Biometrics | 03 | 45 | 73

FORMIGS2AT | Forensic Audio and Video | Credit:03 | Contact | Marks: 75
Analvsis Horurs: 45

Coarse Overyiew
The course covers various aspects of forensie audio and video analysis
Course Dhjectives

The course has the following objectives:

stdeniz will gain an idea of physics of voice outhentication

Students will learn forensic linguisiics and discourss analysis

Studentz will have an understanding of various techniques of speaker identification
Siudents will understand the concepts of Torensic viden analysis

Students will lenrn analysis and interpretition of video evidence

Cupnrse D teomes

Adler the completion ol the course, the studeits will be abie to do the Tollowing:

CO1: Deseribe the variows terms related Lo audio and vided analysis
COZ Apply Torersie lnguistics in speaker ideontification

C03: Analvee evidence related to CCOTY

COd: Compare varsous Yideo formats

CO5: Analvee and interpret video evidence
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L'nit

" Course Content

Contwet Hours

Limig-1

Pliysics of volee audthentieation

*  Physics of sound; waves and sound, analysis and
synithesis of complex waves, Human and mon-haeman
uiterances, anatomy of vocal tract, vocal fenmants,
analvsis of vocal sound, frequencics and overtones
Electromivs ol awdio recording. Transmission and
plavback devices, noise and distortion, voice storage
and prescrvation

e

Unit-11

Fewensie Linguistics and Discourse Analvsis

#  Forensic  Linguistics: Phonetics,  Momholooy,
Svotax, Semantics, Stvlistics, Pragmatics. Script,
orthography and  graphology, Difference bebween
language arl speech, Pavcholinguistics,
Neurelinguistics,  Sociolinguistics,  S«cientific
approaches: Reliability and admissibility of evidence
in the court, linguistic profile, language regisier

* Discourse  Analysis:  Conmivance,  scceplance,
listening feedback and rejection in the context of
Mens-Rea, Marrative, Dialectobogy,  Linguistic
variely 05 a8 pecgraphical marker, Tdioleets and
speiker charcterization, Phonology, Morphalogy
and Word formation processes as individual linguistic
ahilities

| Ulnit-N11

Various approsches in Forensic Speaker ldentificution

= Instrumental  Apalysis  of  speech samiple,
Interpretation of resll. Statistical interpretation of
probability scale, ObjectiveSubjective  methods,
discriminating tests, closed wst, apen test, likelihood
ratio euleulstion, Concept of test and ervor in Speaker
ldentification, case stodies. Techmigues and Best
Practices  for examination of Audio  recording
euthentication and case siudies. Aulomalic speaker
identification and verification system based on fieey
logics, mewrnl network, MPCC ete., Voice Biometrics
YolP and cther modes of speech enmmunication and
their ferensic nnalysis

L

Unit=1%

Forensic Yideo Analysls
Introduction o wideo  technology:  electromnic
photography, scanning. synchronizing the analog
signal, Dhgital signal processing, color video, Digital
television  standard, HIY Video, digiinl  scopes.
compression,  image  acquisition  and  reconding
formads, optical media, time code, awdio for viden,
displuys, Types of video Camera, Basics of CCTV,
stope recognizing CCTV evidence & Its nature, types
of DVRs, DVR recording, evidence, best practices of

L]
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COTY evidence retrieval and storage ol scene of
crime and laboratory, challenges and precaution at the
seene of erime, evidence handling procedure, legal
issues,  recommended  equipment  needed.
Watermarking, Imerdacing. De-inerlacing. Double
Compression, Duplication, Repeojection.

Linig-3

Analvsis and interpretation of video evidence

Best practices of collection, recovery, enhuncement,
analysis and imerpretation of video evidence Facial
image recognition, vehicle registration plate image
enhancement, foreign olject detection,
Authentication of WVideo evidence, video source
identification technigues. Case studies.

09

Suppested Rewdings/Reference Books:

I. Principles of Forensic Audio Anabysis (Modern Acowstics and Signal Processing)
Hardeover — 13 Movember 2018 by Robert £ Maher

. Digital Audio Forensics Fundamentals by Zjalic fames CRET Press

o Forensic Analyiics by Migoni Mk J, John Wiley & Sons [nc

i
k|
4, Principles OF Forgnsic Audio Apalysis by MAHER R C, SPRINGER
5§

. Multimedia Forensics and Security by Abdul Ella Hassanien Springer Internadicnil
Publishing AG

6. Forensie Speaker Becognition Amy Neustain, Hemant A, Patil Springer
7. Pragtical Forensic Imaging Mikkel, Brice San Francisen, CA
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| FORMIGSIRT Machine Learning and Credit:03 | Contuer | Maorks: 75
Multimedia Forensics Howurs:45

Cotirae Dverview

The cowrse covers varfous aspeets of machine learning and multimedia forensics
Coorse (bjeciives

The course has the following objectives:

Students will pain an idea of machine leaming

Students will learn and analyze various types of image forgeries
Students will have an understanding of sudio forensics

o Siudents will understand the concepts of video farensics

o Students will ledm the concepts of face recognition

Coorse Dotcomes
Aler the completion of the course. the students will be able 10 do the following:

CO: Drescribe the various tenms related o mobike forensics

CO2: Apply various technigues for image forgery detection
CO3Analyze COTY and video evidences

CO4: Compare charncteristics of vardous video fles Tor forgery detection
CO5: Analyze attributes ol foces for recgnition

[ T T

L mit Course Content | Contact Howrs
Umnbi-1 Machine Len rning |
® Machine Legming: Introduction, Taxonomy ol L
Machine Learning. concepts of learning: supervised,
unstpervised and reinforced leaming. Classification
angl clhustering,
=  [Classification Techmigues:
o Bavesion Theory of Decision: Introduction,
Buyes Decision Rule, Baves Classifier, Loss
Fungtion,  Aero-One Loss  Function,
Dizcriminant Functions, Guussian  Density,
Mscriminant  Funetions  for  Chaussion
Likelibood, Receiver Openating Curves.
o k-MNearest  Meighbour,  Support  Vector
Muchine, Artificial Neural Merwork
#  Clustering  Methods: Expectation  Maximization
Adgorithm, Basic Netions and Terminolomy-Means,
Seli-Organizing Maps, Newral Gas and Topology
Reprosenting . Wetwark,  Gemernl  Topographic
Mapping. Fuzzy Clustering Algorithms,

T

Unit=11 Image Forensics
] 0
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Introcuction and seope of image forensics, Souree |
[entification:  overview  of  image  source
identitication, digital camcra ond  image sensors,
identification based on sensor defects and physical
defects, Authenlication of image evidence: image
tampeering and its tvpe, detection of image tampering
hazed on scene. optics. sensor, prscessing and imape
property.

Steginopraphy  md  digital | walermarking:
introduction and scope of Slegomography and digital
watermarking, comparative study steganography and
digital  walermarking,  basic concepts  of
stegunography and digital watermarking  models,
basic concepts of digital watermarking security and
seganalysis,

S

Yideo Forensics

Rasics of CCTY, scope recognizing COTY evidemee
& its pature, types of DWREs. DYVE  recording, |
evidence, best practices of CUTY evidence retrieval
ond stovage at seene of erime and  laboratory,
challenges and precaution an the scene of crime,
evidence  handling  procedure,  legal  issues,
recommended  equipment  needed,  Watermarking,
Interlacing.  De-interlacing, Double Compression.
Buplication, Reprojection

09

Unit-1¥

Video Forensics and Face Recognition

Authentication of Video evidence, video source
identification techniques

Five recopnition; Intreduction, Face Detection and
Localization,  Lighting  Mormalization, Feature
Exrraction, Classification, Perfemance Assessmenl

Ll

Unit-¥

Andio Forensics

Audio Acguisition. Representation and  Storope:
Sound Physics, Production and Perception, Audio
Acquisition, Auwdio Encoding and Storage Formads,
Time=Domain Awdio Processing.

Speech Recognition! Infroduction, Speech sounds,
Specch waves, Spectral represenfation, the acoustic
theery of speech representation, the perception The
Front representation, the Training. Recognition and
Performance Messures, Recognition Experiments,
Speech Recognition Resulis, Applications,

09

Sugyested ReadingsReference Books:

L.

Machine Leaming for Audio. Image snd Video Analysis - Theory and Applications by
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Micw Sebe, [ra Cohen, Ashutosh Gong, Thomas 5, Huang (z=lib.org) |
Forensic Speaker Mdentilication, Philip Rose

1. Ratael C, Gomealer and Richard E, Woosds, Digital Image Processing, Prentice-Hall,

L
i,

[ne, Upper Saddle River, W, LISA, 2006

Alan Bovik, Handbook of Image and Yideo Processing, Academic Press, LISA, 2000
Husrev Taha Sencar and Nasie Memon, Dhigital lmage Forensics: These is More (0 a
Picture than Meets the Eve, Springer Science and Business Media, Mew York, 2013
Anthony T.5. Ho and Shujun Li. Handbook of digital forensics of maltimedia datn and
devices, John Wiley & Sons, Lid., UK, 2015,

Hany Farid, Photo Forensics, The MIUT Press, Cambridge, First Edition, 2006
Forensic Analyvtics by Migrini Muork 1. John Wiley & Sons Inc

Principles O Forensic Audio Anelysis by MAHER B C, SPRINGER

[0, Multimedia Forensics and Secunty by Abdul Ella Hassanien Springer International

Publishing AG

BEN
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FORMIGS2CT Microbinl Forenshes Credit:03 | Contact | Marks: 75
Hours: 45

Course Overview

The course covers various aspects of miciobial forensics:
Course Objectives

The course has the following objectives:

Siodents wall gain an idea of microbial diversity
Students will lenm and analyze microbes
s Students will have an understanding of biclogical warfore agents
Students will understand the concepts of diagnosis and teacking microbial disease
Students will leam the concepls of Iaborstory quality management and safety

Conrse Outeomes
A fer the completion of the course, the students will be able todo the following

o O Dreseribe the varioos temms relaed to microbial ferensics
s 02 Apply wvarious technigues to analyvee microbul evidence
o COE: Analyee vanous biologicsl warlise agenis
s COd; Compare properties of various microbes
s COS Annlvee quality megsunes in o microbial lnboratory
~ Unit Course Content Contaet Hours
Unig-1 | Microbial diversity

& Typas of microbes: Bacterin, wires, fungi. algae, L
Morphologicol, biochemical  differences.  Growih
curve and sporulation, Secondary metaholites: Toxins
and pntibiotics production. Drug resistance and
clinical concerm

Umit-11 Miwrohiol Identification Methods

& Morpholosgical identification, Biochemical u
identification. Moleculor identification  methods,
Microbial profiles as identification toals, Microbil
forensic programs {SWGMGE),

| Unlt=1TT | Bindogical Warfare Agents 5]
» Bioterorism, Centers for  disease  comrol and
protection (CDC), Warfare agents cafegory A, B, C.
Potential microbes and their toxins, mode of action,
identification, =sampling.  transpor.,  preventive
measures  during  handling  Cholera,  Influenin,
Botalism, TH, hepatitis, SARS. Micraobial infections

ey e e B ke =
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filarinsis),  Iovestigaion ol suspiciows  disepss

outhreak,
Unit-I1V | IMagnosing and tracking microbial discases i
*  Principles of epidemiobogy: epidemiclogy, public
health. comtrol  of  disesse, Global  health
consideration, emerging and re-cmerging mfectious
dizeases,
o  Collecoon and preservation of microbial Forensic
samples,  sumpling  [or  microbial — forensic
investigaiions, Preporedness.
&  Hiosatety and  hiosccurity;  Biosafery  levels, Bio
surveillance, documeniation and case studies
Unit-V | Laboratory Quality Munagement and Safety L)

» Lohorutory  quality  management,  Laboratory
Accreditation. Validotion of laborptory tests. Key
Elemenis of a gualitv assurnnce and quality control
(OA-OC procedure manual,  loboratory reports,
recards, sccunty, Personnel and Tridning, Regulatory
aspects. Cruglity Assurance Standards for Forénsic
s A Testing Laboratories,

Suppested Headings' Helerence Books:

L

12,

Microhinl Forensics @ Roger (3 Brecre, Bruce Budowle, Steven E Schintzer
Microbial Forensics ; Bruce Budowle. Steven E Schutzer. Roger (G Breeze, Paul
5 Keim, Stephen A Morse

Chernical and Physical Signawres for Microbial Forensics; CHIT 1B, Kreuzer,
H.W, Ehrharde C.F. Wunschel IS

Practicnl Approaches e Method Validadon and  Essentinl  Instrument
Cuealification: Chung Chow Chan . Henman Larm , Xue-Ming Zhong.
Guidelines for Forensic  Science  Loboratories  Intemational  Laboratory
Accreditation Copperation{ILAC)

[DMA Technology in Forensic Science By Committee on [XNA Technology in
Forensic Science, National Research Council

The laboratory Quality Assprance svstem: A manial of Qoality Procedures and
forms. Thomas A Ratlif, 2003 3ed ed. Jobn Wiley & Sons 1SRN, 0-471 2691 8-
25ystematic Quality Managemen! Gary B Clak. 1995 Practical Laborstory
Management Series.

Cuality assessment of chemical Measurements Jobn K. Taylor. CRC Press [947.
08717 1-007-5,

ity in the analytical chemistry lnboratory E. Prichard, 1995 JohnWiley [SBM
DATIOE5418

Furan’s Qality Conieol Handbeek, Fourth Edition, LM, Juran, Frank M. CGrvna,
M cGraw=Hill

Intemational Editions, Industrial Engineering Serics (1 9835)

Total Craliny Contral Essentials = Kev Elements Methodologics and Managing
for Sucecess,
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13, Quality Contral & Application, Bertrand |, Hansen. Prabhakar M. Ghare,
Prentice=Hall of India Pyt Ld.. Mew Delhi-T10000 {19593}

L
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FORMIGSTINT -S[;chn'uﬂupy Credit:03 | Contact | Murks: 75 |
Honirs: 45

Conrse Dhverview

The course covers various aspests of spectroscopy and it application in forensic science
Course Objectives

The course hias the Following objectives:

Students wall gain an idea of atomic speciposcapy

Students wall learn the concepts of vibeational spectroscopy
Students will have an understanding of mass spectrometry
Students will understand the concepts of NMR spectroscopy
Students will leam the concepts of X-ray speciroscopy

Coorse Outeomes
Aldter the completion of the course, the students swill be able to o the following:

CO: Deseribe the variows terms related 1o speciroscopy

CO2: Apply vibrational specirnscopic technigues for the analvsis of samples
CO3: Analyee samples through mass spectrometer

CO4: Compare processes and mechamism of various spectmoscopie technigqees
C0OS5: Analyze the samples using X-ray and NMH spectroscopy

LUnit Cowrse Content Contact Hours
Unit-1 | Atomic Spectroscopy
¢ Atomic Absorpion Spectroscopy: Principle, theory, 09

instrumendation, sample introduction, nebulizers and
bumers svstem. non-flame methods of atomization,
radiation  sources,  monochromators,  defectors.
interferences  encountered,  gualitative  and
quantitative analysis; Forensic significmee of AAS,

#  Inductively Coupled Plasma - Optical Emission
Spectroscopy:  Principle, theory,  instrumentation,
inductively coupled and other methods of generating
plasma, sample introdection, the axinl and radial
configuration of plasma seunse, monochromators,
detectors, interfercnces encountered, gualiative and
quantitative analysis using ICP-OES, The interface of
[CP with M5 gnd applications of WCP-MS in forensic
sclence

i Unit-I1 | Vibrational Spectroscopy
* Infrared Specirescopy: Principhe, theory, the concept i
of dipole moment, types of TR active wibriations,
Instrumentation, IR sources, dispersive and Fourier
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Transform IR spectroscopy. samplings technigues. [R
detectors, working, Attenuated Total Reflectance 71-
IR, Group frequencies for common  organic
functional groups, Systematic lerpretation of 1R
spectrum,  Applications and - Limitations of 1R
Spectroscopy.

Roman Spectroscopy: Principle, theory, the concept
of polerizability, types of Raman active vibrations,
speciroscopie process. mubal oxclusion principle,
scaftering of lght, Stvke’s. Rayleigh and Anti-5toke’s
lines.  [nstramentation, need of laser  sources,
dispersive  and  Fourier  Transform  Raman
spectroscopy, detectors, working, Faman shifi for
common organic unctional groups, interpretation of
Raman spectrum, Applications ond Limitations of
Faman Spectroscopy.

| Unie=IT1

Mass Spectromefry

Introduction, Theory of Mass spectromerry,
Instrumentation, wiarous hard and soft Jonization
methosds,  mass  snalyeers  (magnetic sector
guadrupole filter, ion wrap. time of Might, FI=ICR,
elc. j, mpis deteclors,

Basic mechanism of fragmentation and related rules,
Melafferty Rearrangement, Mitrogen rule, Retro
Dicls Alder Reaction, frogmeniation pathways For
organic functional groups, Base Peak, Molecular [ons
Fenk

Interpretstion of mass spectr of organic compounds,
Forensic applicotions and Mumerical problems hased
G mass speclromelry,

09

Unle-IV

M-ray speciroscopy

Introdiction w X-rayvs, different iypes of X-ray
sources, ypes of spectroscopic techniques using X-
FaYys

Xeray NMuorescence spectroscopy (XRF): Principle,
theory, types of Xeray feorescence spectmscopy
(CIYXRF and WEXRF), forensic applications of XRF
X-ray diffraction spectroscopy (XRDY: Principle,
theory, methods of X-roy diffreotion speclioscopy
(Laue, Rodating crystal and Powder XRDY, forensic
gpplications  of  XRD  Fluonmery  and
Phosphorimeiry

Fluprimetry: Theory, Jablonski diagram, Concepts of
singlel, doublet, and triplet electronic states, inlernal
and external conversions, Buasic dilTerences in the
miensurement of Muorescence and phosphorescence,
factors  offecting  Nuorescence, guenching, and
fsrensic appl ication.,

e

LIk
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Unit-¥ NN Spectroscapy

"M NMR spectroscopy:  Introduction,  theory,
chemical shifis, factors influencing chemical shifl,
shiclding and deshiclding, spin-spin  spliming,
Coupling constung and faciors influencing coupling
constant, internal standurd and NMR  solvehts,
qualitative and guantitative analysis, Integration of
signals, chemical shift scale.

W WNME spectoscopy: Introduction, Prnhft:ms in Ihl: :

integration of 13C NMR peaks. proton=codpled pnd
proton deconpled  13C- spectra. O resonance
decoupling, DEPT techniguses.,

Structure clecidation wsing 11"!."-\"!5‘ FT-1R, [H-|

-

MME, 13C NMR, MS.

Suppested Readings/Helervner Baooks:

I [hA. Skoop, FJ1, Holler and T.A. Neman, Hareoust; Principles c-['l!n';lm{r'l'cnml

Analysis: Collepe publishers, Singapore
2, GLI, Christian and LE, O Reilly, Instrumental Analysis, Allyn and H-ﬂl:‘ﬂﬂ ine.,

Basian

3. EW. Fifield and 1. Kealey, Principles and practice of Analytical L.hmus;&.

Internstional Textbook Company, London.
4, R.P Boauman, Absorplion Spectroscopy. John Wiley, Wew York.

B2

5 M, Donhrow, Instrumental Metheds in Analvtical Chemistry, T h:lr'f'l'll'l-l.-lpli:.ﬁ and

practice: Vol 2, optical method, Piiaman, Mew York. e = 2 "'f e
6, W, Price, Spectrochemical Analyvsis by Atomic Absorption, H_'.-dm

7. Anodyticol Chemistry by open Léarning, John Wiley & Sons, Mew

Ty
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FORMIGSIET | Muoltimedia Forensics amndl | Credit:i3 | Contact | Marks:75
Bicmetrics Honrs:45

Course Dhverview

The course covers various aspects of multimedia forensics and forensic identification from
image, video and audio through biometric traits,

Course Objectives
The course has the following objectives:

Students will gain an idea of various aspects of multimedia forensics
Siudents will learn and analvee imoge forgeries and their detection
Students will have an understanding of videos lorensics

Sludents will understand the concepis of audio forensics

o Siudents will learn the concepts of Tace and iris Blometrie identification

Course (hoteomes
Adter the completion of the couese, the students will be able to do the Tollowing:

COI: Deseribe the various werms related 10 multimedia forensics
CO: Apply forensic attributes to detect image forgeries

C03: Analyze viden {or detection of tampering

COd: Compare variows biometric aitributes

CO5: Analyze varivus audio files for detection of taimpenng

Ut | Conrse Content Contact Hours |
Unit-1 | Introduoetion to Muoltimedia Forensics
#  lntroduction and seope of Muliimedia Forensics e
& Basics of Multimedia: image, video and audio, image,
video and audio formats

s Devices for caplunng images and video! components
of digital comera and photo sensors

¢  Devices for capiuring sudio: microphone and its
types .

s Standard and best practices in Multimedia Forensics

Umig-11 Image Forensics

#  Iniroduction and scope of image forensics e

*  Active and passive image forensics blind and non-
blind image forensics

= Source ldentlication: overview of image source
plentifeation, digital camern and imoge sensors,
identifcation based on sensor defects and physical
defects.

o Authentication of image evidence: image tmpering
pngd is tvpe, détection of image ampering based on
seene, oplics, sensor, processing and iinnge property.
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o Steganography  and  digitel  wadermarking:
intreduction and scope of sleganography amd digital
walermurking. comparative study steganography and
digital  watermarking,  basic  concepis  of
steganography ond digital walermarking  models,
basic concepts of digital watermarking security and
steganalysis,

Umit-TIl | Video Forensics (3]
Wideo forensscs: Introduction and scope

Extraction of frame and key-frame

Standards for vides transm ission

Methods of tmmpering with digital video including
deepukes

Forensic authentication-of digital vides

CCTY Forensics: Basics of CCTY, Data retrieval
from COTV/DVR, Enbancement of CCTVY footage:
best proctices, Biometric identification from CCTV
foctage {fee recogmition), other messurements from
COTY footage (determination of height, speed of
vehicle, vehicle identification number)

Unit-IV | Andio Forensies "
Awdio Forensics: Introduction and soope
®  Methods of ampering with digial audio
s Forepsic puthentication of digitul nudin
& DMicrophoene Forensics
Enhancement of digital audio

Ulnie-¥ Face and Iris Biometrics 9

¢ Face Hiometwie system: Detection algorithm  for
incial images, Acquisition process for face biomelric,
featurcs and feature extraction process for Tacial
images, models for face recognition.

o Ins Biomerie syslem: struciure ond anatomy of iris,
svguisivion of s images, segmentation of jris
images. feature extraction process for irts biometric,
Iris encoding and mutching

s Multimodal biometrics: introdoction and scope of
multimaodal  biometrics,  acquisition  process  and
fugion algorithms

Suggeited ReadingsMeference Books:

|. Rafael C. Gonzalez and Richard E. Woods, Digital Image Processing, Prentice-Hall,
Ine, Upper Saddle River, NI, USA, 2006
2. Alon Bovik, Handbook of Image and Video Processing, Academic Press, USA, 2004
3. Husrev Toha Sencar and Masir Memion, Digital lmage Forensics: There is More to o
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Picture than Meets the Eve, Springer Science and Husiness Media. Mew York, 2013
Anthony T.5. Ho and Shujun Li, Handbook of digital forensics of multimedia dato
and devices, John Wiley &amp; Sons, Lud, UK, 2015,

Hany Fard. Photo Forensics, The MIT Press, Cambridge, First Edition, 2016
Robert C. Maher. Principles of Forensic Audio Analysis, Springer, 2018

Biometrics by Anil Jain and Salil Prablakar

LR L
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FORM.162F

Practival based on FORNMIGSIT | Creditii

Contuct
Hours: 30

Mnrks: S0

Course Overview

The practical course is based on the correspomfing theory courses. The student needs to selact
one of the courses below:

BN ol Mame of the couse Credit | Contact | Marks |
Hours all
| | FORMIGSIAP | Practicul based on FORMIGIIAT 0l 0 a0
OR
2 | FORMI6SIBP | Practical based on FORMIGS2BT [ 01 | 30 | 50
OR
3 | FORMIGSICP | Practical based on FORMIGS2CT | 01 an | s0
O
| 4 | FORMI652DP | Practical based on FORMI652DT | 0l 30 [ 30
R
5 | FORMIGS2EP | Practical based on FORMIGSIET | 0| 30
FORMIMSIAF | Practical based on | Credib:00 | Contact | Marks: 50
FORMIAMSIAT Humars: 30

Course Overvicw

This 1= a labomiory course based on Forensie Audio and Video Analysis (FORMIBEZATY,
The course ohijectives and outcomes of this leboramory course kove been added 1o the theary
course. A minimum of §0 practical Bas o be coverad inthe semester T successful completion
ol the course.

List of Practical

(Minimum of 1 practical has o be performed for successful completion of the course)

B9l RN e e B -

9,

Recording of speech sumples using cassette and digital voice recorder
Corlfecting mudio samples Trom different sources.
Auditory nmalvsis ol @ given Speech Sample.
Oipen seland chose set Comparizons of given Speech Samples
Spectrogram Anakysis,

Collecting video evidences From different sources.
Image processingenhancement,

Image Comparisen and Image analysis.

Recognize and identily all the possible xources of video and digital evidence.
10, Speed analysis o determine e speed of moving objects,
1, Height analysis o determine the size of the ohjecls,

12, Color mnalbysis w eorrectly identify objects,

13, Time anabysis to know the exact time of the incident.

14, Photographic Video Comparison.
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15 Facial comparisons fo identify humans in the video

6. Vehicle identification to verilfy the identity of the vehicles

I'7. Any other practical designed by the Taculty member based on recent advances/latest
trends
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FORMEGSIEP | Practical hased on | Creditil | Contser | Marks: 50

FORMIBSIBT | Hours: M)

Course Dverview

This = a laboratory course based on Muochine Learning and Multimedin Forensics
(FORMEGIZET). The course objectives and outcomes of this laboratory course have been
added to the theory course. A minimum of 10 practical has o be covered in the semester Tor
successful completion of the course.

List of Practical

iMinimam of 1D practical bas fo be performed for successful completion of the course)

¥

EN
4.

PR

I A

To perform KNN classifier using Python

To perform ANM classifiers using Pyithon

To perfomm 5V classifier using Python

To detect splicing in the given imagevideo frame

To perform steganalysis of the given stégo imoge.

T nzad and wrile a given audio file in Python

To detect splicing in the given audio

T enhance a CCTY footage

T compare the face in the CCTY fomage and the given phoweraph foe identification
T mbentify registration number of a-vehicle from a given OCTV fooiage

T compare the voice spmple from the known ond questioned aadio recording

Any other practical designed by the faculty member based on recent advancesAntesi
trenids
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FORMI/GSZCE | Practical based on | Credit:0l | Contact | Marks:50
FORMIGSICT | Hiours: 30

Course Overview

This is a lsboratory course hased on Microbial Forensics (FORMIFGSICTY The course
ohjectives ond outcomes of this laboratory course have been added o the theory course. A
minimum of |0 proctical has to be covered in the semesler for successful completion of the
Course,

st of Praciical
(Minimiwm of 10 practicsl has 1o be performed for successful completion of the course)

Rigchemical characterisation

[solatien techniquees (pour plate, streak plare, spread plate)

Environmental sicrobisdegy: Isolation of coliforms

Enumgration of Soil microsrganisms

Bacterial morphology wnd slaining: Mepative siaining

Bacteril moephology and staining: Monechrome

Bacieriol morphology and staining: Gram slaining

Acid fast staining <ZNCF, Endospore = Schae er—Fultoan

Envircnmental facters affecting growih of microorganisms, temperature, pH

L, Eifeet of disinfectants and antimigrobial agents

1. Envrroamental microbiolosy: Confimmation of colifirms on Endoazar or EMB agar

12, Iselotion of microbioi from humen/onimal cadaver

15, soloton and Identificacion of Bacillus species

14, Isslation and characterization of micrabinl Plasmids for identification

13, DA Iselption from bacterial cell

I, Fungal toxin isolntion’ Extraction

I7. Visit autopsy centre ol modudry, Forensic Science Laboratory, Pathilogy Laboratory,
Veterinary Centre, Biodiversity and wildlife Centre.

I & Any sther practical designed by the faculty member based on recent adviances/lagest

trends

e R
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FORMIGSIDP | Practical hased am | Credit:01 | Contact | Marks:50
FORMIGSIDT Honirs: 30

Course Dverview

This is a nvboratory coorse hased on Spectroseopy (FORMIGSIDT). The course obhjectives
and ontcomes of this Inboratory course have been sdded to the theory course. A minimam of
10 practical hos 1o be covered in the semester for successful completion of the course,

List of Practical
iMinimum of 10 practical has (o be performed for successiul completion of the course)

I. Chualitative and quantitative enalysis using LV-Visible spectrophotometer iminimum
fosur)
Clualitative and quantitative unolysis using AAS (minimuom two)
Qualitative and quantitative analysis using ICP-DES
Oualitative and quantitstive analysis using FTIR (minimum four)
Qualitstive and quantitative analysis using Reman Spectropholometer
Qualitative pnd quantitative analysis using XRF
Clualitative ond quantitative analysis using XRED
Duealitative and quantitofive analysis using XRD
Chealitative and guantitalive analysis using GCRS
- Qualitative and quantitative amlysis vsing LUMS
CAny other practical designed by the faculty member based on recent advoncesiniest
trends

— = W el =l Th b dn e ek

-
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FORMI/GS2EP | Practical hased an | Credit:0l | Contact
FORMIGSIET Hours: 30

Marks: 50

Course Dverview

This s & laboratory course  based on  Multimedia  Foreasies  and

Riometries

(FORMIGS2ET). The course objectives and outcomes of this laboratory course have been
sddded o the theory course, A mininsum of 10 practical has 19 be coversd in the semester for

successiul completion of the coorse.

Lizt of Practical

{Minimum of 10 practical has 1o befperformed for successful completian of the course)

To detect the tampering in images utilizing various characteristics
Tor limk imagges with the seurce camera

To defect tnmpering in vides wiilizing various characleristics

To link video with the source camera

To rerieyve dofa from CCTV/DVR

To enhance CCTV footage

To detect tampering in audio utilizing various characleristics

To link mudio recordings with the source microphone

To identify the far:c i CCTY footage from the known fuces

Il:lI To determine height of & person from the given CUTV footage

-\:'.:ﬁl-\_lﬂhLA.L...-.-l.J—

11, To identify the vehicle identification number Mrom the given COTY foage

12. To determine speed of the vehicle from the given CCTY footage
13, To identify the questioned iris sample from the k “Tmn iris samples
14, Ay other prlm::u] designed by ihe” l'acuflt'l. me

trends” |
-

ber based on recent Hd'r-:‘ll'll':t:ﬁn'hltﬁl'l
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Discipline Specific Elective Courses

FORMSEMASIT Applimnees and Equipment Credit:03 | Comtact | Marks: 75 |
Failures Hours:45

Course Dverview
The cowrse covers the viirous aspects of wpplance and equipment lailures
Course Objectives

The course has the following objectives:

o Siudbents will gain an idea of appliance failure

Students will learn maoter Gailune

Students will have an understanding of cable failure
Students will lenrn the various aspects of machine faiture

Course {huteomes

Adter the completion of the course, the students will be able to do the fllowing:

COM: Drefine and explain varous terms related to appliangee and equlpment failines
02 Apply prineiples of physics in motor failure

CO3: Apalyee various cable filures

s OO0 Apply principle of physics in machine failure

o 05 Analvze cataphoric vehicle defiects

& -

Unit Course Content Contacl Hours

Unit-1 | Appliance failure 1
& [ntroduction. Kitchen and houschold  appliakces,

HYAC systems, pumps, generators, motors; boilers,
swimming pool failures, Dhasolution of Aluminium,
Welding failures

Unie-11 Muntor Failure-I 9
e Cars; torque conmverters, brake system overview,

vacuum=-nssisted brake booster. bruke line pressure
conirol devices, step bore master oylinder, brake
designs svstem and its Gailure,

Unli-IT1 | Motor Failure-[1 i
®  large vehicles, steering system, mechanism and its

[atbure, Airbog svstem and its failure, Catostrophic

vehilele defiees
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Unit-IV | Cable failure T

s Interpreting  elecircal  activity: interpreling  fire
evidence, appearance of arced and firc-melted
conductors, shor circuits and ground fault arcs.
arcing during fires. effects non-clecirically caused
melting by fire, alloving, misconceptions and
cautions, undersized conductors. nicked or siretched

conductors, deteriorated insulation, shod circwit

Umit-% Machine failure M

+  Component frocture machines; losd analvsis on
support bracket, analvsis of crane failure, summing
forees, pouge spacing-relative w vehicle motion and
wheel lug distribution, broken pole  analysis.
tebegraph, traction wires ond cables with illustrative

Cises

Suggesied ReadinpgsHeference Boaols:

Ik,

1.

. Forensic engineering fundamentals. Harold Franck, Dasren Fronek, CRC press Taylor

and Frangis group

Forensic science in crime investigation, 3rd adition, B.S, Mabar, Azla law house,
Hydershid

Sharma B.R.: Forensic science in criminal investigation and wials, contral law agency,
Adahabad (1974)

Kirck Paul L.. Crime investigation, Inter-seience, Publishers Ine., Mew York (15745
Investigating material and component Frilure, writlen by TCR engineering services
techmical wam, published July 2004

Considerations in forensic examination of putgmative systems, CedomirDuboka. Inc
of Forensic Engg., 2003, Voalume 1E2), 100-130,

Relighility and Failure of Electronic Materials and Devices, Book » Znd Editian » 2001,
Milton Chring and Lucion Kaspreak, ImprincAcademic Press

Electronic Failure Analysis Handbook. by Perry Martin, Publisher: MeGraw-Hill
(Febnuary 28, 1999)

https: v tasaneLoomd B nowledoe

CenterAricles’ ArMIDNVA T Anticle LDV A6 Elecimcal-Eguipment Falures-Canse-and-
Liubility

Machinery Failure Analysis Hundbook = Lst Edition, Elsevier, Imprint: Gulf Publishing
Company, Lz Octavio AmaralA Fonso

Preventing Thermal Cyeling amd Yibeation Failures in Electronic Equipment, Dave 5.
Suzinberng,
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CFOR/DSESSIP | Practical based on | Credit:0] | Contact | Marka:50

FORMSE/GSIT ] Hours: 30

ourse [hverview

This is a labomtory course Based on Appliances and Equipment Failures (FOR/DSEGSIT

The course ehjectives and outcomes of this laboruoery eourse hove been added (o u“: l;mrt
course. A minimum of 10 practical has to be covered in the semester for successfiul completion
ol the course. i

ist of Practical

(Minimim of 10 practical has to be perfirmed for successful completion of the course)

ST b e —

— e MY
=

i ol

i4,
I3,
| .
I3
(E.
14,
2,

Forensic Examination of HVAC svatems,
Forensic Examination of fridge,

Fomensic Examination of mixer.

Forensic Examination of coalkers,

Forensic Examination of pumps,

Forensic Examination of geacrators,

Forensic Examinataon of mmors.

Forenaic Examination of boilers.

Forensic Examination of swimming pool fhilures,

. Fioremsic Examination ol Welding failures

. Forensic Examination [ Dissolution of A luminom

. Study on forensic examination of electrical Cable filure,

. Physical and micrescopic studics ol affecied electre wires. panel bourds die to

electiical overload and shor circoits

Forrensic Examination of Power [Failueres,

Study on forensic examination of fractures on machines

Study of load analysis on support bracket.

Study on Forensic of analviis of crane fifluee.

Study on forensic of onalysis of broken pole.

Study on forensic of anabyais troction wires and cables filliire.

.-in:.ldl:lhl:r practical designed by the faculty member based on recent advances/latest
tren
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FORMSESS4T | Web Application Penetration | Credit:03 | Contact | Marks: 75

| Testing Hours:d5

Conrse (hverview
The course covers the warious aspects of web application penctration testing

Corse Oibjectives
The course has the following objectives:

Students will gain an idea of working of web applications

Studerns will learn and apply web authestication mechanism

Siudents will have an understanding of concepts of various attacks through web
Sfudents will leprn the concept of countermeasures taken in ease of altiacks through web

Course Dulcomes
Afier the completion of the course, the students will be able 1o do the following:

COv: Diefime and explain various ierms related to web applications

L]
o OO Apply web authentication mechunisam
#  CO3: Analyze various aitacks through weh
s CCM: Compine various valoerability of aitacks
& 05 Implement countermensures in case ol attacks
Umit | Course Content Contact Hours
Unit-1 | Working of web application L
= Working of Web Applicasion, HTTP Heguest —
Response, Fundomentals of Cookies. types of
cookies., Sessions, SSL ond TLS secunity, Web
Application  Proxies, Varigus  techniques  for
Infermation Gathering, Fingerprinting Web Server,
Lse of OSIMNT, DS lockup, whaois, nslockep,
ssthfomain enumcration, banner geabhing, shodan,
poozhe hacking datnbase
Unit=I1 | Web anthentication mechanizm 09
= Wik Authentication Mechanizm, Inlercepticn proxies
— ZAP Burpsuit, Metasploit for Webh Application
Attacks, Authentication and puthorization bypass,
Introduction o BeblF framework
| Unit-111 | Attacks und countermensures-| L)
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»  HTML Injection, Ell}l:-fﬁjml:inn- XS5 Attack, Tvpes
of X558, The Defence mechanism of S0L Injection
and X55 attack, Broken aathentication and session
hijecking, Securify  misconfiguration,  Session
Hijacking, Malicious file inclusion, Directory

trawersal

Upit=IV' | Artacks and countermeasures -11 L]

* [nsecure direct object reference. Infommation leakage
and improper ervor handling, Failure to restrict URL
access, Regquest forgery attack and countermeasures.
Remote code execution, Yulnerability study

' Unit-V | Attacks and countermeasures 111 . 9

« RFl & LF1 (remote file inclusion & local fike
inclusion ) vulnerability, Denial of service (DOS) and
distributed  denial of service  (DDOS) ql;ppkr,. ;
Counlermensures of Do and DDo%. Cross Site
Request Forgery, Exploiting Shellshock I ' a

= Web platferm secunty issues and countermensres,”

Website code revlew pnd secure coding principles,

Feport writing

Sugpested Readings/Reference Bools:

1
i
k)

2 '
Weh Hocking 101

Prestuon Galla, How Personal and Internet Security Work.Que T"l.lhlmimmq

Alfred Hastn and  Woll Halton, Computer Security C-::um::pLﬁ, Issues nnd
Implementation, Cengage Learning

shon Harris, Allen Harper, Chris Eagle and Jonathan Mess. Gray Hat Hacking: The
Ethical Hackers' Handbaok, TRMH Edition

Jon Erickson, Hacking: The A of Exploitation, SPD

Peltier, T. R, Peltier, J., & Blackley, J. A. (20035 Managing a Network: Yalnerability
Assessment, CRC Press,

Caswell, B., Beale, J.. Ramirer, G., & Rathaus, ™. (2003). Nessus, Snort, and Ethereal
Power Tools: Customizing Open Source Security Applications, Elsevier,
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FORMSEGS4P | Practical based on | Credit:0l | Contaet | Marks: S0
FOR/DSEGS4T Heprs: M)

Cuouarse Overview

This isa laboratory course based on Web Application Penctrution Testing (FOR/DSE/S54T),
The course objectives and outcomes of this lsboratory course have been sdded 1o the theory
course. A minimum of 10 practical has 1o be covered in the semester for successful completion
of the course,

| clig
iMinimum of 10 practical has o be performed for successful completion of the course}

Installation of BWA PP, DYVWA, webaoat for Web Pentesting
Information Catherng using vanous Cnline applications
Information gathering using Racon-ng
Performing Static Anolysis using CMSMap, WPSCAN. DEUPSCAN, JOOMSCAN
Exploiting 5% Commund and HTML Injection
Exploiting 500 Injection, Mammlly and using SCLmap
Exploiting Cross-5Site Scripting
Exploiting File upload vulrerabilivy (LEL RFT]
File uplood vulnerability Exploitstion
. Miw rate limidt using Burp suite
 Any viher practical designed by the Taculty member based on recent advancesTatesd
iremds

ol s B A SR S

==
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FOR/DSE/6SST Genetic Engineering Credit:03 | Contact | Marks:75
| Hours:45

Conrse Owverview

The course covers the varinus aspects of Genetie Engineering
Course Objectives

The course s the follewing objectives:

*  Students will gain an idea of recombinant DNA technology

o Students will learn and apply electrophoretic and bloting rechnigees

o Students will have an understanding of nuckeic acid extraction and labelling
¢ Students will leam the concept of sequencing methods

Course Outcomes

Afier the completion of the course. the students will be able 1o do the Tol lowing:

#  L0O0z Define and explain various rerms related (o genetic engineering
o 0N Apply electrophoretic techniques

s CO3: Analyre samples using blotting technigues

= Uk Compare DNA libraries ond reporting system

¢ CO5! Implement nueleic acid extraction and labelling

- Unit Course Content Contact Hours |
Unit-1 | Recombinant DNA Technology na

o Recombirant 2MNA Technology oveswiow, YVeolors,
Enrymes:  Restriction  endonucleases,  ligases,
Alkalime  phosphatises.  Slenuclense &  their
applications. Transformation technigues, Screening
of recombinant cells.

Unit-I1 Electraphoresis and blotting technigues 09

#  Principle and working of Elecirophogetic technigues
—Apamse Gel Electrophoresis, Mative and de-nntive
Poly Acrvlamide Gel electrophorssis, SDS-PAGE, 2-
I} gel elecrrophoresis, pulse=licld gel electrophoresis.
ao~clectric focusing, Blotting wechnigues: Southern.
Morthern & Western blotiing,

Unit=111 | Mueleic neid extraction and labelling ny |
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Mugleic acid extrection. detection.  purification,
measuring the concentration of DNA & BNA with
U, Manodrop.

Labelling ol Muckeoc acids, redio=label and Nen-radio
[nhel and detection of DNA. Chemical tagging with
biotin & Digoxigenin, hvbridization of DNA & RNA.
Thermal evcler;: PCR.  Inwirse-PCE.  Reverss
Transcriptase-PCR, Nested=-PCR,  Real-time PCH,
differential display PCR. RAPD, and RACE

Uinit-1Y

Sequencing Methods

Genomics & DNA sequencing: General Principle.
primer walking, autommed sequencing: Mapping of
seguency lngped sites. sholgun sequencing, survey of
human genome; sequence polymorphism: S50 &

SN, pene dentification by cxon trapping.

Unit-¥

IMNA fibraries and Reporter System

DA libraries: gDMAL cDNA, Screening hibrary by
hybrid ization, sceeening of library by Immunélogical
procedure, chromosome walking. expression,

Reporter  system:  luciferase, Green  Fluorescent
Protein, gene fusion, Transeriptome analyvsis, DNA
microarrays for gene expression, serinl analysis of

gene expression (SAGE)

Suggested ReadingsMeference Books:

. Biophysical Chemisicy Principles and  technigues; Avinash  Upadhyay, Kakoli
Upiclhyay and Nirmaltendu Nath,
3 Instrumental Methods of Analvsistth Edition, (19863 H.H, Willord, L. L. Mermitt Jr, and
others.CBS Publishers and Distributors,
1, Ipstrumental Methods of Chemical Analysis. {1989 Chatwal G and Anand. 5.
Himalsyn Publishing House, Mumbai.
4, A Biologists Guide o Principles and Technigues of Proctical Biochemistry. {19751
Willians, B L. and Wilson. k.
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e

Spectroscopy. (Vol. 1)z Edited by B.B. Straughan and 5. Walker, Chapmun wnd HallLtd.

Giel Electrophoresis of Proteins- A Practical Approach: Hanes,

T, Chromatography: Concepts and Comtrasts- [958 by James Miller. John Wiley and Sons.
[ne.. New York.

#. Analytical Biochemistry: Holme,

9. Introduction 1o High Performance Liquid Chromatography: B. J, Hamillon and P
A Sewell,

[0, Spectroseopy: B.P, Stroughon and 5, Walker,

I'l. Practical aspects of Gas Chromatogrophy and Mass Spectrometry {1984) by Gordon
M. Message, John Wiley and Sons, New York,

12, Gel Chromatography by Tibor Kremmery.

13, Principlis and Techniques of Biochemistry and Molecular Biology: Edi. Keith Wilson,

Johin Walker

=
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FOR/MDSEGSSF | Praciical hased on | Credit:0f | Contact Miarks: 50 |
FOR/DSEGSST Huowirs: 30

Course Dverview

This is a laborstory course based on Genetic Engineering (FOR/DSE/®GS5T). The course
abjectives and outcomes of this labomtory cowrse have been added o the theory course, A
mimimum of 10 peactical bas to be covered in the semester for seccessful completion of the
COMrse,

List of Practical
(W inbmwm of 18 peactical has w be perfommed for suceessful completion of the course)

M load examinotion for discases

Estimation of heemoglobin percentags

Microscopio study of abnormal RECs

To determine bload group from swins of blood and various body Auids with Absorption
infibition, mixed agglutmtion, and absorpliom-elution technigues,

Determination of seeretor anid mon-secrelor status

. To perform a precipitin test for species of origin determination,

R

5

fi

7. Rocket immunoeheciraphoretic

5 Micrescopic study of sperm and its abnormality esing 8 compound microscope

B Sperm counting by haemocytomeler

10, Western bloing anilysis

Il. Detection of semen

2. WIDAL Test

13 wDRI

4. Spot Elisa

5. ﬂl.LlL'l‘l'El'"l.ll‘l:.l [hstille difflisaon

b6, Cross Over Electrophonesis

17, Examination of bloodstains: physical and chemical fests: speciroscopic exumination.

I8, Examination of seminal stains: ervstal tesis, chemical, bischemical, Microscopical and
clectro-innmuno-diffusion tesl.

. Examination of saliva and s stins; microscopical and chemical teses.

M, Faccal stains: Physical, chemical and microscopical examination. lesting of urine and
syvent

21, Visit autopsy centre ol morusry, Forensie Science Laboratory, Pathology Laboratory,
Veterinary Centre, RBiodiversity and wildlife Centre

X2, Any other practical designed by the faculty member based on recent advances/fiatest
LreTvids

T EP
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FORMSEGSAT

Physical Chemistry Credit:03 | Contact | Marks:73

Howors:45

Coorse Uhverview

The course covers the various aspects ol physical chemistry

Course Objectives

The course has the following objectives:

Lonrse Uulcomes

Students will gain an iden of ionic equilibria and biological reactions
Students will learn and apply principles of thermodymamics
Students will have an understanding of elecirochemistry
Students will learn the mte laws and complex reactions

Aller the completion of the eourse, the students will be able to do the following:

o COL Define and explain various leoms related (o physical chemisiry

& OO Apply principles of thermodynamics

o CO3 Anmalyze varmous concepts of electrochemisiry

o CO4: Compare various charpeteristics of complex reactions
e CO5: Implement molecular reaction dynamics

" Unit

Cuu;;.' Conteni

Contact Hours

Unit-I' | Tonic Equilibria and Biological Reactions

Exact weatment of the dissociations of weak acids and
bases, dissociation constant of polvpratie  acid,
statistical effects in polyprstie acid, dissociations
eonstant of complex fons, Logarithmic expression for
pH and pOH, calculation invelving buffer solutions,
batter capacity and buffer index, salt effect, solubility
product amd its applications

ot Haurs |

Unit-1T | Thermodynamics

State function. path function, exact differential and
inexact differential, internal energy and enthalpy,
temperatine dependent internal encrgy and enthalpy,
reversible and imreversible adiabatic expansion, The
entropy o ireversible changes, the Helmholtz and
Gibhs function, Entropy snd entropy change in an
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fdeal gas with wmpersture and pressure, Classius
ineguality, chemical potential, chemical potential of a
substance in a mixmre

#  Thermodvonamics of biochemical reactions, binding
il oxveen by myopkobin and haemogiobin, reaction

between microscopic ond macrostopic dissociation

conslani

Unit-111 | Elctrochemistry L)
o Debve-Huckel theory of sirong electrolytes, Debye-

Huckel=-Omspger equation Testing of the equation.
Debye-Falkenhagen effect, Wein effect, activity
cocflicient, mean fonic activity coclTicient: Debhye-
Huckel limiting law sonic strength, Electrocapillary
phenamena, nnd s messurements. Effect of anions.
cations and molecules on elecirocapiliary curves,
Electrocapillary  propertics  of  mercury-solution
interface

e Polarography: the Hkovic equation and its derivation,
CORCEnrition poelarization, instrumentation,
advantages  of DME,  hall  wive  potential.
A pplications of pularography. numerical.

Uait-I'V | Rate laws anil Kinetics of complex reaetions ]
s Recapitulations of basic concepl. the temperature

dependent reaction rates, reaction moving towards
egjuilibrium, consecutive reaction, parallel reactions,

pre—cquilibeia, unimolecular reactions

& Fast reactions! flash photolvsis, flow technigue,
stopped  flow  technigee, relaxation method, the
steady stare approximation. chain reactions - free
radical polymerization reaction between Ha and Bre,

explosive reaction

Fage 250 of 262



Unbt-%

Molecubar Hegethon Dy pamics and Emgyme Cainlysis

Collision theary of himolecular gas phase reactions,
ditTusion-controlled and  activation-controlled
reaction in- solutson, activated complex theory of
resiction rote. Evrings equation

Michaelis mechanism, effect of pH and rempersiure
on enzyme catalyzed reactions, limiting rate,
Lingweaver Burk and Eadie equution and plots,
inhibition of cozyme action, competitive inhibition

wied mean-competitive inhibiton

Supeested Readings/Reference Boaks:

b o

200

=

Physical Chemistry by FW.AlKIn and De Paul
I"h}'h'tl.':lt Ehl.:m':.-d.r:.' h:,.' T.EIIEI.!I pd P Rized
Physical Chemistry and molecular approach by 13 Mequarie and 1. Siman

Physical Chemistry for biofogical sciences by Raymond Chang {Universal books,

Physical Chemisiey by Merron and CUF, Progaton
Physical Chemisry by G,M, Barmow

Page 251 of 262



FORDSESSGP | Practical hased on | Credit:01 | Contact Murks:Si)

FORMSEGS6T Hours: 3

Course (verview

This is & laborotory cowrse based on Physicnl Chemistry (FOR/DSESSAT) The courss
chjectives and outcomes of this laboratory course have been sdded 1o the theery course. A
minimum of 10 practical has to be covered in the semester for successful completion of the

COLFRL.

List of Pr i

(Minimum of |0 practical has to be performed for suceessful completion of the course)

e 4a —

L

-

1k,

Il
1

I3,

Determination of the strength of halide in a mixture potentiometrically

Determination of dissociation gonstants of phosphoric scid potentiometricully
Determination of dissociation constants of weuk neid potentiometrically

Determination of acikd and basic dissociation constants of an amino geid and its
isoelectric poing

Determination of the strength of strong and weak acid in o pEven  mixiune
conductometrically

Determination of solubility pnd solubility product of sparingly soluble zalt BaSChy
Dretermination of equilibrivm quetient for the formation of monothiocymsto iren (T
complex

Determination of pK1 and pK2 value of phosphoric acid by pH metry

Determination of e constant of reaction belween Potassium  Persulphate  sid
Petassaom [odide having equal/inegunl concentrstinn of the reacting specics
Determination of solubility of benzoic acid in water at different temperature and kence
its heat of solution

To sudy auto camlysis reaction between potassium permanganaie and oxalle acid
Determination of fermuls of the complex formed berween Cu (1 amd ammania by
distribution method

Any other practical designed by the faeulty member based on recent advances!latest
trends

-
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FORMMSENSSTT | Forensic Speaker Identification | Credit:03 | Contact |I'iilr|u:‘i"!

Hounrs:45 |

Course Overview

The course covers the various aspects of orensic speaker identification

Course (Mhjectives

The course has the following objectives:

Students will gain an ider of basic concepts of acoustics

Students will leam wnd apply forensic linguistics in voice identilication
Siudents will have an understanding of theory of vaice production
siudenis will leam verious approaches for forensic voice comparizon

Camnrse Dhufonmes

After the completion of the course, the students will be able w do the Tollowing:

CO: Define ond explain various ierms related o forensic speaker idendification
COI: Apply ferensic linguistics in speaker identification

CO3: Analyes theory of speech production

CoM: Compare attibutes of voice of various speakers

0¥ Implement techniques for speaker identification

Unit Course Content Contuct Hours

Lrmig=1 Fundamentals of aconstics LIRS

s [ure wne, paricle and pressure wave movement in
sound, essentinl constitvents of sound, interference
patterns

= Complex  tone, Hamonics: Characleristics  of
Pertodic Complex Tones, Apersodic Complex Signals

s Frequency and pitch. pitch of complex tone, intensity
and lowdness, velooity of sound in space

= Resomunce, resonance in an argan pipedair colomn

Unig-IT | Forensic Linguistics L3l

#  [nteoduction 1o linguistics and saubfields, historical
perspective,  phonetic  Iranseription, International
Phonetic alphabets (IPAY, IPA for English, Hindi and
Marathi

| Unit-1T | Theory ol voice production L)
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Linguistic perspective: speech, language and thought,
development of language and speccl, model of
thougeht. lnngienge and specch

Weurokopical perspective: nervoos system, role of
CMS in spedaking, role of PNS in speaking

Phonetics  Perspective:  respindion:  bresthing
mechansm, quiet and speech breathing, phonation:
physics  behind  vibration of wvocal folds and
articufation: orlicolatory  gesture;  articulimtion  of

vowel and consenanis

Unit-IV | Acoustic theory of speech
o  Acoustics of vowel: formants, source and  filier
theory, shape of voeal tract i various vowel sound
productica, spectrogram of vowels
®  Agoustics ol consonants: resonance of consonanis,
effuct of context
= Appustics of prosody: suprascgmental features
Unit-% Approaches to forensic veice comparison

Auditory;  critical  listening and  observation  of
linguistics  cues;  Spectrographic:.  ouditory
specirographic appropgh and woicepring matching;
Acoustic-phonetic: Cuantitntive mepsures of apoustic
cues; Automatic: feature extraction: MFCC and
spectral  feafures. modelling  of  features  and
classification

Software and hardware ovailable for forensic voice
COHTPri S0

Standard guidelines for voice matching, collection of
voice samples nnd probability scale of opinion
Milestone cases and legal framework for Forensic

speuker identification

"
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Suppested Readings/Reference Books:

1. Voice Identificatton: Theory and Legal Applications, Oscar Tosi, University Park Press,
Baltimaore, [ISA, 1979,

I A Course in Phonetics, Sixth Edition, Peter Ladefoged and Keith Johnson, Wardswonh
Cengoge Learning. Boston, LISA, 2011,

3. Forensic Speaker Identification, Philip Rose, CRC Press, USA, 2003,

4. Speech Acoustics and Phonetics, Gunar Fant, Speinger Publishers, USA, 2044,

5, Speech Science Primer: Physiolopy. Acoustics. and Perception of Speech, Lawrence 1.
Raophael, Gloria 1. Borden, Katherine 5, Harris, Lippincott Williams & Wilking, 2007,

G, Fondamentals of Speech Science, Donald J Fuecci and Morman 1 Lass, Allye and
Bacon, 19497,

EEE
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FOR/DSESSTE | Practical hased on | Credindl | Coentact Marks: 5
FOR/MMSERSTT | Hours: 30

Course Dhverview

This is & labomtery course based on Forensic Speaker Identification (FORDSEESTT )L The
course objectives and outcomes of this laboratory course huve been sdded 1o the theory course,
A minimum of 10 practical has w be covered in the semester for successful completion of the
CLILIFSE,

.
List of Practical

{Minimum of 10 practical has o be performed for spccessiul completion uf‘ﬂ.:! m?um’] ” : »

I, Torecord speech sample of a subject e — i

2. To represent speech signal in the form of wavelorm and lo resomphe the su.m: -

3. To convert analop speech signal infe digital one - W SN

4. To sepreegate voice sample of a particalor subject . - iy Wy -

A To form elue wonds of given speech sample ol o subject =

f. To deseribe speech sample in terms of 1PA

7. To perform aoditory analysis on o given set of speakers . — : Y .

8. To sedy formant freguency in @ given sound spectrograph 0" i " -l i

9, To study pitch and intonation putterm in & given sound specirograph ot e :

M1, T snndy LPC ina given soumd specirograph ol e e e

Il To apply auwpmsic technigques w identify o speaker - 1' L e R

1.2, T peerform fanguage-independent speaker identilication y VLT RN S T
[3. Any other practical designed by the faculty member based on recent ndvnnns."l.uq

tremds ;
. . -
. i o L @y s
1 F R - g 1- &
i a ik Ml
L ™
b S e
" ™ . iy B F
- -
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FORMDSEASET | Forensic Psychology and Legal | Credic03

Contac | Murks:75 |

Framework Hours:45

Cowrse (hverview

The course covers the various aspects of forensic psyebology and legal framewsrk including
criminal justice system and investigation process in India

Course (Mhjectives

The course has the following objectives:

Students will gain an ides ol investigative interviewing

Bludents will leam and apply psychelogical profiling methosds

Sidents will have an understanding of offender profiling and criminal behavior
analysis

Biuglents will learn eriminal justice system and investizative fechniques in India

Course (o teames

Adter the completion of the course, the students will be able to do the following:

COH: Define and explain various i@rms related o investigative interviewing
CO2 A pply various psvehological profiling methesds

COGE: Amalyee various aspects of eriminal behaviar

COd: Compare profiles of various offender type

CO5E: Amalyee crimingl justice sysiem and nvestigation process in India

U mit Course Content Contact Hours

Unit-1 | Investigative Interviewing 09

»  Imporiance of Investigntive Interviewing, Infloenee
of Peychological factors in investigative inferview

o Pavchosphysical basis ofassessment- noture, physical
and psvechological processes

o PEACE Model of Interviewing

=  Cognitive Interviewing

# [Ethical Interviewing

s Diher Interview Technigues

Umie-11 Heview of Psychalogical Profiling method s

Polyeraph {Lie Detector),
o  Brain  Elecirical Oscillation  Signanmre  Profiling
{BEOS),

MWarco=analysis

Woice-Srress Analysin’ Layered YVoice Analysis
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rmie-101

Offender Profillng and Criminsl Behavior Analysis
= History: Senal Killers, Signatwiee (Modus Operandi)
» Crime Scene Analysis, Psychological  Autopsy,
Behavior Profiling
o PMowire of Crme- Chrpanized, Disorgoanized, Plonned,
Spontansons.
Stagres and Types of Offender Profiling

& Psychometric Assessment toods ased in Forensie
Peychology

o Assassmient of Offenders

Rehabilitation & Conectional  Trestment ol

CHTenders

Technigues, Strategies and Types of Trestment

04

Unit-IV

Indign Criminal Justice System
®  [nguisitorial  and  Accusatorial  Criminal  Justice
Swstem: Meaning and differences. Autrefois Acquit
and Autrefols conviet: Consthiutional and Sintmoey
provisions, lmparant sings of the criminal justice
sysiem:  lis strocture, functions - and  authority,
Conatitution of Cromimal Cours and their hierarchy,
the rofe of Prosecution and defense, Funetioms and
Powers of Police, Correctional Institutions: Prisons,

Borstal Homes and Special Homes.

Unit-Y

Imvestigation Procecdings in India
o Police Investigation:  Initiation  of  investigation
proceedings- FIR, arrest, eonfession of the accused
and statements of the witnesses, wiiness protection,
search and scizures. Reforms in Criminal Justice
wstenm- Justice halimath Commities

Recommendaiions, Cr, PO amendmismt in 2003,
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*  Reforms o proposed in Bharstiya MNagark Suraksha
Sanlitn Bill

Sugrested ReadingsReference Boalks:

Introduction to Forensic Psychology by Bruce Arrigo

Forensic & Criminal Psychology by Denmis Hiswitt,

Abnaormal Psyehology by Halgin and Whithoume.

Abnormal Psychology by Robert C, Carson, James M. Butcher, Susan Mineka, Jill M.
Hooley thineenth Edition, Thineenth Edition.

Encychopedia of Forensic Science by Jav A, Siegel, Pekkod, Saukko, GeolTey C,
Knupler, Yolume=1 to Volume=3,

Terizs Thou {201 1) Forensic Psychology, New Delhi: ABD Publisher

Peter Jovee and Wandy Laverick, Crminology: A Complete Intresbuction, 2020
Ram Ahupn, Criminology, Rawat Publications, 2000

Bare act on Bharatiya Nagarik Suraksha Sanbica Bill, 2024

LR R
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| FOR/DSE/658P | Practical bransedd an | Crediczii | Contact Marke:50
FORMSEGSET Hours: 30

Course Chverview

This is a |laboratory course based on Forensic Psychology amd Legal Framework
[FORMSESSET)E The course ohjectives and outcomes of this laboratory course have been
added to the theory course. A minimum of 10 proctical has to be covered in the semester for
successful completion of the course,

Listof Praciical
(Minimum of |0 prsctical las 1o be performed for successiul completion of the course)

Uniform Child Custody Exvaluation System
Minnesota Multiphasic Personality Inventory-204 (MMPIZ/A)
Maobile Plone Addictron Scale
Mental Staras Examingtion
Tuking Case History
Coping  Responses Invenfory Tor Adult' Children
Alienation Scale
Rorschach Inkblot Test
Miller Fosensic Assessment of Symplioms Test
. Case Study of Crime Based on Mental Personality Disorder
, Polvgraphy ol wsubjec
Aoy oher practical designed by the foculty member bosed on recentl sdvances!lstest
tremids

N

)
=

-

I
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Research Project

FOR/HPGHH Research Project-11 Credii: D6 ]| Conlaci Marks: 100
| Hours: 180

Coairse Dverview

The students based on their inferests can select o research project in the following domains. At
the end of the semester, students have W submit a complete research project based on their
findings.

SN Code Name of the course Credit | Contact | Marks |
Hours |
I | FORRPAS99A | Research project in Fovensic Physics -1 L | &1 | {1}
OR
2 | FORMRPGE9E | Ressarch project in Digital Forensics=11 | o8 | 180 | 100
OR
| 3 | FOR/RP/GYIC | Rescarch project in Forensic Biology-11 | 06 | 180 | 100
(R
A4 | FORMBMGSD | Research project in Forensic Chemistrys | 06 1 81 1040
[
— : R
5 | FORRMGOE ; Research project in Question Document. | 06 [ R 1040
Fingerprint, and Biometrigs=1l

FORRI69A | Research project in Forensic | Credit:06 | Contaet | Marks: 100
Physies -11 Huowrs: 180 |

Course Overview

This student needs o select a research wpic in Forensic Physics. At the start of each semesier,
the student will work under @ mentor und prepare a research proposal. The proposal will be
appeoved by the alMilinded collepe. AL the end of the semester, the stadent will submita research
project reporl. The report should Fellow the same sructure and formatting rubes ps of thesis

FOR/RIMGME | Research  project  inm Digital Credit:(4 | Contact Marks: 100
Forensics=11 Hours: 180

Coarse Overview

This student needs to sefect a rescarch fopic in Digial Forensics, At the sfart of esch semesier,
the student will work under 8 mentor and prepare a research proposal, The proposal will be
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approved by the affiliated college. At the end of the semester, the student will submit a research
project report, The report sheald fellow the same structure and formstting rulbes os of thesis,

aEW

FORMPWIIC | Research project in Forensic | Credit:(b | Contact Miarks: 10D
Biology-T1 Haours: 18i

Course Overview

This student needs o seleet o research topic in Forensic Biology. At the start of each semester,
the student will work under o mentor and prepare a research proposal. The propozal will be
spproved by the affilisied college. At the end of the semester. the student will submit a research
project report. The report should Follow (he same structure and formatting rules as of thesis,

Contact | Marks:100 |
Huowrs: 1 KD |

FORMP/G99D | Resvarch project in Forensie | Credit0s
Chemistry-11

Course Overview

T||.'|5 Hl.ll:k!ﬂl nl.':-:ds- IF] mlﬁ:l N rl:g-.-l.r.]r';h 1-:1|,'.|i4; i Fu:'!-n::ﬂ:li.i-;,: Elh.:rni:ﬁl;lj-. At the SLart ol #ach
seiester, the stedent will seork under o mentor and peepane o research proposal. The proposal
will be approved by the affilioted college. At the end of the semester, the student will submit a
resedrch project repon., The report should Tollos the swme strootune and formiatting rebes is of
thesis,

LLLS
FORRPMeMD | Research project in | Credicdt | Contact Mearlos: 10D
Oueatboned Document, | Howrs: 180
Fingerpring, and Blometrics -
I

Course Dverview

This student needs to seliect a research topic in Fomensic Questioned Documint, Fingerprint,
and Bigmetrics. At the start of each semester, the student will work under o mentor and prepare
a research proposal. The proposal will be approved by the affilioted colbege. At the end of the
semester, the student will submit o research project report, The report shoubd follow the same
struciure and formarting rules as of thesis,
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